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$ kubectl run busybox —image=busybox —restart=Never
—Nn my—-namespace

Crea.b oL with Busgbox ima,ﬁe_

fn o- Commac_l\CJ env

$ kubectl run busybox —image=busybox —restart=Never
-n my-namespace -it — /bin/sh -c ‘env’

Co?\g a g.& sk:re_c[ e:Ca.eeg ko a

$ kubectl cp myfile.txt my-pod:/path/myfile.txt

Lis\' qu n {,oh;cl\ éAe.Y afe (d\l\(ﬂg

$ kubectl get pod -o wide —all-namespaces

27



1
\"’
2
N\
TV

Rd
@: gecycee

28



—_—

<

—

Conya_in'er fmat_je.s have nok \/el: been C}e,qye_c’

—_—

<

—

Dovnad "a a ; M Conlainers are Cfeaﬁec/-

ﬁ\r Ze-an.slr one IS (w\/\.‘ng-

——

<

—

A& codVainecs are terminated cu‘,H'n SucCcess.

(i nok be cesharled.

—_—

<

—

HL 'ee—a-sl’ one C,o/&o.;/\e,r IS in ga;_«&re_ (Ex:k&é GJ»H\

non - tef(o code o¢ Ee,(r\-\inaj’e,A 139 Sa.f"e,n-\)_

29



—_—

<

—

Skﬂ(us 03 c,oueo\ noY ’oe obéaine_cl-

(hy

z

"\/em?ora,rg prol:ée,m og c,omnaul\if—a—tfon wiéA
éjle, }\osL Og U\e

30



SN RJ
@ @

A Pod Can Lq cle,ee,,’ecl " orc[er \fo ause
KA«.LQ.H\QJFQ.S Vo .Sl"qx” au\ol'her o
(with a nec Cov\fiﬁura.l’;on oc (ode Xerex )

SO“@"[MQS Pods afle sl’ucge.c! ‘n
/ S\’ot_‘(g

O &
(LsRooun 3 ¢ Terrinalig]

/

T;\Q AQEQJ’ ‘on Camn be manva Z@b gorc_e,d

//' A
Nanval gocc,c. delelrion shold be
wsed ca.tefu.ﬁﬁg

31



A

DE.EC,\KQ a Pod 3raLC,eX u.eey

$ kubectl delete pod my-pod

‘I ol X&f Con ;Du(a.BOI\
Sonn

ﬂpf -Serve/i)

EVE(z U\il\j 18 D]</

’..C femoved it
Sreed the delehed

Fo ol Name, <

s ]

gacedolly

OACA
Node

32



Delele « P4 ir\s‘ra.u\f().g (Mq_nu:z.% gorce,d)

$ kubectl delete pod my-pod ——grace-period=0 —force

— A
(Ohen You Xorca o Fod delekion, Pod's name
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$ kubectl patch pod my-pod —-p '{"metadata: {"finalizers": null}}'
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:Degine o ékaj' sends a HTT°P (queSP

on CJOr\\'Ou‘Y\e,( 'S Server

on Por\f 9090
on / heallhz

eivengsg Probe

[ Kubelek |

TEaP hE oo
and < Go00
apiVersion: vl
kind: Pod
gpec:
containers:

— name: my-container
image: my-image:1.0
livenessProbe:

httpGet:
path: /healthz
port: 8080
initialDelaySeconds: 60
periodSeconds: 20
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begine o- Rl execires bhe Command
cat /éMP/Ae.ae,U)y in Lhe Container

&VE“QSS Probe

[ Kubelek |
Ty

O

apiVersion: vl

kind: Pod
spec:
containers:

— name: my-container
image: my-image:1.0
livenessProbe:

exec:
command:
- cat
— /tmp/healthy
initialDelaySeconds: 5
periodSeconds: 5
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apiVersion: vl
kind: Pod

spec:

containers:

— name: my-container
image: my-image:1.0
livenessProbe:

tcpSocket:
port: 8080

initialDelaySeconds: 60
periodSeconds: 30
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apiVersion: vl

kind: Pod

metadata:
name: my-pod
labels:

app: my-app

spec:
containers:

— name: my-container
image: my-image:1.0
ports:

— name: liveness—port
containerPort: 8080
livenessProbe:

httpGet:
path: /healthz
port: liveness-port
failureThreshold: 1
periodSeconds: 10
startupProbe:
httpGet:
path: /healthz
port: liveness—port
failureThreshold: 30
periodSeconds: 10

mif»‘(i JCTTP end‘)o?n,’

(:}Ie o.()P )\a\fe_
Smi/\ (BD )CAO.S)

éo S:n;s\q }\'s s}’c&rl’uf
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Tks el skack on@g cohen
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apiVersion: apps/vl
kind: Deployment
metadata:
name: my-—app
labels:
app: my-app
spec:
replicas: 3
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
app: my-app
spec:
containers:
— name: my-app
lifecycle:
postStart:
httpGet:
path: /healthz/ready
port: 15020
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Qxe.Cu.\fes e Cotmand ok l:;\e ska_r‘r of the Pod

spec:
containers:
— name: my-app
lifecycle:
postStart:
exec:
command: ["/bin/sh", "-c", "echo Hello
Kubernetes lovers"]
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Creake o Deglogren thab B:lls gacefolly
M‘a~on-?P Lc_gore_ Lhe Pod Lerminakes

spec:
containers:
— name: lifecycle-demo-container
image: nginx
lifecycle:
preStop:
exec:
command: ["/bin/sh", "-c", "my-app -kill;
do sleep 1; done"]
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Cxecule Commands

in Coz\|fai \e /S

wau)ﬁ exoc Command allows gou Vo run Commands 'ms?c/e

a Pocj N oL COI\;’OL;ne/(-

[Lse.gue in order éo Je.lwg in aoc/r Conj’a_if\e,r

$€wbe::i’e exec wz]—Poo' -c mta-ca\\fa_('r\er
ik oo sh

$ ls -1
Q $ cat path/to/a/file

Cow\e.cf éo oL Spe,c,igic C,Ot\h?-'\nef OPcv\ an i\ ,ZermotIVe Sl\e&

$ kubectl exec my-pod -c my-container -it — sh

- 1\’ /-- .Syd/-r\ -- Yyy " a.(/b;vﬁ Jll&»ez—

> 1s -1
> tail -f /var/log/debug. log 48



And since version AU .Y Can

%

seeoigg o Jegmﬁl‘ conkainer

apiVersion: vl
kind: Pod
metadata:
name: my-pod
annotations:
spec:
containers:
— name: my-container
image: my-image
— name: my-container-2
image: my-image-2
command: ["/bin/sh", "-c"]
args:
— while true; do
date >> /html/index.html;
sleep 1;
done

Conl\ec_\f Eo (hta- c,o/\"odl\e{wz— Co/\ya'\(\e,r

(no need to s ()e,dg‘} Op Eion éAar\ES o the annotabion)

$ kubectl exec my-pod -it — sh
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apiVersion: vl
kind: Pod
metadata:
name: my-app
spec:
containers:
— name: my-container
image: my-app:1.0
command: ['sh', '-c', 'echo The app is running! && sleep 3600']
initContainers:
— name: check-service
image: busybox
command: ['sh', '-c', "until nslookup my-svc.$(cat /var/run/
secrets/kubernetes.io/serviceaccount/namespace).svc.cluster.local;
do echo waiting for my-svc; sleep 5; done"]
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apiVersion: vl
kind: Pod
metadata:
name: my-website
spec:
initContainers:

— name: clone-repo
image: alpine/git
command:

- git
- clone
— ——progress
- https://github.com/scraly/my—-website.git
— /usr/share/nginx/html
volumeMounts:
— name: website-content
mountPath: "/usr/share/nginx/htm1"
containers:

— name: nginx
image: nginx
ports:

- name: http
containerPort: 80
volumeMounts:
— name: website-content
mountPath: "/usr/share/nginx/html"
volumes:

— name: website-content

emptyDir: {}
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I-‘E Ehe 054 gwiee.d, anobher Pod il cyn uv\k'e

nUmber og is done.

Jsb can be ea.bu\c,‘\e_cl 133 a Cron Job

\ 4
(D
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$ kubectl get cronjob

NAME SCHEDULE SUSPEND  ACTIVE  LAST SCHEDULE  AGE
my—cj 05 x/1 % * False 0 3h53m 10s
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C{‘CA—VQ o Jeb gf'ah LUSBBO)C ima.ge (Ihpg‘nL,m CJO.é/)

$ kubectl create job my-job —image=busybox

CreaYe o g(om louspbox image (Dec&,ra.b've CJD.é/_)

apiVersion: batch/vl
kind: Job
metadata:
name: my-job
spec:
backoffLimit: 5
activeDeadlineSeconds: 120
completions: 1
parallelism: 1
template:
spec:
containers:
— name: busybox
image: busybox
restartPolicy: onFailure

CFMVQ Ce 3@[.‘) gﬁ:m (3 C(O'\Jvl')

$ kubectl create job my-job —from=cronjob/my-cronjob
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Ceea¥e o Job Ehab 0idl be AEéE}éJ qubnuzytheZg
afber the Lime defined

apiVersion: batch/vl j23
kind: Job
metadata:
name: my-job-with-ttl
spec:

tt1SecondsAfterFinished: 100 TTL =Time To Leave
template:

metadata:
name: my-job-with-ttl
spec:
containers:
— name: busybox
image: busybox

j)e,eel’e a Job (ou\d a2l ihs cj\-'ed.s Pon)

$ kubectl delete job my-job

:Deékih a Job odey

$ kubectl delete job my-job cascade=false

61



|

IE U\e. Poo\ gm&d, starke o neco Poc[‘

[; Or\ Fa—i&d'?. ‘]

j:g U\e_ POcl gmee,d (,gor any feason) , é‘le_ Poc’ sfays
on Ule, ode bul Oof\)’cz_iv\e,r.s el (e - (wn .

62




K a-wgf?_A to o %d (I\o;' a Job)
a.-lkd C.a_lu\o\’ Ee se_t' (',o Aewa_gs.

6\)}&’\ c PoJ (:Q_rl"\il\a."'e; w:th SUCcess )

e Sob wll never fe- cun /re.s':Lafl— a Fod.

. )

—_—

<

—

%MLC( of (e,trias be_gore C«Dl\g:‘AerM@ o TDL cs gcuee,c(
Ba clegm,ﬁﬁ s eciw«.e to 6.

—_—

<

—

Onca x 31:‘9 (e,a.c.}\es éle, l]ur—\bar Df
G.CK og (urning Pods ¢l Le %ezed

Job

shatus ¢ Deadline Cxceeded



\

D

~
A 306 ui& nok dep&y q,da’i"}onaz FPods uh&n
is rfeached, e,ve,niy Ehe
is not vel reached
. I J
By Clegmﬁ" is e’?”"'@ b 4, ewhich means U\E

nocmal behavior §oc a Jobis Lo un Fods wunkil ope fod
Eecminabes svecess fully-

Tf e seb equals bo 5 Joc ex) Sob conticller
cill § paoan Pods wdfil e nvmber of complele Podls
i ceach ths value.

—

<

—

ollocas xaw ko (wn mw(&fﬂa PoJS at U\g

ScLme tlne_

Q)g clegme,’ issef o 4 -

64



VAN

—
zf
—

to the

is nof degi(\e,cl, s ea[ua.e
numbef.

65



2
N Z
X " Cfor\ SDES

N/~
7r—

| Cronsob ) losrch | 5 @

Cr@ales Sob on a time -based .Sc,he_cl

)
G pecioc[icaeeg
—
Ilf’s Eine Lo wq@/ wp
00
o0
[ c';) [ ]

>

66



—

<

Base_c’ 0N Cfon gorMa_t

$ kubectl get cronjob

NAME SCHEDULE SUSPEND  ACTIVE LAST SCHEDULE  AGE
my—cj 0 5 %/1 % * False 0 3h53m 10s

i

C(e.a}e, a C(OASQJD (oM l:usabo;c iwxge. <De_c€a_ra_£;ve caa.a)

apiVersion: batch/vl
kind: CronJob
metadata:

name: hello
spec:

schedule: "x/1 *x * x x"

jobTemplate:

spec:
template:
spec:

failedHistoryLimit: 3 ﬂm‘)er o(f gaigea’ SOLS
successfulJobHistoryLimit: 1  nymbe, o? gdussgug Job
containers:
— name: hello

image: busybox

args:

- /bin/sh

- —C

— date; echo Hello readers
restartPolicy: onFailure 67
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If SYa_r\f?l\jM&ﬂe_&CaM& 'S é}\M A0 SQCU\A.S /
Cror\jﬁl) Ma.a l\o¥ 1>een Sc,t\e_dvee,cl

Cf&a&e o C(m\ SOL groi\« l)\-'.f(‘)box i!")qae_
fun Q/Ve/r7 5 winules

$ kubectl create cronjob my-cj —image=busybox
——schedule="%/5 *x *x *x x" —-n my—-namespace

Cl\a.(\je_ CronSob sc)\p_clu@;nj

$ kubectl patch cronjob my-cronjob
-p '{"spec":{"schedule": "0 */1 */1 * *"}}'

launch o Job §rom an exisking CronSib

$ kubectl create job —from=cronjob/my—-cronjob my-job
-n my—-namespace
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Cfe_a_l;e_ o g(oh ?ke_g QJ\CI value

$ kubectl create cm my-cm-1 —from-literal=my—-key=my-value
-n my-namespace

Cr E’_q_l;e_ oo g(oh a X,&_

$ kubectl create cm my-cm-1 —from-file=my-file.txt
-n my—-namespace

Create o Som an env g;@e.

$ kubectl create cm my-cm-1 —from-env-file=my-envfile.txt
-n my—-namespace

C(e,a.zka. a'\U\ Mouz\(,e,c/ as a. Vo&c{he

apiVersion: vl
kind: Pod
metadata:

name: my-pod
spec:

containers:

— name: my-container
image: busybox
volumeMounts:

— name: my-cm-volume
mountPath: /etc/myfile.txt
volumes:

— name: my-cm-volume
configMap:

name: config 24



Crea.tzo, and eDa.cJ U\e VCL&LQ_ g(cm vaiabbe
‘VKZ)-QLQJ i\ ah enl Va.fiabee

apiVersion: vl
kind: Pod
metadata:
name: my-pod-2
spec:
containers:
— name: my-container
image: busybox
env:
— name: MY-ENV-KEY
valueFrom:
configMapKeyRef:
name: my-—cm
key: my-key

C(E.a_ZZe. oL g.& env vaAis g(om co

apiVersion: vl
kind: Pod
metadata:
name: my-pod-3
spec:
containers:

— name: my-container
image: busybox
envFrom:

- configMapRef:
name: my-cm
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Create o Son Ry ard value

$ kubectl create secret generic my-secret
—Tfrom-literal=password=‘my—-awesome-password’

Cf@-a.[:e c gram @ gnee_ in m;-ﬂoumespa.cg

$ kubectl create secret generic my-secret
—from-file=password.txt -n my-namespace

R.e,[:rfe,ve_ a. Secrey, open }t, e,)CLL—faLc[Z desife,d dakoc
Jecbde ié

$ kubectl get secret my-ca-secret
-o=go-template='{{index .data "ca.crt" | base64decode}}"'

75



2

N < v

- :~ :‘)epgov menl-
L

:De,feogme,h‘r ;\ct.nclee.s tod u'ea}io/\

’D&PQOJMQJL\K ale f&Sfo(\S}lJZe gor Pods

mu's\r ensure (:‘,}lelé ale (unm’ng

De_pévyﬂne,nl’ CJQAJ'C.S c Re,PZ;c_aSe,l’ é/\aj’ C-l'e.a"‘a; Poc’
qco@rdinﬁ Co bhe number of .S(e,c.fgfe.a' (eplicas

&
@)ep&,mﬂ (:Kep@'mseﬂ @
&

76



FQ_ a} wl es

¥} Roe@fﬂg DLPAG.}E.
U be,()eo\jhe,hp h;s»‘ofg

Roll out

77



ﬁ\?
Cr‘e,a—ve c .De,peoaanej\l’ U\a} Gf&a}e,s ole Poc[ W;lj\ Lusalwx
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$ kubectl create deploy my-deploy —image=nginx

Cr‘eA—Ve % .De,pgoathe/\l’ U\a} Gf&a,b;s 3 (‘e,f@i(_a_s' DOQ Poc]

;Ma’je’ (Decea_ra‘five CJQ#)

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-deploy
labels:
app: nginx
spec:
replicas: 3
selector:
matchLabels:
app: my-deploy
template:
metadata:
labels:
app: my-deploy
spec:
containers:
— name: nginx
image: nginx
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$ kubectl scale deploy my-deploy —replicas=5
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A Cre,a-‘fe ce .‘D&peoal‘ﬂfj\v IN & S,ee Named m7

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-deploy
labels:
app: busybox
spec:
replicas: 3
selector:
matchLabels:
app: busybox
template:
metadata:
labels:
app: my-deploy
spec:
containers:
— name: busybox
image: busybox

A00% og Pods L be strategy:
rollingUpdate:
ciealed ¥ then of) Pode maxSurge: 100%
maxUnavailable: 0%
ol be Ae,gg/LgA type: RollingUpdate

V) ﬂﬂ)e\a mw\igesl' YanL g;ee_

$ kubectl apply —-f my-deploy.yaml

- aép@:y'amé
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U./Péfay e Ae,peocéme)& bon‘fa.?/\e,r's Fma.ge Nome (:a,j

$ kubectl set image deploy my-deploy
busybox=busybox:1.29.3 —record

Shocy (Iepeogmo\[’ foéeil\ﬂ upAane, &9;

$ kubectl rollout status deploy my-deploy

Shees h:;¥0r3 oy cle,pgoymenl’ crealion u.pda_l’eg

$ kubectl rollout history deploy my-deploy

S}\ou l’\i.s\'o(g oy cle,pgoyme,nl’ c—rea)’-'on wpda.yeg
03 é;\e_ {MJ CeVision

$ kubectl rollout history deploy my-deploy —revision=2

R—O&Lac& [;D \o(e,(/l-ous c‘&‘)@tv(’mer\l’

$ kubectl rollout undo deploy my-deploy
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$ kubectl rollout restart deploy my-deploy

i%u~gg and éieﬂ (esume. éhg Cﬁapé%ymenV %ﬁ the fesovrce

$ kubectl rollout pause deploy my-deploy
$ kubectl rollout resume deploy my-deploy
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containers:
— name: my-container

imagePullPolicy: Always
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containers:
— name: my-container

imagePullPolicy: Always
imagePullSecrets:
— name: registry-secret

Kubecneles  uses Secreb ébpc
%or 'ma.ge rﬁjis[’(? %H\M”l'ca,h'or\

$ kubectl create secret docker-registry registry-secret
—docker-server=<host>:8500
——docker—-username=<user_name>
—docker—-password=<user_password>
——docker—-email=<user_email>

%cu Can a,QSO Cfe.a,h_ o Se,c(e}f grom an eak:;{l’}@
. Jocgﬂ/ / cmfig - FSeon g:ee_

$ kubectl create secret generic registry-secret
—from-file=.dockerconfigjson=<path/to/.docker/config.json>
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A Creae o DaemonSel Lhak creakes one.
bMaLox Pod (Jef /\/écJe_

apiVersion: apps/vl
kind: DaemonSet
metadata:
name: my-app
spec:
selector:
matchLabels:
name: my-app
template:
metadata:
labels:
name: my-—-app

spec: Sfeugy DaerenSe)

tolerations: Q- (on on

effect: NoSchedule Naster a/5des
containers:
— name: busybox

image: busybox
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v} Crea\'a o DaemonSel Ua} creakes

o:\@.a on Oesiced l\/oc!e;

apiVersion: apps/vl
kind: DaemonSet
metadata:
name: my-app
spec:
selector:
matchLabels:
name: my-app
template:
metadata:
labels:
name: my-app
spec:
nodeSelector:
my—key: my-value
containers:
— name: busybox
image: busybox

fo s

97



ﬁ?
DaemosSel cdanks bo c,ro.a.\'e Cods on each Node

L:up onhe og ézhe,m cloesn'é, }\o.ve, &!buah C.apa_c.if/l'es

L Poc} 'S .S'Pu.cg A
X e o

Y~ ®

98



L".SY mw L)]e, {\ﬂ:des N the L&(J‘l’tr

$ kubectl get nodes

F;/\d H\e, (\GC\QS el\al’ L\D-VC ’aodr ?OAS

$ kubectl get pods -1 name=my-app -0 wide —-n my-ns
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Hea d Oess

Uh,it's nol o Bl i s useul in
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{/{Je,gu_e in Ofclel‘ éo ?l\eeffac,e, wW» oUle,r

serVice discm/erj mc,ckom.'sm

A C&AS‘P&rfP s V\o" aﬁeoc,a,\feal
doesn' V' handle the service
Exeose.s ol re/()@icaus as DNS e,»\b(j
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&
S‘)e(/. o&@ifui\:(’

S’\ovec( l:e_ &1\/0«@ o None
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Crana o. Servce Eholr ex peses a ‘be,feoyﬂ'\ej\l/

on ()orV Q)O

$ kubectl expose deploy my-deploy —type=LoadBalancer
—name=my-svc —target-port=8080 -n my-namespace

Ceate o Vod and e Pose. i U\rougl\ o Service

$ kubectl run my-pod —image=nginx —restart=Never
—port=80 —expose —-n my—-namespace

r ! —
You can'y ediy an e,)o's)f'inﬂ device (,Qw}erIP “None "

\~___.___::iijkse (ghiﬁlis 3m~uVaL£E AA_J

|

/ Debebe it belore

ol
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Several oba’e,c/ks fesobcces can have the

Sa..me,

""2'?”"4 mg-?ocl-oz

/ P(e&)‘zye: in &J:ef Qear afle
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Creake o wibh Ewo

apiVersion: vl

kind: Pod
metadata:
name: my-app
labels:
app: my-app
version: vl
spec:
containers:

— name: nginx
image: nginx
ports:
— containerPort: 80
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?
il
Shoss Ror <l of my

$ kubectl get pod —show-labels —n my-namespace

C(e,o}'& o- é)la. U“ez haro.ge
Cabed

apiVersion: vl
kind: Deployment
metadata:

name: my-deploy

labels:

app: my-app

spec:
selector: e—G[Uﬂ-e" yg based

matchLabels:
app: my-app
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Cre,aJ'& o- U\a.l’ Mal\age_ 6I\a"
,"O—VC gaJ:eE \/q,&*g_ Q,c(l/a.e.s Vo or
3

apiVersion: vl
kind: Deployment
metadata:
name: my-deploy
labels:
app: my-—app
spec:
selector:
matchLabels:
app: my-app
matchExpressions: Se}’
- {key: version, operator: In, values: ["v1","v2"]}| based

Lisk thot have Cabels '

$ kubectl get pod —1 app=my-app,version=v2

L sk that have Labels
9( - ) or

$ kubectl get pod —1 app=my-app,version in (v1l,v2,v3)
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AVO;ClS U&a&il\g o Loa.cJ QDa,gq,r\c,e,f‘ Pef Se,(vicg

531\9@& escbernal e,r\Apoan ( secured U\roush SsL TLS)

114



An (s 5Mp€e/he)\/’e_c’ lby oL 5rd PQ'(B

an Ir\gres: Con"'fogze_r

eac;’uxcfs Specs Lo
suchrl’ addiFional Se_a,_[m_re_g

Co/\.Sogicla.l/e.S .Se,VEIaLe (OULFCS (AN o S;f\jé feSourcCe

115



ﬁ\‘?‘
Cre,:ﬂ'e. o baSed Inﬁress w‘rn‘c_h degnes éwo rouk‘é

- 60 S ervice.

- /M‘J-a_‘>i/v2./ 60 ﬂ'laa,PP-v?, Service

apiVersion: networking.k8s.io/vl
kind: Ingress

metadata:
name: my-ingress
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /
spec:
rules: If ne hesh is Sfe_c?gv'e_c),
— host: scraly.com 4 .
http: (ules ade CL(’P&Q_J éo
paths: : o ,
- path: /my-api/vil ael inbound HTTP Efagg'c
pathType: Prefix
backend:
service:
name: my-api-vl
port:
number: 80

- path: /my-api/v2
pathType: Prefix
backend:

service:
name: my-api-v2
port:
number: 80
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Tnj(e_ssceass

Tn ocder éo SPecignj Lhich should be ;\cu'.d&d
l)y conYroller

metadata:
name: my-gce-ingress
annotations:
kubernetes.io/ingress.class: gce

PobhType How RTTP pabh should be makched

Exacr 2 Malches Lhe URL with cace se,ns;b'v.'['y

Pre.gix Halches £he LRL PcJ:h Freg-'x Sf@‘f‘ Loy
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Creoke an Insrzss seculed H\rough TLS

apiVersion: networking.k8s.io/vl
kind: Ingress
metadata:

name: my-ingress—-with-tls
spec:

tls:

— hosts:

secretName: secret-tls
rules:
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Svao(\(j Aigfe(&V Pe,rsis-)’e,ndr slfora.ge égfes
‘VFS/ Loud ProvhJe,r specig;c S(Zofa_ge Sv.s"e,lh

After creakion, PV has o STAMUS of Available .

HQ/a—U V\Dv ge)’ l)odf\cl VO oL
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R&cu‘)C\)rZYQ,OI\Ce, 6he \/oeu.me Can 'ae. MOUI\"QCJ as
Rwo Ly oL .S"r\gee Vo de

RLQ.(') (/\)rlye,r'(a_t\g é,he \/oeu.me Can be moun}'e,cj as

R,W'X LJ mou\y (\/Scles
R«Qaf)@f\eyﬁat\g the volime can be mounte d as
RO Ly many Vo des

Read(rive Dace Pod U\e vobume can be mounted as

\ b; co s':r\ﬁ@_ Pod .
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T o Lhe oneg one Vod
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R«&l:an ﬁp?(o?r}a.\fe_ gor fre.c,ious c\a.—\’a.-
s nok debeled Ig an vser delele Lhe

Delele Pefaull ReclaimPolicy for dynamic provisioniag.
s M\roma,‘/.'caéﬂ,g deleked 1§ an vser
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ﬁ\‘?‘
Greale ou J with NFs (‘,bf)e, &need to « AWS CFS

apiVersion: vl
kind: PersistentVolume
metadata:
name: my—pv
spec:
capacity:
storage: 100Gi
accessModes:
— ReadWriteMany
nfs:
path: /
server: fs—xxx.efs.eu-central-1.amazon.com

readOnly: false

C/}\a.l’\ﬁc gor K\J-?V tD

$ kubectl patch pv my-pv
-p ‘{"spec":{"persistentVolumeReclaimPolicy":"Retain"}}’
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f-D\ Ochex to .se,\'-uF clana.mic_ Provis:on:nﬂ

b'.ﬁe(e\d— Pfo\/i sioners €X.ig }'S'

GCE fersishentd i_eg @zufabis& AWS EDBS

v°eu._me_[§'mo)il\j”0c'e: ’Emmao).'os¥e Mme_ans H‘Lq_ﬁ
VD[U.M?_ L"na)l'(\j )al\cc_w'c. ‘)lol/is;on wiﬁﬁ

ocCcwx wl\et‘\ l:’\e_ 'S creaj‘ed

Q

_

Create a with SSD c(iseus Sor
6003& Comgudre, Engine (GCE)

kind: StorageClass
metadata:
name: faster
provisioner: kubernetes.io/gce-pd
parameters:
type: pd-ssd
volumeBindingMode: Immediate
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Claim / ﬂ.e,crfuesl- o suiable
wse tD (eqdesl’ Fh;,;ic_a_e sbofqﬂe.

HX ter dﬁf&y menk, search
o swirable wibh bhe same

(/\)}ler\ 'S Xow\J Ky a,'ﬁ'a.c‘le_ci,
SVAPM.S c,"\a./\ge; é'o &ow\d

ﬁ?
C(e_a_"e o~ é}\a.\’ (e_c(tle,.s"_c oo S%ota_je, (,.):U)

-ADO G‘L) og stbfa.se (EA_CJ- oar.n\fe, MaJ\a access

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvc
spec:
accessModes:
— ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: "" 128
volumeName: my-pv
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Fl voeu_me /s aLc_ce_ssiEee_ Sor c bl c,or\,'qi(le,fs

n o

'4 c,on)'ou‘ner P‘)vs,' nnoux\" Uie Vb&‘.Me bo access to .k

i

Houn\f oS o \/D&Lme, N a

c,oU\ (QCLC('Of\ey access

apiVersion: vl
kind: Pod
metadata:
name: my-pod
spec:
containers:

— name: my-container
image: nginx
volumeMounts:

— mountPath: "/data"
name: nfs-storage
readOnly: true

volumes:

— name: nfs-storage
persistentVolumeClaim:

claimName: my-pvc
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- Qm«@»b@e gor Rp_r@icaﬁgeb )e?&;mu‘f
b SkakefulSet

[ DaepmonSet C.ou\l\ol’ l:>e, SC&LB&O’ y ]
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gw"o&:afe_ c/re_a.Ye ce gor a

U\al— M@Cr\kzins an ovelage VSo.ﬁe

cccloss o bl og %O o/o

$ kubectl autoscale deploy my-deployment
—min=3 —max=10 —cpu-percent=80
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Tl

Crea}e a coith behavior
5(-46& wp 30 % og every AS sec
scale docon A eery AO mn

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: my-hpa
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: my-deploy
minReplicas: 3

maxReplicas: 10 AA9D
targetCPUUtilizationPercentage: 80
behavior:
scaleUp:
policies:
- type: Percent
value: 90
periodSeconds: 15
scaleDown:
policies:
# scale down 1 Pod every 10 min
- type: Pods
value: 1

periodSeconds: 600
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De&m@” menocy fec(ue.slf Dimt values

Sor confoinecs it a Neumespa.ce

ﬁq‘
Cfea\'e o Limiy ﬂa_v\se

apiVersion: vl
kind: LimitRange
metadata:
name: memory-limit-range
spec:
limits:
- default:
memory: 512Mi
defaultRequest:
memory: 256Mi
type: Container

‘<::)
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ﬁ\?
A ﬁ)cJ Cfe,a.}.‘on cikh  one c,or\h.?/\er
coiFhoulk me,morj fec\dQ.SY &m?\'

Hello , T teed Lo be
@ scheduled on w Wode

apiVersion: vl -~ ;V _
kind: Pod A Lk Range exisls in

metadata:
name: my-pod

spec: . _

containers: Ia—wer\d !aaur Coc\g:y/m,tion u,‘fh

— name: my-container

50}( Na_Mes Pa.c.e_ y}

image: nginx dt’fga««d’ Va&u;s, foow T can

resources:
requests:
memory: 256Mi
limit:
memory: 512Mi

Sc.‘\ecluee_ \Qw n a Vode

CJPJFPVLASC
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9 (hd wreakion with one cobainer
cith Memery it omey

a’[)e% J f f\%d 60 b&
@ .Sc,;\e__duee,cl on c {\/t;cle

apiVersion: vl
kind: Pod
metadata:
name: my-pod
spec:
containers:
— name: my-container
image: nginx
resources:
limit:
memory: 512Mi

OR . Limk F\a_r\je exisls in gour
Netespace, T add remor y
requesk equals to

deg;ned ru[de—sk

requests:
memory: 256Mi

Lf(hil' F\a./r\je
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3 ﬁbé creayion cibh one c,or&a.?l\er
co'nU\ Me.mOra ro_c[ue..s‘f 0/\8}/

Hello , T need to be
@ ScJ\e,JuEecl on o {\/;:cle

apiVersion: vl
kind: Pod

Cji, Limit Ramﬁe_fudskréA anr

metadata: -~
Nam Mmem
name: my-pod wrespace, =dd °'
spec: lioit equals bo the one
contalners:
— name: my-container i : o
image: nginx deg fed in [/m"th"'\ﬂe'
resources:

requests:
memory: 100Mi

L"(h?" \‘\cu\je
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A ( Our O(f ‘1&4‘40’?) funs on each Node

—ror—

i o
/L l i /B
, ,

Node U Node & Node 3

Th ofcle,r to oaVveid H’\is sil',u.a,y.‘on,
you shoutd degme, ard U (E,Mory

resources:
requests:
memory: 64Mi

Cpu: 250m
limit:

memory: 128Mi

cpu: 500m
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Sczl'\cc:ldet/ wSes U‘e_Se. il\garma.t/on 6:: C’ec_l'cle.

n whic,h

Vode the Yod can be

resources:
requests:
memory: 64Mi
cpu: 250m
limit:
memory: 128Mi
cpu: 500m

i

Node A

HLH|

Node &
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bel preen CPU emory

'S oL coa\pres;ik& resoucce -
(9ﬂc.e_ a ('e.a.c}\e_s (:;le. @:m:l', ?k 6\)3&

etee,p run(\?r\go
DeX:neA n m;ge‘:&ofe:A core = AO0O m
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Creale a wikh C(e,y-'ne,cl re,qve.S"s' gim;l:r

apiVersion: vl
kind: Pod
metadata:
name: my-app
spec:
containers:
— name: my-container
image: my-image:1.0.0

resources:
requests:
memory: 64Mi
cpu: 250m
limit:
memory: 128Mi
cpu: 500m

D:sf&uj s Memery PV c,o/\Jva[:fon

$ kubectl top pod

D".Spgmy s memory %V consumpb'on

$ kubectl top pod —containers

D':.Spga.y s me,mory %V (‘,onsulhpb'on
$ kubectl top node
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Cfe.a.ye o PodDisw Pfior\E)ucjﬁe,\' (Pp) Ehat aflocs on@y

one d?sruPEon

apiVersion: policy/vlbetal
kind: PodDisruptionBudget
metadata:
name: ingress—nginx—controller-pdb
spec:

minAvailable: 1 | how oy Pods wwd'qfam?s be aVoJembeg

maxUnavailable: 1} |, mong Pods can be evicled
selector:
matchLabels: : bef app: oy
app: my-app rakch ony fods bh Cabel app: vy-app

D
Tl:‘s obso PoSs}bee. 60 sek as o

Pe,rcenpa.ﬁe minAvailable: 50%

S})ow DY a MY natespoce

$ kubectl get pdb -n my-namespace

149



1 QO wals éy

N %
J D

~ #
"V Service

/AN

wses ru‘(U&s‘G‘ Eo Mo.ge ele_c_islofw obovl
Sc;\edueiﬂ_g Pocls onks (\/oo[u.

)

’l’}\:_g ?ocl feeds doo M: og nr\e,mory )
OK T can ‘oul’ Y oia U\?s \ode -

N

’r)\;s VDA I\O-V&h’\’ a_r\g (ec‘UeS}'.S au\d
E;M-|¥S/ I dOn')’ al\ow I! 'cé_; o 6(3 Q_P'ﬂ or /IQE.

@ >
o ff @

Vocke Vocle

150



:De‘)e,r\dir\g on fe_ct(lﬁal’_s' and &mil'_r c(e_fine_d,

o Pocf (S c,ea.&sif{c,d n e Ce.rl’a.’n QQS c_ea_gs.

—

<

—

3 QoS Lfasses

S
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S
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end CPU in bhe Vode.
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LG-uqra_h Feed

Re,c(tlw‘f: and &M;l’_r mw[' l)e, e_,quaLe

in all c,on\ya_i!\e,(s (.e,ve_r\ Ir\ﬂ’ c,or\h:«.ine,(s)

apiVersion: vl
kind: Pod
metadata:

name: my-—-app
spec:

containers:

— name: my-container
image: nginx
ports:

— containerPort: 80
resources:
requests:
memory: "64Mi"
cpu: "20m"
limit:
memory: "64Mi"
cpu: "20m"
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£Bu cstable

F]y ECOLSL oNe Oon\'ou—n&f ‘(N 6J\E‘_ Pod mu.:" hou/e

. memory or cpU re_que.s" clejine,d

apiVersion: vl
kind: Pod
metadata:
name: my-app
spec:
containers:
— name: my-container
image: nginx
ports:
— containerPort: 80
resources:
requests:
memory: "64Mi"
limit:
memory: '"128Mi"
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$ kubectl get pod my-pod -0 'jsonpath={...gosClass}'
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O v aeeo »f{o
‘ & wet e {oee,: m-a-roee.

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: test-network-policy
namespace: my-—namespace

spec: ! 'I‘g m,ﬁﬂ pod Sefbcbor
odSelector:
P matchLabels: Sebecl ol POdS in No-meg poce
role: my-role ¢%d5
policyTypes:
— Ingress
- Egress
ingress:
— from:
— podSelector:
matchLabels: Eo all fods galees
role: allow-role
ports:
- protocol: TCP

port: 6379 Eo comwnicalre ko ovr Pods
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e my-(o&
egress:
- to:
— podSelector:
matchLabels: g"‘ our Vods
role: allow-to-role
ports: bo communicale b fods
— protocol: TCP
port: 5978 Cibh Cobels

(D
(/\”(&h o I\/\e}(fuorg_Po&c,a Se_?g_c)’: a. 5rodf 08 ?OAS/
Lo geved Uods become isola¥ed

(efeck «ll t(o\&%5c_ AoV J&Kined KN any NP
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:De,ntg ol 'Ingre.s:r (Ll'qggh_ 60 our Rods

kind: NetworkPolicy
metadata:
name: default-deny-ingress
namespace: my-—namespace
spec:
podSelector: {} Cods ; i
policyTypes: a.& G‘S In M; I\LLME.S(’-CE,
— Ingress

F\a’omaﬁ& Eﬁ(e,s': t(q_gg\c Sfu\« ovrsr POCJS

kind: NetworkPolicy
metadata:

name: allow—all-egress

namespace: my-namespace
spec:

podSelector: {}

policyTypes:

— Egress

U s ol
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il
R | | — [r2 |
Q- vler cead- pods ped- reader

A C(ea.['g, ce U\a\r 9(@.:&; (%A alcess
n l\-g- AMESPG.CQ

apiVersion:
rbac.authorization.k8s.io/vl
kind: Role
metadata:

namespace: my-namespace

name: pod-reader
rules:
— apiGroups: [""]

resources: ["pods"]

verbs: ["get", "watch", "list"]

cead access

°2 Cre,a.l:e, R U\ad’ 5(ahks Pocl—fe—ac,?/

éo o \USev

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: read-pods
namespace: my—-namespace
subjects:
— kind: User
name: my-user
apiGroup: rbac.authorization.k8s.io

roleRef:
kind: Role
name: pod-reader 167

apiGroup: rbac.authorization.k8s.io



R @ fbbindng | [ ot |

Nﬁ -Vser Secefr e}- (e_a.cler

A ) Create aa ClustorRole thalk 5(&«.65 (ead secrels access
n oll NoLmes Paces in U\e, C,&LS}E('

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: secret-reader A ‘\/;’ ‘\a-mﬁspa.ce n m}'ac‘akz
rules:
— apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "watch", "list"]

°?, Cre,a.te o C/eushu Roee?D'»r\al;'\g “\aE gfa.mts Sec.fc,l:-fe_a.c,ef
C&As}uko&_ Eo o 3(0\/?

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:

name: read-secrets—global
subjects:
— kind: Group

name: my-group

apiGroup: rbac.authorization.k8s.1io
roleRef:

kind: ClusterRole

name: secret-reader

apiGroup: rbac.authorization.k8s.1io
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QC.CeSJ‘ N - Q&J}'&f oS c
J. ServiceAccount liaBed bo o
| Clashbe

'
R O} ket

W l !‘Rog, Rind i k / ‘C@«&Yex Rofe J

read - PoAS Sez:re,\r- fe_a.cler

ée.g" ns

-A Creaia o (\a_r\e_s‘:a.c_e\ ées}' -NS "’

$ kubectl create ns test-ns

z Creaie oo Sefvice ﬂcc,ounP N U\is f\au‘wespac,e

$ kubectl create serviceaccount my-sa-test -n test-ns

3) Ceoale o Rulebinding bk gk secieh- eades
ED Ma-Sa_-Et:y

$ kubectl create rolebinding my-sa-test-rolebinding —-n test-ns
—clusterrole=secret-reader —serviceaccount=test—-ns.my-sa-test
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LI- C(e,a_te_ -8 3361 'gor U\e, Cre.a.be.d

Ser V;Ce,\D\C(,our\k'

$ export TEAM_SA=my-sa-test
$ export NAMESPACE_SA=test-ns

$ export SECRET_NAME_SA="kubectl get sa ${TEAM_SA} -n $NAMESPACE_SA
-ojsonpath="{ .secrets[0].name }"°

$ export TOKEN_SA="kubectl get secret $SECRET_NAME_SA

-n $NAMESPACE_SA -ojsonpath='{.data.token}' | base64 -d°

$ kubectl config view ——raw ——minify > kubeconfig.txt

$ kubectl config unset users ——kubeconfig=kubeconfig.txt
$ kubectl config set-credentials ${SECRET_NAME_SA}
——kubeconfig=kubeconfig.txt ——token=${TOKEN_SA}

$ kubectl config set-context —-current —--kubeconfig=kubeconfig.txt
——user=${SECRET_NAME_SA}

5 EKE,CM.I;E. Qulﬁe_c!/e C.ofw\qa.l\AS ' (ihe_ c_&:!’a_r
aS Ul& Servicef)tcow\t

$ kubectl ——kubeconfig=kubeconfig.txt get secrets —-n test-ns
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A :De,g':no. 3 Po&c’_\l Netme g “ mq-qo&a, " U\a}' P(u/ewﬁs H\e ae_a_liion
qg Pdviebged Pods

apiVersion: policy/vlbetal
kind: PodSecurityPolicy
metadata:
name: my-psp
spec: ’
privileged: false )on l’ u@éw Hle, c,rea,[:fon
seLinux: .
rule: RunAsAny O(P P("/'&ﬁed Pods
supplementalGroups:

rule: RunAsAny
runAsUser: o H\a_r Con &roe

rule: RunAsAny <zSPe¢£g
fsGroup:

rule: RunAsAny

XO}:TeS: Aeéooo access "b al am;éab& vo&.m_s

.2, Cf&a.b_ c Céj/\.f\fe,r Rege

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: my-cluster-role
rules:

— apiGroups: ZF Poeicg

- policy

resources: L

— podsecuritypolicies 5 whlck S o PSP
verbs:

- use -/{ G—fa..uL aCLess
resourceNames:

— my-psp L) to o - psp 175



3 Cf&ata o- Ro&,b}f\éil\j &,AE&J \'o OLCJQ.SEFQ.G'
Service Accomk (sA)

# Bind the ClusterRole to the desired set of service accounts.
# Policies should typically be bound to service accounts in a
namespace.
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:

name: my-rolebinding

namespace: my-namespace

roleRef:
apiGroup: rbac.authorization.k8s.1io .
kind: ClusterRole B rd “43- O&'—réeh fo&'—

name: my-cluster-role
subjects:

— kind: ServiceAccount [50 UIe_ SA C’cfwéé in

name: default
namespace: my—-namespace Mld-lla..lhe_spa_c,e. ns

CJ’\EJ\ accounks U\e C&u”uRoee is bound

C\’e,o.te, o R,OQ&BH\A :/\j &A@g_({ ko a.@@ Se(vicp,'qc(,ouz\[’.r
e My-ﬂaﬂtrpaca

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: my-rolebinding
namespace: my—-namespace
roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: ClusterRole
name: my-cluster-role

subjects:
— apiGroup: rbac.authorization.k8s.1io
kind: Group

name: system:serviceaccounts 176



4— EME()E- POASQ,CUF‘J’ Y PO&(,V a(_/t‘v'&rf'ol\ COAL[J o%
n on Qxi.séir\ﬁ GKE luster

$ gcloud beta container clusters update my-cluster
—enable-pod-security-policy
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Vocle Selector

%cle Ajg“\i\y PQC! ASQ;M*J

Pod Ant ngim‘b«;
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H%w éo fun o ?OJ on Ehe_ Sa_me (\foc{e_
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L all Vodeo with bheir

$ kubectl get node —show-1labels

D&Peog a Pod 3n a l\/ocge, U)a.\r L\a.\/e_ o .Sfe_c,;gic

apiVersion: vl
kind: Pod
metadata:

name: my-pod
spec:

tai :
= hame: nginx T need bo schedvfe this Pod

ima é: nginx
nodeSglectgr: ina Vode cwibh grven eubee
node: my-node Sfec ed in oo NodeSelector

/L

(Vocle

D




C(e,a,\'e_ o- w\ch , bhat wi2 ion
N o ot have a S?e£ij%c, kel
ig 90531561

apiVersion: vl
kind: Pod
metadata:
name: my-pod-with-node-affinity
spec:
affinity:
nodeAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: app
operator: In
values:
— My-app
containers:
— name: my-container
image: busybox
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C(ea.}e_ o- ?od U\a.l’ Q:QQ fon Nexk to Poc[
coith Cabel .

apiVersion: vl
kind: Pod
metadata:
name: my-pod-with—-pod-affinity
spec:
affinity:
podAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: friend
operator: In
values:
- true

(ﬁis (umil\j on l\fo)e, ﬁ, So

T teed bo ton Pod B in Lhe

Soume, Vo JQ,

@
%
Vo &

containers:
— name: my-container
image: busybox




C(ea}e o.jbep&gmemk wikh 5re¢&cas‘
Ea_c)\ \Docl mv.s}' nol’ (UN in Ule, Same l\foc(e_.

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-db
spec:
replicas: 3
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
app: my-app
spec:
affinity:
podAntiAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: app
operator: In
values:

— Mmy-app

containers:
— image: my-image:1.0
name: my-container

0P 9

/ / /L

—d

Vocle (Vocle Vocle
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S)‘Iooo mote 'mgormb'ons a.l:oul“ a
( conditions, ca.eacify )

$ kubectl describe node my-node
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Debug issves on Vode

U fque/ o f\/oc.[e
Why 2

SCaLLﬂe, cjocm Ule ¢6/J}' er

Reboot Ehe /odke

<

/ M,:Soh&:ld bablo ¥
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Node Node

[ WoSched u&%

Ev'.oY aﬁﬁ eods gfom.d. I\[ocle, MMQ U\g {\[ocJe
as Uﬂsohecjueabee

$ kubectl drain my-node

Cvicy a2 QDAS y also DaemonSels

$ kubectl drain my—-node —ignore-daemonsets 194



Cvicy a.eﬁ q_gso U)e ofes Mol mau\q_ge_a( bg ce

$ kubectl drain my-node —force

—_—

<

/ Unschedslorble ¥ /
naﬁe U\e UI\SC‘EC’UEQ.Lee

$ kubectl cordon my-node

ﬂaﬁe H\e scheclulable a.jcu',n ) undo the ooréon/ Erain

$ kubectl uncordon my-node

—

<

wa'\h‘ are ?keg:Va.eue, Pa.—;fs a-SSOC;a_}’eJ w"wl an 6(_%06(}

NoSched e

éhay c’on'l’ ED&(a.l’e Lhe [:O.Z/\V Cd,h"’l)e, .Sc}EcLJge ON I’he,
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Pfeger NoSchedube

HMLQI”\G"QS O.l/blcl Sc.he_ClUclecl PO c’& }-L\a,y o’on'é éo&fa_ée
é/]e éo.fn('/

ﬂbekﬁkﬂhba

Pocl: ofe ei/ic,ye.cl fom (:/)e (\/t\)c/e iao U)eg ale afreac](y
ru:\/\:r\ﬁ, eﬁfe é‘j)eg can b be s:)edv@inj

?

[Her? >

2)':3 Q&.’a &a,&\P ?A?D(Ma_hong gbf a_e@ l\/g)cles

$ kubectl get node
-0 jsonpath='{range .items[x]}{"\n"}{.metadata.name}:{.spec.taints}’

PowkS‘e_ a l\[e;cje 5 c’on'Y a.c:ceplf e wofR&mAS on it

$ kubectl taint nodes my-node my-key=my-value:NoSchedule

(A/nQau&Se. a Node

$ kubectl taint nodes my-node my-key:NoSchedule- 196



C(ea.ée_ cL PDd ['J\a} Can !De SCJ\E’_C)U&A on a Node. who heve
E}\e_ }'o,ir\v SPQ,c,ia.E%e,g T SPe,c,;aeVa_&g: I\/ESc.‘\e_cl\/ee

spec:
tolerations:
- key: "specialkey"
operator: "Equal"

value: "specialvalue"
effect: "NoExecute"

Creale o Cod that sl'ag bound 6000 seconds Legore
Ee€@3 evicked

spec:
tolerations:
- key: "my-key"
operator: "Equal"
value: "my-value"

effect: "NoExecute"
tolerationSeconds: 6000 De’&"('] Pocl e,l/ic,z:.'or\

D

Cah ad’omk:caﬁ@g écu'/\\f oL lfode,

iholr & manval aclios

Node is ndt reacfy
(Dhen Vode is unieachable
O of dick
NeVpork unaivalable 197



i Debugaing
D
%g’,,)f% D

N\ :
< 'rlodbee,shootmﬁ

\

D
&Q&n effors occvr, dc,‘:daﬁ-'n_g \'Culoe_me,"e,s
Can be very (:r:&7

@

Ce
E—
@ Ce
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j S})ow ho(e ;“X"‘ Ma,b'on o.looulf \(jour Poc‘:

ce 3)

.DJSfeouy a bl Poch in <« \ehesPace mg-ns

$ kubectl get pod -n my-ns

D:S()eag ;ngorma,tion a_bod\" c Pocl

$ kubectl describe pod my-pod —-n my-ns

/ﬂl’,&z (:wo e—a.sg COMMG.I\AS Can Le, )\e(‘,é?u_f /N m«ma s;tu.a,b‘o/u-,
%or @cq_mpee_ whe»\ ce Poo’ 1S séu.c.E n Cf'a-shLoD\O Ba—cgogg

S*a.l:u.‘s

(&sk Lgo? bcu‘,ﬁ O% -
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) ny Pod  shel i Pu.a’m_g shabis

— —)
X Pod can't be

S c,he,cl d&c‘

on a !\/oJQ

Mode

@‘ Seev.\(?or\s
[ RESOU(CQ, &miﬁ ale Ma.ta[ae U\a/n c_ewtcf az_PaLc,Ehes
[ De&h Poch Ceecu\ Unused reSources in H\e céus}' er
O Add Wodes capacilies
[l A(M mofre f\/oc(e_s
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3 Show chuster error messages

.blsr&:.y a bl e,ve_/\}: gor Na-f\s l\meseq_c,e

$ kubectl get events
—sort-by=.metadata.creationTimestamp -n my-ns

)"SYQ“'H oney warning me_.S.Sa_Se.S‘

$ kubectl get events —field-selector type=Warning

A R

Crenks are names paced:
When Yoo execule Command,
everls are disgloged at bhe end of
bhe ovrpk Qo o Ood. j
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(+ na V'Dd Sh)c_g\ in waikir\j IMQgePu&B&teo% .S"Qild

(o}
o8t %

X m’l’?//ma fej’-s(!y : Comlpragecl’/ma- a.") :4-0.0

/T

Mode

oLa

QutsV 10NS

O Teage tave, tag & UL are gesd
0 Thage exisks in bthe Doc fer reqistry

L Can yoo el i

Kuberneles have permissions bo puld the image

1S Con(fiﬁvre,d gor Se,c,re)’ re,j,'s(:ry
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A
5 Kubecl debug AAE

el

RMJ\ oan E‘)‘\Qﬁ\e(ag Con}’au/\ev’ near U\e_ Poc!

we Gaou\‘: éo Ael:ug
L U\ s Oo:\ya.;ﬂe’/f' 50) Can chcuye, ) ( )
Oommau\A_s (\Side |’(M.Le,me)‘es e,nvironme,nY

Pf?. . \'e,quis'«‘fe,s a'_c,é"VQ ge,a_(:ure . 54Y€

@ applicalrion confairer

J&B\Iﬂ wn&a.i ey

$ kubectl alpha debug —-it my-pod —image=busybox
—target=my-pod —container=my-debug-container

S}\afe & proCess Nofmes ?a_c,e C;Elwﬂ [;o/\ya_i(\e/f \ecmg

Go'\H\ o Conlaifer ingide Lhe fod

Olelbug Lonfofer com See afl
plocesses wrealed by my-pod 203



6 ny ﬁlmi haye been f&skxxhuﬂ mu@kpéélSMes

Tg Pog)s use P'eo muc.}l Me,mary'
can Cksény'éJEﬂﬁ

N A

/\/
EX-TER-Hr MATé'}
/’—Y/“‘ O

L(Se éoo Mucly

fesovrces
\OOH me&d
@‘ So&hy:cf\
Ll >€LX e and memory

204



Tr" ng ?‘Dd c,cu\'('/ Séart

2 ?@mm - X L )
| N

PP
—_
~
ﬂ,
o”.
—

C);\e,r\ apu &:\e\ ou QOJ to c Co/\(fisﬂo.‘? ard o6 « ge_c_l'e,[/,
foua a.H'e;»(‘jon to creale U\e &ALA {eSovurces g"st
é,o (‘,;\z na.me ‘0&) vsed gor Z«'J\Ezcl (eSovcces

1) ﬂta Poa S bu.\' T dour\'lr emow wh';l 'HS nol' («»JOrRinﬁ

Yw Can simfeg wa}c}\ Pod 6055 in order Lo érj to Ur\de,fsya.nd

/A

(/\)ker\ o Pod 'S e,VicEed g(o(h a Node oc
/ eogs ale No Qel\ﬁe,r a.Va,ieabez-

T 205

$ kubectl logs my-pod




9 ConYaiter is ce.skarhng over angd over

'S use,o‘ é,o tQ,eZ CpA)'&_ME’,f (S heaéé@,
Lu\’ .'aa ié"S Ml'st,onfc'ﬂufe_d Con}’cu;/\er 60;& b&
Consited os un keaﬁéﬂa

Possible issves
O frobe largel is accessible
[l ﬁ'neicwbon llla.,ﬁe_ o &’\ﬂ é"”\e éo 5\"“"

10) T ant to access ™Y Cod (/d'-&hu.} an exbernal
Cood - balancer

1A= ST

/

léou can mount o bumel beluren o Vod
and Your Con\pu.‘ref

$ kubectl port-forward my—-pod 8080 206



Ar\al mOW\l’ a_ é—w\ne_@ é«o o SefVice clifecYey

$ kubectl port-forward svc/my-svc 5050:5555

0

’LX (e/«v\oée, Peft au\c( &ca.( Pory ale (‘,LQ

Sa_me ,<szcigg gvxP ong_

’rhe}\ bou Can S'W\(ég (',0 &Caﬁhosi’ on
the focal pork

$ curl localhost:8080/my-api
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Y <!b < Eulbed'e

Y4 L
’A: Conver t

Why
e

,\ave 3 oc 4- (e_l_ﬂea.ses 6(/&/; jeetf

Sevecal APTs ace c:[eprecaéec/ %

6}7811. remo VQC/

(J hat

~ a.géocJS ov éD
\g’)‘ upcfah: Mau\:'ge,skr éo USe a ngecific_

ﬁ/ Al vers:on

AP 208




ﬁ\?
Convery My - ingjr ess with old APT Lo v A

$ kubectl convert —-f my-ingress.yaml

Cor\ve(v M#'PQA to €q_,l:e,,—f’ version

$ kubectl convert -f my-pod.yaml
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Ce Ha_Aaﬁe saliveh
befween Rubeckl. contesds | 5

https://github.com/ahmetb/kubectx

L?s‘/ all Lhe exis[h'r\g ceuskzr: i Your

$ kubectx

S{,o'n\fc)\ C,of\v’\e,cli [io a C_éus}’e,f

$ kubectx my-cluster

Sui\(ck Eo U’Le, previous c@uslfar
$ kubectx -

\

)

ekﬁ%éf Vkax\

$ kubectl config use-context my-cluster
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Cc Ha_/\a_,gg S&J.lVC/L\

Ee}amxu\ ﬂau%cS(xuces )

https://github.com/ahmetb/kubectx

L':sy ) U]e ﬂa,mespaces in Lhe c.&(.r}’e.(

$ kubens

SN'&C)\ Lo o ﬂa,Me,sPa,c,e,

$ kubens my-namespace

\

SN

=
E&LHEK Vkal\

$ kubectl config set-context ——current
——namespace=my—namespace
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P
S Ee,r N

—

“ Rubeckl Cogs
(LAAEJ‘ Séefoidk 5)

https://github.com/wercker/stern

D;S?e“y @395 oy otee Poo)s séa_(é;(\g ‘)a aqﬂcz_r"eu

$ stern my-pod-start

S}\o(,a Pac[f 8055 Sthce /{O S'QCDﬂC'S'

$ stern my-pod —-c my-container -s 10s

S}\om Poc(.s 'S Co,&a.it\er i EA é:{VeyPMP

$ stern my—-pod-start my—-container -t
Vi

)

%E/H’U H\an

$ kubectl logs —-f pod-1
$ kubectl logs -f pod-2
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C¢

E;cﬁije thakagef‘
ggr QwaacHg Pébﬁyns 5)

https://github.com/kubernetes—-sigs/krew

L[sy a_ya_}eqjo&, v&ﬁnr\s (.’/\ U\e, pobeic, inclex)

$ kubectl krew search

j;mA%L@@ and éooef

$ kubectl krew install ctx
$ kubectl krew install ns

\

»
QX&Z( ‘\Aska-eea,é;af\ , “\ese EODZS afle ax/afa.bee asS

$ kubectl ctx and ¢ kubectl ns

:Dlsqexv ;nskzé%Lol p@wg;As

¢ kubectl krew list 213



Add ‘scrafa' pr ivale index

$ kubectl krew index add scraly
https://github.com/scraly/krew—index

Lis¥ all hwkaéZLcl Hkﬁqm

$ kubectl krew index 1list

List o availoble p&ﬂfr\s in ‘Sc,fa_gz. ok

$ kubectl krew search scraly

Tastall " season p@uj;n
(am?&% N ‘Scfagy ‘ P(';/a.ée t'I\O)QK)

$ kubectl krew install scraly/season

u/QSfude " season” ()ewgin

$ kubectl krew upgrade season
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Ras
Q- -

GL®

4
N

https://github.com/derailed/k9s

UJ// in (LT Xor K«[DU/\E,ZZE—S
C,ot\(:r'm/aﬁﬁg wolches gor d\a.nﬁe.s

Lounch

$ k9s

Ru.n, n o r\a.,h&sea,c.e,

$ k9s —-n my-namespace
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RoAs

—

(4

C L"ghém&"ahé Kekbernetes
C,Z«.S;' er j»

https://k3s.1i0

/L !\&Yae@ ea.u/\c,;\ R,uJDe,l ﬂe[’,e& c,eus” er

$ curl —-sfL https://get.k3s.io | sh -
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c

c Bild push % cEpgog
in ore CLT 7

https://skaffold.dev

Tfl\ik *aoof P"’J@‘/k (a.ncjcrea-t?- )

$ skaffold init

Boild , bag , deploy ¥ sbrean the Cogs every Live
Ehe code oX 3001 o-pp c}\cu\jer

$ skaffold dev

Tusk build éaﬂ an :ma.jo_
$ skaffold build

De‘)&tj ;mage,

$ skaffold deploy

&U"U/ f,'dtg "('\onge_ and ou\'ka éf,hpea.}‘ec\ "\w\'»ge.s\‘.r

$ skaffold render 217



>
%&S"oh; 2e
\/-_f __

https://github.com/kubernetes—sigs/kustomize

] b\l"a“;f\ %Jaec,l'e S\nce V/{C).
> Declatabive Gl Kuderneles (3 Trperative Pe 112)

&5,
ﬁml’omiw_ aee ce Ca-Qe w@

¢

MiX -in Lol:o
Mr - in secrels

m;x-fn env

Dase

B )

— T)le osmh 1S to add EaJers n\odificaf:’ons on éop "c? base
in orJGJ 60 add yunct-'onaeiéiu we.L:a.All
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wofg.s @xee or eAcJ\ %a_rs (zpreSeAZ“.s
¢ an intermediate s(jshv_m stale »

Each YANL Jiles are valid /usable outside of

?
gl
4) Defie a Ve

apiVersion: apps/vl
kind: Deployment
metadata:
name: kustomize-app
labels:
app: kustomize
spec:
replicas: 1
selector:
matchLabels:
app: kustomize
template:
metadata:

labels:
app: kustomize

spec:

containers:

— name: app
image: gcr.io/foo/kustomize: latest
ports:

— containerPort: 8080
name: http
protocol: TCP

219



2 C(Qal.e [ 8 g’- Z:‘: Ca.é&d

4

apiVersion: apps/vl
kind: Deployment
metadata:
name: kustomize-app
labels:
app: kustomize
spec:
replicas: 1
selector:
matchLabels:
app: kustomize
template:
metadata:
labels:
app: kustomize
spec:
containers:
— name: app

env: tha} an.cuahﬁ
— name: MESSAGE_BODY

value: by Kustomize @@ to odd Lo
— name: MESSAGE_FROM

value: overlay ‘custom-env’ our

Ckeaiﬁ-cn g%ﬁ

apiVersion: kustomize.config.k8s.io/vlbetal
kind: Kustomization

resources: - oJ( cJepeoa”‘e"I:
- ../../base
patchesStrategicMerge: Pa&ghs YDtkaéy

— custom-env.yaml

Porly
$ kubectl /src/main/k8s/overlay/prod
220



A Se\' / C,\cu\ﬂe_ ':ma.ﬁe, L’a.ﬂ

$ kustomize edit set image
my—image=my-repo/project/my—image:tag

2) Create o Seciel

$ kustomize edit add secret my-secret
—type kubernetes.io/dockerconfigjson
——from-literal=password="toto"

Cof ... but,
(,Jha..'i ,s U\e ngic

Th gaa‘l Ekus Comiand ﬁ

e ~D)

- add o SecielGenetator 'mko it

- edit ¢ >
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36’\9.(0.,[3@

oo

apiVersion: kustomize.config.k8s.io/vlbetal
kind: Kustomization

bases:
- ../../base

patchesStrategicMerge:
— custom-env.yaml
— replica.yaml

secretGenerator:
- literals:
— password=toto
name: my-secret
type: kubernetes.io/dockerconfigjson

Ac{o[ a. P(egix and o Sujgix " (eSource's name

apiVersion: kustomize.config.k8s.io/vlbetal
kind: Kustomization

bases:
- ../../base

namePrefix: my-
nameSuffix: -vl1
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[I- C/fe,a,’LQ a_ oo,\ic,;\ c,(e,n—&es @ Config Ha.P
Scam o g&’. g Xram eié&m@:

configMapGenerator: configMapGenerator:

— name: my-configmap — name: my-configmap?2
files: literals:
— application.properties - key=value

5 Herﬁe Seve(al g.&; in one Cor\figna/e

configMapGenerator:

— name: my-configmap
behavior: merge
files:
— application.properties
— secret.properties

6 Disable awlomatic }m\sh Su(xg % added
n Congigﬂa\,p and Secrel gel\era,te,c{ (eSources MNathe

generatorOptions:
disableNameSuffixHash: true

change l:e)w/iorW -
of wll Cofigtap % Secrel > |

Seneﬁmbmg
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Cc Enc,(aek 3our se,c,re}'
EAFO Seafeclsecret

séona Ehew\in g;:>‘ 5)

https://github.com/bitnami-labs/sealed-secrets

CV e.a,ye. a Secf eff

$ kubectl create secret generic my-token
—from-literal=my_token=‘12345" —dry-run=client -0 yaml
—-n my—-namespace > my-token.yaml

Sea.e Ule_ &,&( eli
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neso Sealed Secfe
(o &)

auppeass @

sealed - secrel
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c,onYoQ Ne(s,
&4’ lushers
3)

https://github.com/aquasecurity/trivy

Vilreroh: libies dekection
Og OS ‘)a,c%ﬁgs
A()(et‘ca.b‘on ciepe:dencies
( M , yart) Cargo, prpenVs Composes, Lunclger

ﬂ}soong}jula.hor\ c‘e}u”ioﬂ

( , y )
Secer deYecdrion

S"Mpee and Fast scaner
Ea_gg in[:e,ﬂ(a,L;O/\ gor cCT
Q Km.be,n\e,h,s Ope/fa_tcr
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SCal\cu\imaLje,

$ trivy image python:3.4-alpine

SCa_n a_r\c[ See IN o SSoN re,eoré

$ trivy image golang:1l.13-alpine -f json -0 results.json

Scan Ll Nodes in é.}\e, cIe,(gwu.@l/
og o Kubernekes clucher dis ?ewy

oo SUMmaAJ re,port

$ trivy k8s —-n default —report summary

Scan disPQa.\g omﬁy URGENT wlnerabilities

$ trivy k8s —-n default —report all
—severity MEDIUM,HIGH,CRITICAL
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O
velero

A——

“BacRup © Restore Kubereles

(eSoVrces and PUS-'Séehé VOZA-“'\ESU

https://velero.io

C(E.a,l'e, a gu.ee l)a.oﬁu.f

$ velero backup create my-backup

C(eaf,e_ oo bacemf ongg fo( {eSovrces Ma.écll;f\j wiéll

$ velero backup create my-light-backup
—selector app=my-app

R,Q,sl:o(e__ Xfor'l o bar_h(?“ s Gn_ﬁway Mréuaﬁ&/wcﬁsh

$ velero restore create —from-backup my-backup
—1include-resources

gateways.networking.istio.io,virtualservices.networking.
istio.io

Schedole bucup

$ velero schedule create daily-backup
——schedule="0 10 *x x x" 228



Cfea_&e_ o ba_cgu,f E&Xore cL C&Séﬁ/ uPﬁfaLdE.

Q/\d it's c good P(n.c,éice_ éo bc\.c_QoLP C’még/&?eee—e;
bouf' reSouUrces N Se,nSQé"Ve c,@,\sée;rs

Add  cerisions Yeabur in the bacSup Cocation bucRel
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https://github.com/derailed/popeye

Scan custer and ou\fpu.t o fe.()orﬁ (with Scofe )
ng}'bmiaabee_ Scah (e,?oré.s

«%V&(a-e oJa..'a_g Yc il\shx,& iV
(eoca.e[/a/ ) N H'\e_ G&J‘fy )

Scan a clusler on@y in ol (\aesjace

$ popeye —context my-cluster —-n my-ns

Scan on\% cL eist og S?eciyie.cl (esovrCes

$ popeye —context my-cluster -n my-ns -s po,deploy,svc
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Sean wibh a cofiy Pile

$ popeye —f spinach.yaml

Sc_a.l\ Save U\e (epo!l’, (h\ H’\'!\L) ina S3 }Jucggt

$ popeye —s3-bucket my-bucket/folder —out html
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Ku_[nme}'e.s (la,t;ve, paz'c.y MMG—ﬂCJWZA"
3 Rud o wules

voli dale
gex\erodre,

mulYake

Kk)ve.( No 'ms‘(aee's sevelal (NQLP\OOQS

NAME WEBHOOKS

AGE

validatingwebhookconfiguration.admissionregistration.k8s.io/kyverno-policy-validating-webhook-cfg 1

52s

validatingwebhookconfiguration.admissionregistration.k8s.io/kyverno-resource-validating-webhook-cfg 2

52s

NAME WEBHOOKS  AGE
1 52s
2 52s
1 52s
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ﬁ\?
Cre—aJ(e, lo B Poeic,g El\a} 3330.6,&(,& d?,p&’yme)\l’s gor (N
bhe defau bl

kind: ClusterPolicy
metadata:
name: disallow-default—namespace
spec:
validationFailureAction: enforce
rules:
— name: validate-namespace
match:
resources:
kinds:
- Pod
validate:
message: '"Using \"default\" namespace is not
allowed."
pattern:
metadata:
namespace: "!default"
— name: require—-namespace
match:
resources:
kinds:
- Pod
validate:
message: "A namespace is required."
pattern:
metadata:
namespace: "7x"
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D
S&V Eo éo bgoC—Q
fesovflce C,f'eanl'on or UPAa.Ye‘S‘, eo re,Por‘r v:'oeal’ions.

Cre-a.sfe, cL Poe;c,y (I.',[\a,\f Cran’e.S o Cor\f‘aﬂa,? (A aee
!\a.n«a;?a_c_es ex(,ep}'e,d Q..Joeasv(s['un/ %Joe_-pubé«'c Qk”!/emo

kind: ClusterPolicy
metadata:
name: zk-kafka-address
spec:
rules:
— name: zk-kafka-address
match:
resources:
kinds:
— Namespace
exclude:
resources:
namespaces:
— kube-system
— kube-public
- kyverno
generate:
synchronize: true
kind: ConfigMap
name: zk-kafka-address
# generate the resource in the new namespace
namespace: "{{request.object.metadata.name}}"

data:
kind: ConfigMap
metadata:
labels:
somekey: somevalue
data:

ZK_ADDRESS: "192.168.10.10:2181,192.168.10.11:2181"
KAFKA_ADDRESS:
"192.168.10.13:9092,192.168.10.14:9092" 235



Selr to

D —

Eo Ee.e,p fesovu(ces Sﬂnc_hrof\ize_c,

aCCroSs o‘r\a,nges ,

Crud(e, o ()oer'c,y E[\a} adds Za,lgeﬁ ma- a.odesome-a()F }'o Poc{:,

SQX\/[C&S , Col\g}ﬁﬂwps

kind: ClusterPolicy
metadata:
name: add-Tlabel
spec:
rules:
— name: add-label
match:
resources:
kinds:
- Pod
— Service
— ConfigMap
- Secret
namespaces:
- team-a
mutate:

Se,c,re,ks in o SMU‘ '\cune.s‘()a(,e

patchStrategicMerge:

metadata:
labels:

app: my—-awesome-app

)epemg poeic,g in the luster

$ kubectl apply -f policy-add-label.yaml
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>}5Q£a.2 e)c;sl/:'nj Po@iodes %o( aw Vla_me,sea.ce;

$ kubectl get cpol -A

NAME BACKGROUND  ACTION READY
add-label true audit
disallow—-default—-namespace true enforce true

b}\svea_\d fe,eockg 80( Qgﬁ Netmes PQ&S

$ kubectl get policyreport -A

\/:w all ()o@ic_g vioea]f-'ons in Ehe c,&.s}ef

$ kubectl describe polr -A | grep —i "Result: \+fail" -B1@

ChecR ;g pa@ic.‘e_.s afe validales

$ kyverno validate x.yaml

Shots pfﬁio'ue,s N a 9ragk.‘c,a£

@,
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r~/—\ GENERAL

Corst refease gor Lol 0

ocoNn 6030

—

r*f\« TNGRESS CLASS

anA oya_l:.‘or\ }ngre_ss - c,ea_ss

Ner) (esovlCe ’_Er\are,ss Cea_.ss

( L[> )eg:ne_

Noume (:o/)f{ﬂ viation
Paxa,rhe_te,rs

e,

———— ITNGRESS RULES
w;u%fd in hosv is nocJ OL&DGJ&A

—
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Ao

@ — KuBecTtL DeBUG-

(

ﬂ«'m Eo fon EP‘\OJ"Q(&Lg Co/\}’a_i/\ef near U\e_
Poe} we owuxt éo clel:ug

, Pf?_ . (e,cruis'l}e&' q_c,(:ive ge,a_éufe - 5a.Y€

Mo bo

$ kubectl alpha debug -it my-pod —image=busybox
—target=my-pod —container=my-debug—-container

S
hore o. process  flauhes pace deiuﬂ Conkaines Ooume

coiYh o conveiner inside Lhe 054

(Je})ug tonloiner can See all

plocesses weated bg mY- pod
_ —
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HoRizoVTAL Pod WBuToscALER

—
?ossilp',&}’y Eo Aegmo, scale vp doton 57 JCPA
cibh behavior gie,@J

apiVersion: autoscaling/v2beta2
kind: HorizontalPodAutoscaler
metadata:
name: my-hpa
spec:
scaleTargetRef:
apiVersion: apps/vl
kind: Deployment
name: my-deploy
minReplicas: 3
maxReplicas: 10
targetCPUUtilizationPercentage: 80

behavior:
scaleUp:

policies:

- type: Percent
value: 90
periodSeconds: 15

scaleDown:

policies:

# scale down 1 Pod every 10 min

- type: Pods
value: 1

periodSeconds: 600

CATAT

>
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&nguv deéiverg cgc,ee_ dve Lo CoViDd

54‘ e)\‘\cu\Ceme. '\-kS'
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r*" TMUTABLE SECRET [/ CoNFiG-NHAP —
Belo
ﬂ&aw 60 Aot ed:Vr swib‘ve. cla-kx Ly m;sk,LEe,.

(ohy
/ Vidrec a,ga,insV aw)e,r\\fa_& u()a)fe,s Ehoir can cause
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ConYrol. Ware dont haye Lo C)\we\ Upa’a.\fe.s.

apiVersion: vl
kind: ConfigMap
metadata:

name: my-cm
immutable: true
data:

my—-key: my-value

q
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TLS A3
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Voow Me/l\e}e_.s sup?or" TLS A.3.

—

— GWARNTNG HECHANTSH W

Ra‘oc_me}q (‘e,h}m.s (,Ja._rl\.'lg messages &Jhe)\ gou

vse a Jepfe,c@hzcl ArT.

$ kubectl get ingress —-n my—namespace
Warning: extensions/vlbetal Ingress is deprecated in
vl.14+, unavailable in v1.22+; use

No resource found in my—-namespace namespace

. J
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(Seewe Compiing Node) is @ secwity featire
o3 the Limn Rerne S binibing sigtem calle Eha
aep nole
Piovide sandbex ing

WUQ:, Ur\e, a_cb'ons U\a} o ploCess Can P()’Xaf(h

“’(&e— p ‘(‘)av( Secure

apiVersion: vl
kind: Pod
metadata:
name: my-audit-pod
labels:
app: my-audit-pod
spec:
securityContext:
seccompProfile:
type: Localhost
localhostProfile: profiles/audit.json
containers:
— name: test-container
image: hashicorp/http-echo:0.2.3
args:

— "—text=just made some syscalls!'"
securityContext:
allowPrivilegeEscalation: false
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— EXEc PROBE TrHEoUT JHANDLING ———
F}kqu A%ﬂ "

'S exec PFDLE,

éﬁnwLoukk.

(\fow U\e, gie_&:, ' S feSPe,oteA f

z apiVersion: vl
kind: Pod
metadata:

name: my-pod
spec:

containers:

— name: my-container
image: my-image:1.0
livenessProbe:

exec:
command:
- cat

— /tmp/healthy
initialDelaySeconds: 5
periodSeconds: 5
timeoutSeconds: 5
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STARTUP PRORE

—

J’Eoed Ogg ag& H\e. D£ka ‘)robe.S‘ Unl’i'e Ule
ginisku iks s)'ou}'v?

K H Soa,}ior\ gor .c&,m_ .s"a,f (;ir\j

apiVersion: vl

kind: Pod

metadata:
name: my-pod
labels:

app. my-app

spec:
containers:

— name: my-container
image: my-image:1.0
ports:

— name: liveness—port
containerPort: 8080
livenessProbe:

httpGet:
path: /healthz
port: liveness-port
failureThreshold: 1
periodSeconds: 10
startupProbe:
httpGet:
path: /healthz
port: liveness—port
failureThreshold: 30
periodSeconds: 10
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https://kubernetes.io/blog/2021/04/06/podsecuritypolicy—-deprecat ion—pastj
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&

z Talbrodvced in A&, afe gic\oq%j

(cA).
C\)eeaome, to U\e, neco

[.'J\a.lz )\a.s ineased PechorMctJ\c,e .'mpro*/e,me;\)’s.

\_ Y,

$ kubectl get <resource-type> <your—-resource>
-0 yaml

w.’@@ ne eor\ﬁgr d.‘;e&ng ma.na.ge,d giugc[s
60}\':0‘\ ma_gsﬁs (e,acl;l\j and fa_(Sh\j 6}\42 Ou"eu‘f
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—

r-w KuBCcTl —
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DEFAVLT CONTAHINER —
%ov Can ﬂomsq&aifg a clegcm.@}

apiVersion: vl
kind: Pod
metadata:
name: my-pod
K annotations:

my—container-2
spec:
containers:
— name: my-container
image: my-image
— name: my-container-2
image: my-image-2
command: ["/bin/sh", "-c"]
args:
- while true; do
date >> /html/index.html;
sleep 1;
done

And no eor\ge: hove bo s(eo‘gu} i€ with

\\\f kubectl exec my-pod -it — sh ‘//
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The release Cadence has CJ'\a.r\ge_A-
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VAN guJ:ufu de_precaked
Several MPLs hove been removed

—_

NIGRATION PLUGRN

}\e.@?s Yo Es m-’glajfe older
d&qf&ca"ed/ cemoved ck,ginlt"m fesoVfces

$ kubectl convert -f role.yaml —output-version
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Raloo_me}q re,i:Urns (,Ja.rn-'% Mmessages Nhe)\ gou

use o oeplecalted APT.

Warning: extensions/vlbetal Ingress is deprecated in

# $ kubectl get ingress —n my—namespace
vl.14+, unavailable in v1.22+; use

No resource found in my—-namespace namespace

. J
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Last refease og-&Dlj
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HoRizoVTAL Pod BuToscALER

—

S}‘a_\p&, AT moves Lo GA
Mc’ }\&: Lear\ C(e,frat_a}e.c!-

apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:

name: my-hpa

spec:
scaleTargetRef:

apiVersion: apps/vl

kind: Deployment

name: my-deploy
minReplicas: 3
maxReplicas: 10
targetCPUUtilizationPercentage: 80

behavior:
scaleUp:

policies:
- type: Percent
value: 90

periodSeconds: 15

_ s




@ — KuBecTL DeBUG-

-

ﬂ«'m Eo fun E‘Jl\en\emf Co/\}’a.i/\ef Near H\e,
Poc’ ~e quxt Lo Je_lwg

$ kubectl alpha debug -it my-pod —image=busybox
—target=my-pod —container=my-debug—-container

S}\au‘e G- plocess fahes Fm OUWS [p/&a.iner N\ome

(,o'\H\ o Confeuier inside Une, Poc{

Jebug tonfoiner con See afl

plocesses created by my- pod
_ - _/
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N Spec thal i delete Um once. iF hes
be,e,n &mis)\ed gof o erQ;l\ cr..mwn"' 02 timc- ’

@‘ o need Eo Sc,hedu{)e, C;QEGJ\UF og cu\ymore;

apiVersion: batch/vl
kind: Job
metadata:
name: my-job-with-ttl
spec:
ttlSecondsAfterFinished: 100
template:
metadata:
name: my-job-with-ttl
spec:
containers:

- name: busybox
\\\\‘ image: busybox
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— GRPC PhRoBE

ﬂ«'m (50 COAgiﬂde, S(ZaJVu? L)VU\e,s.(' Re,aq[;rte,g_c Pfobq
%of GNP apps (rathool excposing HTTP endpoink)-

apiVersion: vl

kind: Pod
( metadata:
name: etcd-with-grpc
spec:
containers:
- name: etcd
image: k8s.9¢r.io/etcd:3.5.1-0
command: [ "/usr/local/bin/etcd", "--data-dir",

ports:
— containerPort: 2379
livenessProbe:

grpc:

port: 2379
k\\~ initialDelaySeconds: 10 —///

e —

— CLASS OF LoAd BALANCER  —m
‘\/e,od f:e@d Sor
Service bhak allows bo speci gy the Rind

Belo

L 03 LD&d Balancer Yov wenk . J
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f/-” FUTURe DetTh AfT
s ale J -'sab&,al L‘j cfe,gmd’ and can be
erabled or disabled ikh

Vo s afe tikaéeccl by Jﬁ&u&&k Eoo

J

— CREATE SA TOKEN

\/0\/ Can oW U'&a}e_ oudcl"t\'oc\a@ APT 6DQEJ\S
Snr a Se,rvic,e,pfcc,ou(\‘” (SA).

apiVersion: vl

( kind: Secret
metadata:

name: my-sa-secret
annotations:

apiVersion: vl
kind: ServiceAccount
metadata:
name: read-only
namespace: default
secrets: my-sa-secret

N _
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S\fa,\m'ejha and noveltlies
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PSP hove been removed because °<? ike
meeex'.\'y Lotk don'F Pa.nic. , o \‘qéaoe_maul’
e»cisks- Pod Se_c_ur}\"; Admission.

N ﬂ.ls(o\.J/iar\ 9v;0l£

261



(',\ USER NVANeEsPACES — M’f’k“

The gac} is bhat Lhere are o OoF of
Vth\em,LF@itiu dwe (':o excessive privi&ge,s
i ven o a Cod -

C\)Q_ec,ome. f,‘,o a eons aoEed Xe.a.,tu,fe_

vsSer Na_mes ra.c,e,s Sv Wor £ in "CaLerneJ‘e_s

& 0

Pf e. (e,qu‘ls}‘fe.s lVQ ge,ai,ufe 5a\re

Hows bo

apiVersion: vl
kind: Pod
metadata:
name: my-pod
spec:
hostUsers: false
containers:
— name: my-container
image: my-image

o AN

Yo U\e_ moment, Ehis ge,a,tufe, is ol
(ecommanded %OF proc‘uc_tfon.

~—

\___ )
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$ kubectl debug —-it my-pod —image=busybox

(Jeloug con See afl
plocesses reated by my- pod

H —target=my-pod —container=my-debug-container
Sh oCess
ofe o ¢t deLuﬁ \eeme
coivh o nside Lhe
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to Ehot has diffefe_nlf Porl’
dej‘m;t?ms with dig-?e,rer} F(o;’ooags-

apiVersion: vl

kind: Service

metadata:
name: ingress-—nginx
namespace: ingress—nginx
labels:

spec:
type: LoadBalancer
ports:
— name: tcp
port: 5555
targetPort: 5555
protocol: TCP
— name: udp
port: 5556
targetPort: 5556
protocol: UDP
args:
selector:
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