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Anonymous Acts

I'am in disguise tonight in order that I might speak freely, without conjuring
up too much regard on your part about the particular who whom I happen
tobe.. .. As psychiatrists who are homosexual, we must know our place and
what we must do to be successful. If our goal is high academic appointment,
alevel of earning capacity equal to our fellows, or admission to a psychoanalytic
institute, we must make certain that no one in a position of power is aware
of our sexual preference and/or gender identity. Much like the black man
with light skin, who chooses to live as a white man, we cannot be seen
with our real friends, our real homosexual family, lest our secret be known,

and our dooms sealed.

“DR. H. ANONYMOUS” speaking at the 125th Annual Meeting
of the American Psychiatric Association, May 2, 1972

At their annual meeting in May 1972, the American Psychiatric Associa-
tion (APA) hosted a panel discussion titled “Psychiatry: Friend or Foe to
the Homosexual? A Dialogue.” The APA sponsored the panel in response
to an ongoing campaign organized by gay rights activists to push the pro-
fessional association to declassify homosexuality as a mental disorder. The
APA is the professional organization in charge of the Diagnostic and Statis-
tical Manual of Mental Disorders (DSM), the official diagnostic reference
book of psychiatry and the professional psychotherapeutic disciplines.
By listing homosexuality among the mental disorders of the DSM, activ-
ists charged, and perpetuating the harmful notion that homosexuality is
a sickness that needs to be cured, the APA was responsible for facilitating
discrimination against homosexuals in a variety of contexts. Psychiatrists,
they claimed, were thereby complicit in the social persecution of homo-
sexuals and, in their part, responsible for the personal suffering of many.”

The 1972 panel included gay rights activists Barbara Gittings, known



2 Chapter One

)~

FIGURE 1. Dr. H. Anonymous (later revealed to be Dr. John Ercel Fryer) with Bar-
bara Gittings and Franklin E. Kameny at the May 1972 meeting of the American Psy-
chiatric Association. Photo by Kay Tobin. © Manuscripts and Archives Division, The
New York Public Library.

for launching the New York chapter of the pioneer lesbian and gay rights
group called the Daughters of Bilitis, and Franklin E. Kameny, another
nationally prominent figure known for fighting discrimination after being
fired from his US government post in 1957 because of his sexual orienta-
tion. The panel also included established psychiatrists Judd Marmor and
Robert Seidenberg. However, a fifth panelist, quoted in the epigraph to
this chapter and seated at the center of the table, was only identified as
“Dr. H. Anonymous.” He appeared masked, wigged, and costumed with
his voice disguised (see fig. 1).

Unlike the rest of the panelists, Dr. H. Anonymous was the only
speaker who was both homosexual and a psychiatrist. The combination
of these identity attributes, rather than either one on its own, established
a unique threat at that particular time and place. Not until 1994 did Dr.
John Ercel Fryer publicly reveal that he was the person behind the mask.
Fryer was a practicing psychiatrist and an untenured professor of psychi-
atry at Temple University at the time he spoke on the 1972 panel.®> Not
only was homosexuality grounds for termination of employment (or, in
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Fryer’s case, denial of tenure) and other forms of discrimination, but Fryer
was a standing member of the very profession that deemed his sexual ori-
entation to be pathological. Fryer’s anonymity on this panel served the
protective purpose of keeping his sexual identity disconnected from his
professional identity so that, as his reference to race helps to make clear, he
might safely and convincingly pass among most of his professional peers
and colleagues as a straight man.* By obscuring his face and body with
amask and costume, disguising his voice with microphone distortion, and
using a pseudonym, Fryer was able to speak publicly as a gay psychiatrist,
on behalf of “psychiatrists who are homosexual,” in an act that openly sub-
verted the official position of the APA with the hope of affecting change.’
In the process, he dramatically conveyed an important and meaningful
message to a particular and situated audience that later broadened to in-
clude the public at large when news of the event, along with a photo of the
masked speaker, spread. By appearing and speaking anonymously, Fryer
framed the oppressive conditions experienced by gay psychiatrists and,
by extension, gay men and women more generally.

While Fryer’s presentation as Dr. H. Anonymous was an important
step in the process that led the APA to declassify homosexuality as a men-
tal disorder at the December 15, 1973, meeting of its board of trustees,®
it also calls our attention to some of the more general and foundational
characteristics of anonymity. As Fryer hid the “the particular who” that
he “happen[ed] to be,” he separated his masked actions from his personal
identity, negating the relevance of personal identity to his critical testi-
mony and social standpoint. Personal identity refers to that which we rec-
ognize as an individual’s unique being in relation to others. It is “often . ..
bound both to name and body” and manifests as our mental image of an
individual and that person’s unique position in a network of social rela-
tionships.” In most situations, we openly display or routinely reveal our
personal identities. We offer a personal name, and we have no intention
of hiding the connection between our personal identity and our various
social roles and activities. On some occasions, we may wear a name tag,
provide an identifying document (such as a work or student identifica-
tion card or a state-issued driver’s license), or use a personalized social
media profile to communicate with others. Personal identification is a
normal part of many routine interactions and relationships, and the ba-
sic details of our personal identities are quite commonly expected and
often explicitly requested when we first meet and interact with others.
In various circumstances, we may be required to state our name “for the
record,” supply a social security number, provide a signature in front of a
witness, or show a passport. We also establish personal identity with other
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official documents (such as birth certificates), fingerprints, handwriting,
voice recognition, facial recognition (either via visual comparison with a
photo identification document or via the digital technologies that drive
surveillance databases and social media image-tagging software), retina
scans, radio-frequency identification (RFID) chips, DNA sequencing,
credit cards, license plates, log-in credentials, and medical and dental rec-
ords.® Much of the data underlying these personal identity markers are
increasingly stored in digital form. We use such technologies to establish
unique personal identities in relation one another—to mark, track, and
verify distinct individual beings in the world.

Anonymous actors obscure their personal identities, which calls our
attention to all the ways that people might avoid links to identifying in-
formation while acting in various situations. For example, some use cash
rather than credit cards to make a purchase, “burner” phones rather than
account-based phones when making a call or sending a text message, or
anonymizing software and digital encryption systems when interacting
with others online.” Others publish texts or produce art without using
their personal names, wear masks and indistinct clothing at political
protests to hide their physical features, or act behind the cover of a cor-
porate entity or some third-party representative to engage in a financial
transaction. In all of these cases and many others, actors dissociate and
disconnect certain actions from the personal identities they carry in other
aspects of their lives. As Kathleen A. Wallace argues, a key feature of an-
onymity involves a “noncoordinatability of traits,” or “the lack of coordi-
nation between [an anonymous individual’s] agency”—their activity as
anonymous—and that individual’s “other socially recognizable traits and
locations in social networks of action.”'® Likewise, Julie Ponesse points
out that the “nonidentifiability” at the core of anonymity “is accomplished
by dissociability,” which involves separating certain information from the
“particular persons who occupy it.”!! Thus, anonymity is possible insofar
as actors can successfully sever the link between certain actions and their
personal identities.

In this book, I analyze a wide variety of historical and contemporary
cases to develop a cultural and interactionist sociology of anonymity. In
general, my arguments about anonymity (literally, “no name”) also apply
to pseudonymity (literally, “false name”). While I discuss important dis-
tinctions between them, and while I specifically address pseudonymity
in reference to particular cases or to highlight its unique characteristics,
my overarching objective is to present a general framework that allows us
to better understand how and why individuals act with obscured personal
identities. Broadly speaking, I am motivated by the following questions:
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How should we understand anonymity and pseudonymity? Why, under
various circumstances, do individuals act anonymously or pseudony-
mously? How do they accomplish these states? How do they use them
and in what situations? When does it make sense to say an individual is
anonymous rather than simply unknown in the way that so many strangers
are unknown to us and irrelevant to our lives? What are the implications of
anonymous activity for various relationships and for society in general, for
better or for worse? To address these questions, I consider a broad array
of different cases in every chapter. In the process, I hope to show just how
prevalent and significant anonymity is in the world, and how a sociology
of anonymous acts can provide critical insight with regard to a variety of
important issues.'?

My core argument is that anonymity and pseudonymity are best under-
stood as performances in which actors obscure personal identities as they
make meaning for various audiences.'*> When we think of anonymity, we
often think of someone who is hiding and preventing us from knowing
exactly who they are. Indeed, this is part of the picture, but anonymity is
not simply hiding."* Nor does it involve invisibility, as some scholars sug-
gest when they refer to Plato’s parable of the Ring of Gyges (a hypothetical
ring that allows its wearer to be invisible) to discuss the moral implications
of anonymous behavior.'® In fact, anonymity involves someone who is
very obviously acting while intentionally blocking others from recognizing
personal identity in outwardly meaningful ways. While John Ercel Fryer
hid his personal identity, he also performed for an audience, presenting
himself in a generic and mysterious fashion to convey a message. He was
actively and strikingly anonymous rather than passively unknown, cloaked
in his presentation of character and performance of purpose. In fact, in
order to be relevant or meaningful at all, anonymity must be moved into
action—brought to life in social situations or circumstances that involve
dynamic relations or interactions with other people. As actors do the
work of moving anonymity into action, they use their various physical
or stylistic displays, pseudonyms or avatars, texts and vocalizations, and
other modes of expression to shape the meanings of their situations and
interactions for various purposes. Anonymity is a matter of performative
accomplishment.

On the one hand, I am interested in how performances of anonymity
influence the interactive construction of meaning as contingent and emer-
gent in specific situations. These concerns are traditionally associated with
philosophical pragmatism and the sociological perspective of symbolic
interactionism. Anonymous activities are typically set in particular times
and places, and, most significantly, they manifest in relation to particular
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audiences.' Thus, the meanings of anonymity emerge via the dynamic
interplay between anonymous actors and those with whom they interact.
Furthermore, while actors may be anonymous to the audiences for whom
they perform, others may know exactly who they are (as some members of
the “GayPA,” an informal network of homosexual psychiatrists within the
APA, knew all along who was behind the figure of Dr. H. Anonymous).
In other words, anonymous actors exert different degrees of information
control with regard to different audiences, and members of different audi-
ences have different types of knowledge about the identities of those who
perform anonymously.'” Regardless of the material or technological mea-
sures one employs to act anonymously, and regardless of the social eth-
ics or laws in place to protect people from being personally identified by
others, anonymity breaks down when performances fail and performers
can no longer control information in ways that shield personal identities.

From this perspective, anonymity is always contextually, situationally,
relationally, and temporally bound, although these boundaries manifest
differently on a case-by-case basis, depending on the circumstances at
hand.'® Those who act or write as if anonymity can be absolute or infal-
lible, along with those who proclaim that anonymity is a “myth” and not
(or no longer) truly achievable,'® both misunderstand the fundamentally
social and contingent character of anonymity. Rather, anonymity is si-
multaneously achievable and precarious. Thus, I am not particularly in-
terested in taking a positivist or rationalist position on whether or not
“true” anonymity exists, nor am I particularly interested in taking an eval-
uative stand on the moral character of anonymous acts (although both of
these themes come up throughout this book as I analyze different cases).
Instead, I am primarily focused on broad social and cultural questions
with regard to how actors perform hidden identities in various contexts
and relationships—how they bring anonymity to life and thereby make
meaning in their times, places, and situations while obscuring personal
identities.

On the other hand, I am equally interested in the ways actors draw on
durable cultural codes and historically relevant symbolism, imagery, and
scripted text—the rich elements of culture and deep-seated structures of
symbolic communication—as they perform anonymity and pseudonym-
ity in their various contexts and situations. When they block the signi-
fiers of personal identity, such actors replace them with alternative sig-
nifiers that they use to express culturally relevant meanings. With this
perspective, rooted in the strong program in cultural sociology,® I unpack
the deeper layers of meaning that actors animate, often in creative and
sometimes novel ways, when using anonymity to achieve their objectives.
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In addition to considering the interactive dynamics and deep cultural
logics of anonymity, I am interested in how anonymous acts share gen-
eral properties across a range of otherwise different cases and situations.
Adding a formal and comparative framework to this study, I approach
anonymity from the perspective of social pattern analysis.>! Social pattern
analysts look for general similarities across otherwise different “cultural,
situational, and historical contexts” in order to develop broadly relevant
social theory.”* Thus, I analyze and compare cases from various times and
places and across levels of analysis—from small-scale interpersonal in-
teractions to large-scale social systems—in order to reveal the patterned
and most pervasive social characteristics of anonymity. I also explore
anonymous acts in different spheres of social life, including the religious,
political, economic, psychotherapeutic, theatrical, artistic, legal, erotic,
academic, and celebratory.>® I address cases that pertain to computer-
mediated interactions and online behavior and many that do not.** In
each chapter, I focus on one particular theme or dimension of anonymous
activity and bring together different cases to highlight what all of them
show—separately and together—about the dimension of anonymity at
hand.*® Consequently, I bracket out details that are not relevant to the
current discussion but may be relevant in other chapters. Furthermore,
I enhance my discussion in each chapter by developing deeper analyses
of key cases. In order to strike a balance between the depth and breadth
of my analysis, I attend to both the textures of meaning that emerge from
the analysis of particular cases and the ingrained cultural patterns that are
relevant across a variety of otherwise different cases.

Using this framework, I evaluate various types of data throughout
this book. Engaging in a version of what Barney G. Glaser and Anselm L.
Strauss referred to as “theoretical sampling,” I have gathered and analyzed
“different kinds of data” that allow for “different views or vantage points
from which to understand” and develop a more comprehensive picture of
anonymity in social life.>® My data include textual documents of different
types and sizes (such as journalistic accounts, historical and archival doc-
uments, works of literature, political treatises, official publications of or-
ganizations and institutions, web pages and online commentary, personal
reflections and testimonies, and scholarly materials), images (including
photographs, advertisements, and artistic works of various types), as well
as film and video (produced by various agents for different purposes) and
active performances (such as theatrical productions, performance art, so-
cial movement activities, and assorted types of rituals and interactions).
My data also include various secondary-source materials originally intro-
duced by sociologists, anthropologists, psychologists, folklorists, literary
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analysts, and scholars working in other areas who have studied some of
the particular cases I address. I use their work, and sometimes analyze or
reinterpret their cases, to further highlight the more generally relevant
themes that transcend their particular concerns. I also draw on direct ex-
periences and observations in every chapter.

With this multifaceted approach—stressing interactionist, cultural,
and formal-comparative sociological visions while analyzing a diverse
array of different cases and using a substantial and assorted collection of
data—TI illuminate the deep meanings and broad relevance of anonymity
in social life.

The Social Dynamics of Anonymous Acts

As they cloak their personally defining features, anonymous actors work to
impact the world around them. To fully grasp the social significance of this
phenomenon, we must carefully unpack the interactive and symbolic dy-
namics of anonymous acts. To this end, for the remainder of this chapter
I'will consider some general and foundational characteristics of anonym-
ity and pseudonymity in social life. These characteristics will underlie and
inform my discussion of the different social dimensions of anonymity in
the chapters that follow.

NAMES, NAMELESSNESS, AND PSEUDO-NAMES

The word “anonymous” is Greek in its etymological roots. To be anon-
ymous literally means to be without a name. Therefore, a sociological
inquiry into the character of anonymity can start by considering what
it means to have a name. Why are names evoked and to what purpose in
different contexts and situations?

Naming is about specifying individuals and objects and designating
their proper place in relation to one another. Thus, naming requires estab-
lishing sociomental boundaries and is foundational to our acts of identi-
fication and personification.?’ It is about establishing the distinctiveness
of individuals and objects, which is central to the process of bringing
an amorphous and undefined world into focus. As Peter L. Berger and
Thomas Luckmann argue:

Every name implies a nomenclature, which implies a designated social
location. To be given an identity involves being assigned to a specific place
in the world. As this identity is subjectively appropriated by the child (“I am
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John Smith”), so is the world to which this identity points. Subjective
appropriation of identity and subjective appropriation of the social world
are merely different aspects of the same process.?®

In other words, naming is a primary mechanism by which we grasp the
distinctions and relationships among objects and entities in the world.
It is fundamental to both cognition and knowledge.”® Consequently, the
ability to name is crucial to our ability to attribute unique characteristics,
actions, expressions, and ideas to particular persons. We can understand
the act of naming as the antithesis of anonymity, but only when and inso-
far as naming allows us to establish, comprehend, and express the nature
of an individual actor’s unique personal identity in relation to the personal
identities of other people.

In the early modern era, the word “anonymous” was first used to des-
ignate published works of literature that did not bear the name of an au-
thor.>® Because literary texts were increasingly understood as works that
needed to be attributed to identifiable persons, texts that were not linked
to a named author were explicitly marked and labeled “anonymous.” As
with such cases, the lack of a name only becomes significant when, in a
particular time and place, an audience expects “to identify a specific indi-
vidual” responsible for a particular action or product.>! However, because
“[a] name could be ambiguous” and because there are many other ways of
establishing unique identities, “anonymity should be understood to mean,
more broadly, nonidentifiability rather than simply . . . ‘namelessness.”**
If we read a poem attributed to “John Smith” posted to an internet forum,
we have a name but we do not necessarily have knowledge of the author’s
personal identity. Moreover, in some cases, we may have access to an in-
dividual’s name and yet remain blind to their personal identity because a
social anonymity marks the dynamics of our interactions. Consider, for
example, a police officer who writes a ticket. That individual might openly
display a badge number and perhaps even a name tag, but to the individual
who receives the ticket, he remains a “cop”; his personal identity does not
matter to the interaction and, practically speaking, remains left out of the
story and effectively unknown. Furthermore, all who are unknown to us
are technically nameless to us as well, but like the countless people from
other times and places who we will never encounter—neither in person
nor by story, image, or reputation—they are not necessarily anonymous
to us.*® To be anonymous is to be without a name only because, and only
when, names are meaningful as means of personally identifying social
actors in particular situations. It is not namelessness in and of itself that
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equates to anonymity, but rather the act of obscuring one’s name as a
means to obscuring personal identity while acting for particular audiences.
Naming is also crucial to our ability to perceive an individual as the
same entity over time and associate a sense of character or personality with
that particular individual. Because “names are typically attached to selves
and because most people go through life with the same name, a sense
[of ] continuity is, so to speak, built in.”** Thus, naming allows us to string
together otherwise discrete actions occurring at different times and places
into the story that defines a particular and unique individual.** Carrying a
name over time allows individuals to establish both “historicity and rela-
tionality”*®—a “one-of-a-kind quality”” due to their unique biographical
timeline and evolving standpoint in the space of social relations. There-
fore, naming also allows us to attribute motive to a particular agent, hold a
particular person accountable for his or her actions, assign blame or credit,
and reasonably predict or anticipate the spirit of our future interactions
with a particular person.*®* When we assign an individual’s personal name
to an action or product, we establish that individual’s agency and link
that action or product with the personal character of the individual who
carries the name. We affect both the meaning of the person and the mean-
ing of the action or product with that link. Insofar as these attributions
of character, motive, responsibility, and agency have real and profound
consequences, there is significant social power in the act of naming.

The significance of names to the continuity of personal identity calls
our attention to an important temporal dimension of anonymity. To act
anonymously is to temporarily split with one’s personal and biographical
past while also avoiding any future personal association with one’s actions
while anonymous.*® It is to separate one’s actions while anonymous from
the continuity of being inherent in one’s personal story and represented
by the name that ties one’s unique and personal identity together. Anony-
mous actors divorce their actions from the named person who is situated
in time (with a past, present, and future) and in established relations to
others (with enduring and evolving connections to particular individuals
and communities). They effectively suspend their named personal identi-
ties while acting. Anonymous acts are thus divorced from an actor’s per-
sonal reputation, as certain communities of others know that actor and
their reputation by name, and they therefore exist outside of the “moral
order and ... economy of trust”* to which the actor is otherwise person-
ally beholden.

Anonymous actors accomplish this suspension of personal identity by
assuming a cover representation. Cover representations serve as impersonal
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fronts that stand in place of the signifiers we would otherwise use to estab-
lish personal identity.*' The mask, in contrast to the face, is an archetypical
cover representation; it is both a tool and a metaphor for acting anon-
ymously.** By covering “the human face,” masks obstruct “the primary
means of our recognizing, and thus identifying, one another,”** as well as
“the most important expressive tool human beings possess” in their rela-
tions with others.** Those who wear masks replace this important means
of personal expression and recognition with the meaning conveyed by and
with the mask itself. Masks, like cover representations in general, can be
generically anonymous (as with a typical masquerade mask) or particular
and pseudonymous (as with many contemporary Halloween costumes).
They can also start out generic and take on the character of pseudonymity
over time if an actor becomes known by the particular character of the
mask they wield and is subsequently assigned a name. Actors use masks
and other cover representations to facilitate the expression of different
voices, feelings, personas, and characters and to make various meanings
at different times and in different contexts.

Anonymous actors use many different types of cover representations.
They can be material or digital, vocalized and/or visually displayed. They
can also manifest as organizational fronts that actors use to obscure their
personal identities, as third-party representatives that stand in for an un-
identified actor,*’ or as generic social roles that actors use to define them-
selves and others in particular settings and interactions. In some cases, an
actor’s cover representation can be a particular product (e.g., like a work
of art or political manifesto) that serves as the public front for an obscured
personal identity. Moreover, actors can use multiple cover representations,
sometimes simultaneously, to engage different audiences, such as when
one individual acts anonymously or pseudonymously using different ac-
counts in multiple forums online. In some cases, cover representations can
be quite strong and durable, and it may be extremely difficult to discover
an anonymous actor’s personal identity. In others, they may be weaker
and therefore more tenuous.* Moreover, cover representations can fa-
cilitate sincere expressions of underlying thoughts and sentiments or be
fundamentally deceptive.*” However, they all exist as covers insofar as they
function as shields that prevent or undermine personal identifiability, and
representations insofar as they have expressive and symbolic properties
(which are often intertwined with their material, stylistic, technological,
and functional qualities) that actors use to make and convey meaning. In
fact, their function as cover influences their function as representation, and
vice versa. Note that I am using the term “cover” actively, as a verb (as in
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“to cover one’s tracks”) but also as a noun (as in “to act under the cover
of”). Despite their differences, actors use these various cover representa-
tions to bring anonymity and pseudonymity to life.*®

Cover representations differ in degree along a spectrum that spans from
the generic to the particular. While anonymity entails obscuring one’s
personal identity with a generic cover, pseudonymity entails obscuring
one’s personal identity with a specific name, face, or some other moni-
ker (such as an online handle). Therefore, pseudonyms have many of the
characteristics of names in general. Most significantly, pseudonyms allow
us to link the actions of an obscured agent over time, providing for the es-
tablishment of a second narrative identity and biographical history rooted
in an alternate name and split from one’s personal narrative identity—
a pseudonymous reputation that is disconnected from an actor’s personal
reputation.*’ Thus, naming does not need to establish personal identity for
the attribution of character to be accomplished. Indeed, pseudonymous
actors can build rich and elaborate pseudonymous characters that stand on
their own, which allows some people (including social movement lead-
ers, authors, artists, and serial killers) to be both famous and unknown.>°
Furthermore, “pseudonymous reputations” can certainly be “a source of
esteem to the generator of the pseudonymous material,” giving pseudon-
ymous actors good reason to care about them.>! For this reason, after she
established her pseudonymous reputation, Mary Ann Evans maintained
a strong commitment to using her nom de plume George Eliot, which
became “a signifier for the authorial source of the text.”** Finally, when
people act anonymously, we always know they are obscuring their per-
sonal identities. However, when actors use pseudonyms, their cover repre-
sentations can misleadingly appear to indicate valid or authentic personal
identities in some cases, and they can be known as cover representations
in others.>

Whether generically anonymous or particularly pseudonymous, actors
make meaning while divorcing their covered performances from their per-
sonal identities. In this most fundamental sense, the differences between
anonymity and pseudonymity are often blurred. For example, while the
graffiti artist Banksy has risen to pseudonymous fame, his fans and critics
alike often refer to his work as “anonymous.” Consider also Rachel Cusk’s
review of Elena Ferrante’s The Story of the Lost Child, where Cusk refers to
the pseudonymous author as the “famously anonymous Italian novelist.”>*
With regard to an audience’s “speculation about authorship,” John Mul-
lan writes, “the distinction between anonymity and pseudonymity will
often be indistinct or even immaterial.”>* When we commonly blur the
distinction between anonymity and pseudonymity, we highlight the fact
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that both involve acting with a cover representation to engage an audience
in the world.

FREEDOM AND CONSTRAINT IN
THE BREACH OF PERSONAL IDENTITY

Both anonymity and pseudonymity often allow individuals a greater de-
gree of freedom to act and express themselves.*® When one’s actions are
split from one’s personal identity, one can be “freed from obligations, li-
abilities, and the restrictions imposed by guilt, shame, and fear.”*” One
can also avoid personal consequences that would likely otherwise accom-
pany their actions, including moral reproach, social alienation, or criminal
prosecution, as well as unwanted praise and public appreciation. Indeed,
“anonymity can certainly enable individuals to do what they could not
do without it, and it may even encourage individuals to do what they
would not do without it.”*® Such an enhanced freedom to act is depicted
allegorically when Homer’s Odysseus escapes the Cyclops, Polyphemus.
After Polyphemus drinks enough wine to be impaired, Odysseus says,
“Cyclops, you ask my name and I will tell it you; . . . my name is Noman;
this is what my father and mother and my friends have always called me.”
When Odysseus blinds the Cyclops, Polyphemus shouts, “Noman is kill-
ing me by fraud! Noman is killing me by force!” Therefore, when the other
Cyclopes hear Polyphemus’s cries for help, they believe he is drunk and
delusional. By answering Polyphemus with a pseudonym, which is both
a clever cover name and so generic that it is no name at all, Odysseus
avoids the fallout of his attack. He acquires an ability to act and escape that
would have otherwise been impossible.>® Affiliates of the hacker network
Anonymous (which is also both a pseudo-name and a non-name) accom-
plish a similarly generic cover in their public actions and communications,
which facilitates a freedom to attack powerful forces and violate the law.
Likewise, when one sends an unsigned love letter or death threat, that
individual is typically exercising a freedom of expression that they would
not otherwise exercise.®

As Charles Horton Cooley, George Herbert Mead, and others have
argued, a foundational part of our experience of self and personal identity
involves our ability to take the perspective of others and thereby to see
ourselves reflected in their points of view as we interact with them. Our
vision of who we are and our understanding of how we should behave take
form in the midst of social interaction, shaped by our relationships with
others who enforce the expectations and values of the communities within
which we are situated.®* Acting anonymously or pseudonymously allows
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individuals to sidestep these social forces—to temporarily escape the in-
teractive recognition and community norms that define and otherwise
constrain their behavior. Anonymous actors often see the expressions, re-
actions, and evaluations of the others with whom they interact, but rather
than seeing others oriented toward their personal selves, they see these
others oriented only to their cover representations. Thus, by using a cover
representation in place of personal identity, anonymous actors break out
of the normative “interlocking of glances” that holds people personally
accountable to a shared social and moral order.®? They are freed from the
weight of others’ appraisals and judgments precisely because others are
now only seeing and appraising their cover representations.

For example, with regard to social media forums in which participants
remain anonymous, Abigail E. Curlew shows how individuals “perform
renditions of their identity that they would not want associated with their
overall reputation.” Anonymity, Curlew argues, creates conditions for “un-
disciplined performativity” by undermining “the impact of socio-cultural
norms in shaping user behavior”®® The “dissociation between user-
generated content and a social actor’s overall sense of self” provides for
“the freedom to post without user accountability”** Such a performative
dissociation from personal identity can also be enhanced by geographic
distance such as when people go incognito while on vacation, temporarily
suspending and escaping the pressures and constraints of their everyday
home identities. Such individuals “use long distances to consciously sort
and separate identities” and “travel to a bounded space where they can
indulge certain aspects of self and then return home, hoping for no over-
lap.”®® Thus, travel can allow “for relatively anonymous activity."® How-
ever, while escaping the interactive recognition that would otherwise hold
them accountable to certain normative standards, anonymous actors are
never truly “undisciplined” because they are never fully detached from
social and cultural forces.®” Rather, they often animate sentiments, ideolo-
gies, and perspectives that are suppressed in many contexts and communi-
ties while they are rooted, and even freely and openly expressed, in others.
Both anonymity and pseudonymity can allow such suppressed sentiments
and underground ideologies to emerge when and where social pressures
would otherwise stifle them.

While anonymity typically allows actors a greater degree of performa-
tive freedom, such freedom can exist in tension with different forms of
social constraint that are rooted in the ways others hold anonymous and
pseudonymous actors accountable for their performances. On the one
hand, anonymous actors may be accountable to others who are aware of
their personal identities while they act anonymously. For example, corpo-
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rate officers who act behind the cover of a corporate front may be anony-
mous to the general public, but held personally accountable by their board
of directors. In other situations, those who act anonymously together, as
an anonymous “performance team,”®® often hold one another in check.
When members of the Ku Klux Klan don hoods and robes, they may be
anonymous to their victims and to the general public but remain aware of
one another’s personal identities and hold each other accountable to the
normative expectations of the group.

On the other hand, a particular form of social constraint grows as
soon as actors take on a pseudonymous character profile and establish
a reputation.® When police detectives recognize a pattern in otherwise
anonymous criminal activity, they link multiple crimes to one criminal.
As with the cases of many serial killers, the criminal can then be assigned
apseudonym (such as Jack the Ripper, Son of Sam, Zodiac Killer, or BTK
Strangler).”® Police detectives can then induce a criminal’s personal attri-
butes and begin to predict his next move —a professional process known
as “profiling” that requires constructing a pseudonymous character to
which motive, style, tendency, and other particular qualities, even per-
sonal history, can be assigned. Profiling restricts the killer’s freedom to
act and express himself as he becomes more recognizable and predict-
able by virtue of the pseudonymous character he has established in his
association with his victims and his public audience. The actor is even
more constrained if building a consistent pseudonymous reputation or
conveying a coherent message is part of his motivation (as in the case
of the anonymous actor dubbed the “Unabomber” and later exposed to
be Theodore “Ted” Kaczynski). Beyond the case of crime, many others,
including authors and artists, build pseudonymous characters that allow
for a freedom of expression but also become more confining the more
their audience develops performance expectations to which they hold the
pseudonymous actor accountable.

Finally, the members of anonymous or pseudonymous forums and
communities often police the behavior of one another. They require “com-
municative accountability” to their own system of norms and values,”*
especially with regard to the prohibition against revealing personal identi-
ties. In pseudonymous settings, one’s pseudonymous reputation provides
a particularly strong “esteem incentive to behave in accord with prevailing
values,””? a form of social control that is quite similar to the ways that
groups commonly hold personally identifiable individuals accountable
to group standards of behavior. In all such cases, the freedoms that stem
from acting in the breach of personal identity coexist with various forces
of social control and constraint.
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THE EXHIBITIONIST AND THE VOYEUR:
ANONYMITY AND INFORMATION CONTROL

Considering the dynamics of information control,”® anonymous actors
adopt the formal characteristics of controlled exhibitionism and concealed
voyeurism. With regard to controlled exhibitionism, anonymous actors re-
veal limited and focused aspects of their thoughts, actions, and sentiments
in a controlled and often provocative fashion. While anonymity involves
“a specific exercise of control, in which true pieces of information about a
person are concealed from others,””* it simultaneously facilitates the so-
cial exposure of views, behaviors, and feelings that would likely otherwise
remain hidden. While some may act like “mindless flashers” and others
more like “practiced strippers,”’> anonymous agents expose parts of them-
selves that they do not usually expose. This exhibitionistic character of
anonymity is an important factor distinguishing it from privacy.”® Both
privacy and anonymity require sturdy boundaries around personal infor-
mation. However, while privacy is about keeping something hidden, ano-
nymity is about exposing something in a controlled and dramatic manner.

This characteristic of controlled exhibitionism comes with the risk of
unwanted divulgence— of revealing too much in the process of acting
the anonymous role.”” For example, attempts to remain anonymous by
hooded members of the Ku Klux Klan were sometimes foiled when their
victims recognized them because they wore their wives’ dresses as robes,
rode distinctive horses, or failed to disguise their voices.”® Likewise, during
the Venetian carnival of the eighteenth century, “masks did not always
disguise. . . . Neighbors . .. recognized the character of a walk, the height
and build of a body, the sound of a voice.””® People who act anonymously
online can be betrayed by their IP addresses when authorities or hackers
link such information to their personal identities.®* Anonymous reviewers
working for academic journals can accidentally reveal their identities by
expressing strong opinions or directly referring to their own published
work. Despite their careful attempts to hide identifying information, many
anonymous actors “may leave clues about aspects of themselves” in the
process.®! Simultaneously, audience members are usually quite sensitive
to clues about the personal identities of anonymous actors. Managing the
tensions of controlled exhibitionism, which involves carefully maintaining
an optimal balance between exposure and concealment, is crucial to a
successful anonymous performance.

With regard to concealed voyeurism, anonymous actors can watch
the consequences of their performances and revelations from a protected
vantage point, often hidden in plain sight. They can see without being
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seen or being known as the particular person behind the anonymous act.
For example, when FBI director James Comey acted with the Twitter
handles @projectexile7 and, later, @FormerBu, both associated with the
pseudonym “Reinhold Niebuhr,” he was able to experience online inter-
actions and exchanges without being seen and known as James Comey.**
Likewise, when popular authors such as Stephen King and J. K. Rowling
publish under pseudonyms (Richard Bachman and Robert Galbraith, re-
spectively) to ensure the reception of their newer work is not influenced
by their established personal reputations, they can observe audience re-
actions to their work in new ways. In a similar vein, parables of Elijah the
Prophet visiting homes dressed as a beggar, or Jesus walking unrecognized
among his disciples after his crucifixion and resurrection, both highlight
how acting with a generic and anonymizing cover representation (beg-
gar or stranger) can allow one to see without being personally identified
as the seer—and to witness behaviors that one may not witness if one’s
personal identity was evident.®® Claiming and expressing this voyeuristic
dynamic in an eerie and frightening way, one individual harassed a family
after they purchased a home in Westfield, New Jersey, by leaving ominous
notes in their mailbox signed “The Watcher.”®** Whether occurring on the
busy streets of large cities where one observes others while anonymously
blending into the crowd,®® in an interpersonal setting where someone
wears a mask, via pseudonymous social media interactions and exchanges,
or in some other case,*® such a concealed voyeurism allows actors to ob-
serve others without being personally recognized.

Because it often facilitates such a voyeuristic perspective or vantage
point, anonymity can afford actors the benefit of seeing what they would
otherwise not see. Consequently, it creates a risk that one may acquire
upsetting information—that one may see something that one does not
particularly enjoy seeing. Returning to the case of the anonymous love let-
ter, when the receiver is speculating with a close friend about who the
letter writer might be, that friend might actually be the writer, secretly
enjoying the ability to observe the reception of her letter. However, she
also risks witnessing the receiver (who is unaware that the writer is actu-
ally present) freely mock, belittle, or reject her. In this regard, anonymous
actors can experience the troubling voyeuristic insight afforded to individ-
uals who pass as a member of another group, who render themselves “open
to learning what others ‘really’ think of persons of his kind.”*” In a similar
vein, when employers adopt pseudonyms and disguise themselves as em-
ployees of their own companies in the CBS television series Undercover
Boss, they often gain information about the perspectives and practices of
their employees that they find disturbing.



18  Chapter One

Given this characteristic of concealed voyeurism, we can consider an-
onymity not just as a mode of avoiding surveillance, but also as an im-
portant means of surveilling others. As Michel Foucault comments with
regard to Jeremy Bentham’s panopticon prison, in which prisoners con-
fined to cells in a ring are constantly observable by guards who are con-
cealed in a central tower, it is a means of “dissociating the seen/being seen
dyad.”®® As with tinted windows on automobiles (police and civilian) or
tinted visors on motorcycle helmets, anonymity facilitates a voyeuristic
advantage and can establish a power imbalance centered on optical access,
information control, and knowledge.

Finally, these complementary characteristics of controlled exhibition-
ism and concealed voyeurism often take form in relation to “segmented
audiences” that have different degrees of knowledge with regard to the
personal identities of the actors in question.*” Those who have insider
knowledge as to the personal identities of anonymous actors “form a
secret society of a kind.”*® Such identity insiders are positioned either to
enable the anonymous activity at hand (sometimes even being directly
complicit in the construction of the cover representation) or to expose
the personal identities of the anonymous actors. For example, the personal
identity of the artist Banksy is unknown to many but not to all, as the
artist has an inner circle of confidants and assistants who are well aware
of what others desire to know.”! Likewise, while Jonathan Swift published
Gulliver’s Travels anonymously, “Swift’s friends had always been in on the
‘secret’ of its authorship.”? Veiled Muslim women of Middle Eastern and
North African origin might be anonymous to the Western Judeo-Christian
gaze, but certainly not to their families, local communities, and personal
networks. The drone operator who bombs a target 7,000 miles away may
be anonymous to his victims and to the public at large, but not to his
coworkers and chain of command. In each case, one’s audience stand-
point shapes one’s position in relation to the dynamics of knowledge and
information control, and thereby plays a vital role in the definition and
experience of anonymous acts.

IMPERSONAL AGENCIES: SOMEONE,
ANYONE, EVERYONE, AND NO ONE

While anonymous and pseudonymous actors block their audiences from
linking actions and expressions to personal identities, they prompt them
to comprehend and attribute agency in various impersonal ways. We can
explore these impersonal and somewhat amorphous agencies by consid-
ering the interrelated notions of someone, anyone, everyone, and no one.
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Each of these notions represents a different way that audiences can con-
ceptualize the forces behind anonymous action and expression.”® They
are variously relevant to the many different cases I discuss throughout
this book, taking form to different degrees and in different combinations
according to the particular case or situation at hand.

The notion of someone, as epitomized by the generic pseudonyms “John
Doe” and “Jane Doe,” calls our attention to the fact that a core feature of
anonymity is mystery. Mystery breeds speculation. Indeed, anonymous
and pseudonymous actors often prompt their audiences to wonder about
the personal identities that are obscured.”* Given the allure of mystery,
audiences will often search for answers. For example, many have pondered
the identity of the mysterious author known by the pseudonym B. Traven,
who has been described as “the most shadowy figure in the history of
literature.” Likewise, the Toynbee tiles, colorful tiles with similar cryp-
tic messages embedded in the streets of cities across the United States
and South America, have inspired serval speculations and investigations
into the mysterious identity of the guerrilla artist who created and placed
them.®® Similarly, many have wondered about the creator(s) of the re-
markable cryptocurrency Bitcoin, known only via the pseudonym Satoshi
Nakamoto. As also evidenced by the vast amount of public speculation
about the personal identity of the anonymous whistleblower who exposed
the content of US president Donald Trump’s July 25, 2019, phone call with
Ukrainian president Volodymyr Zelenskyy, or the widespread guesswork
about who authored the 2019 book A Warning, a purported exposé of the
Trump White House by an unnamed “senior Trump administration offi-
cial,”®” anonymous actors cultivate curiosity. In each case, the anonymous
or pseudonymous agents at work are perceived through their products or
communicative activities, which serve as public representations of mys-
terious someones.

Such a mystery of personal identity calls our attention to important
differences between secrecy and anonymity. While the act of keeping a
secret involves “concealing information about us as already-known en-
tities,” acting anonymously involves keeping “bits of information [one
has] revealed” from being linked to one’s personal identity.”® Further-
more, acting in secret involves concealing the act itself. When East Ger-
man Stasi agents spied on citizens of the German Democratic Republic
using hidden recording devices and informants, they used secrecy to their
advantage in that they were present yet all evidence of their presence was
typically obscured (despite a mounting general awareness of their activ-
ities). However, when US FBI counterintelligence operatives wrote un-
signed letters to social movement leaders in the 1960s and 1970s, such as
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KING,

In view of your low grade, abnormal personal behavoir I
will not dignify your name with either a Mr. or a Reverend or
2 Dr. And, your last name calls to mind only the type of
King such as King Henry the VIII and his countless acts of
adultery and immoral conduct lower than that of a beast.

King, look into your heart. You know you are a complete
fraud and a geeat liability to all of us Negroes. White
people in this country have enough frauds of their own buy I
ém sure they don't have one at this time that is any where near
your equal. You are no clergyman and you know it. I repeat you
are a colossal freaud and an evil, vicious one at that. You
could not believe in God and act as you do. Clearly you don'g
believe in any personal moral principles.

King, like all frauds your end is approaching. You could
have been our greatest leader. You, even at an early age have
turned out to be not a leader .but a dissolute, abnormal moral
imbecile. We will now have to depend on our older leaders like
Wilkins a man of character and thank God we have others like
him. But you are done. Your "honorary” degrees, your Nobel
Prize (what a grim farce) and other awards will not save you.
King, I repeat you are done.

No person can overcome facts, not even a fraud like yourself,.
Lend your =mexually psychotic ear to the enclosure. Y,u will find
yourself and in all your dirt, filth, evil and morongc
talk exposed on the record for all time. I repeat - no person
can argue successfully against facts. You are finished. You will
find on the record for all time your filthy, dirty, evil
companions, male and females giving expression with you to your
hidious abnormalities. And some of them to pretend to be ministers
of the Gospel. Satan could not do more. What incredible evilness.
It is oll there on the reoord, your sexual orgies. Listen to
yourself you filthy, abmormal animal. You are on the record. You
have been on the record - all your adulterous acts, your sexual
orgies extending far into the vast. This one is but a tiny sample.
You will understand this. Yes, from your %arious evil playmatex
on the east coast to and others on the west coast
and outside the country you are on the record. King you are done.

The American public, the church organizations that have been
helping - Profdtestant, Catholic and Jews will know you for what
you are - an evil, abnormal beast. So will others who have backed
you. You are done.

King, there is only one thing left for you to do. You know
what it is. You have gust 3l days in which to do (this exact
number has been selected for a svecific reason, it hes definite
practical signfficant. You are done. There is Eut one way out for

ous, You better take it before your filthy,abnormal fraddaient self
s bared to the nation.

FIGURE 2. Anonymous letter sent to Dr. Martin Luther King Jr., drafted and covertly
delivered by agents of the FBI’s Counterintelligence Program (public domain).

Dr. Martin Luther King Jr. (see fig. 2), they used anonymity to cultivate
political instability and achieve social disruption.”® Like the writers of
anonymous threatening letters in eighteenth-century England,' or like
the Unabomber terrorist of the late twentieth-century United States,'®*
FBI agents cultivated a troubling mystery. While secrecy may be ideal for
spying, they used anonymity to create an atmosphere of suspicion and
speculation in order to foster paranoia and thereby to “modify the adver-
sary’s conduct.”’** After all, an anonymous threatening letter must have

come from someone with malicious intent. But who?!%3
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In general, “written communication” can be characterized by a “mixture
of determinateness and ambiguity” and a “plurality of possible interpre-
tations.”*** Even when authors are named, we “construct” that “entity”
of the author by imaginatively imputing characteristics to their being
according to certain social and cultural norms attached to their field.'*
However, the range of interpretations possible to the reader of any written
communication immediately increases when the personal identity of the
writer is concealed. The very form of any anonymous correspondence
(whether a love letter, a death threat, or a passive-aggressive note left on
one’s car) requires the recipient to attribute authorship to a disembodied
and impersonal someone. This mysterious someoneness of communication
is characteristic of many online interactions and relationships where an
actor’s cover representation takes the form of a pseudonymous handle,
an avatar, or simply anonymous text in an exchange.'° Whatever the ob-
jectives of any actor may be, the disembodied character of digital media
has made anonymous and pseudonymous communication more easily
achievable and much more commonplace. However, all technologies
that facilitate communication over a distance, beginning with the advent
of written language (which might be left on a wall, recorded in a book
and stored for a long time, or delivered by a third party—human or ani-
mal) and proceeding through the telegraph and telephone (long before
the birth of internet technology), allowed for increased possibilities of
anonymous (disembodied, nameless, faceless) and therefore mysterious
communication.

While the notion of someone calls our attention to the mystery of
anonymous agency, the notion of anyone evokes the impersonality and
interchangeability at the core of various anonymous interactions and
relations.'®” On a basic level, “anonymity is a function of there being a
multiplicity of persons with whom the anonymous person may be con-
fused,” which “allows that they could be someone, or even anyone, else and
hence interchangeable with any number of people about whom [certain]
information might be true”’*® This notion is central to what the philoso-
pher Maurice Natanson calls the “anonymous transcendental ego” in that
our individual actions and objectives, while seemingly personal, are often
not truly unique, but rather formulaic, socially structured, and therefore
shared with many other similarly situated social actors.'®® Thus, the no-
tion of anyone is expressed in the anonymity of generic social acts, social
roles, and social types. It does not matter who produces the food I eat; it
can be anyone. It does not matter which particular person processes my
paycheck, as long as I get paid. Such an anyoneness of anonymity stands in
contrast to the personal character of our more intimate social relationships
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that are based on the unique personal identities of those in our close social
circles. In this regard, we can also consider anonymity as antithetical to
conventional celebrity and personal fame, especially insofar as celebrity
and fame foster public obsession with the unique and defining character-
istics of the famous individual’s personality.' ' When celebrities and high-
ranking political officials walk among the common population incognito,
they use disguise and concealment, or simply rely on alack of recognition,
to achieve a temporary anyoneness.''! Such disguised interactions replace
highly marked personal identities with unmarked generic modes of being,
allowing famous individuals to experience and observe the world around
them from a perspective that is often impossible due to the status they
carry when their personal identities are exposed.

This characteristic of anyone is what allows for the anonymity imposed
by (and experienced in) many jobs and occupations. For example, we
might see someone we encounter as a postal carrier, a police officer, or a
nurse. As long as such individuals don the attire and perform the duties
associated with those roles, their personal identities remain secondary or
even insignificant to their interactions in their respective professional ca-
pacities.''? This notion of anyone is also a core part of the rationale behind
random sampling and survey procedures in the social sciences, and why
protecting the anonymity of the subjects of such research is thought to
enhance rather than detract from the general quality and character of the
findings, which are supposed to be generic and impersonal. The point is
that anyone who fits the generic parameters of a population of interest can
answer the questions and the results will demonstrate something about
the population under study. Personal identity is not simply irrelevant, but
explicitly excluded so that it does not interfere with these results. While
the anyoneness of anonymity calls our attention to the impersonal struc-
tural positions people occupy in social systems, such a characteristic is also
foundational to the stories we create and tell. While specifically named
characters are often quite important to the content of a story, such partic-
ular characters are based on models and types that serve as building blocks
of common plots and generic story formulas.' These scripted character-
types can be filled by anyone who assumes the role, a phenomenon that
is especially evident with regard to background characters and extras in
film.

The anyoneness of anonymity provides for a social leveling because,
as interchangeable beings, individuals are seen as basically equal. Some
have deemed this leveling effect vital to public deliberations and civil in-
teractions. Using the metaphor of the mask, and describing masked inter-
actions as “the essence of civility,” Richard Sennett argues that “masks per-
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mit pure sociability, detached from the circumstances of power, malaise,
and private feeling of those who wear them.” For Sennett, the character-
istics of personal identity (“personality”) ought to be left out of modern
publiclife, and civic engagement should be fundamentally impersonal.'*
Therefore, anyone can take part, and it is the weight of their ideas and
contributions that matter, not their personal attributes. Building on this
basicidea, Alfred Moore argues that “pseudonymous communication can
enable the meeting of strangers under terms of structured impersonal-
ity” While pseudonyms in online forums allow participants to be held
accountable for their actions and communications over time, they also
strip them of other markers of status and free them to speak without fear
of repercussions reaching outside of that particular deliberative space.''®
Such a social leveling underlies the democratic principle of “one person,
one vote” and the idea, however much it is actually impeded by the reali-
ties of social inequality, that anyone can run for political office in a demo-
cratic society.

Building on the characteristic features of someone and anyone, the notion
of everyone evokes a collective mass and an anonymity that strives toward
universality. With such a framework, ownership and credit for anonymous
acts can be shared by all. In this regard, Virginia Woolf described premod-
ern anonymous authorship as expressive of “the common voice singing
out of doors.”**¢ Similarly, “the great majority” of anonymous threatening
letters written by aggrieved actors and political dissidents in eighteenth-
century England used “the collective pronoun ‘we,” allowing individual
writers to frame their acts as expressing “the common sense of injustice of
the poor as a whole . . . not the personal but the collective grievance”'!’
Likewise, the anonymous passages of the Babylonian Talmud give this
religious text a collective voice and sense of belonging to “everybody,”*'®
as did the anonymous authorship of the 1914 Christian book The Imper-
sonal Life.''? Such an attribution framework can be used to create the ap-
pearance of widespread consensus (unanimity) or mass support without
naming particular individuals, as when a politician constantly refers to the
anonymous “a lot of people” to indicate popular approval for a policy, or
when a speaker explicitly refers to the anonymous “everyone” in order to
support an argument (as in “everyone is saying .. ).

Moreover, the everyoneness of anonymity accentuates homogeneity and
obscures differences, as when the masked, hooded, and uniformed rob-
bers of the Spanish television series La Casa de Papel (titled Money Heist
for its English release on Netflix) force their hostages to wear the same red
jumpsuits and Salvador Dali masks that they are wearing to commit the
crime, using one uniform cover representation to blend criminals and hos-
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tages into a homogeneous mass and thereby making it nearly impossible
for authorities to know who is who. Furthermore, the notion of everyone
illuminates a key aspect of anonymity as it is used by some masked activ-
ists to accentuate the mass character of their movement and mass sup-
port for their actions and objectives. The hacker network that goes by the
name Anonymous articulates this characteristic of anonymity when they
state, “We are everyone and we are no one.”'?° Likewise, Rorschach, the
masked villain of HBO’s 2019 series Watchmen, which is based on Alan
Moore and Dave Gibbons’s graphic novel of the same title, states in ref-
erence to his masked movement, the 7th Cavalry, “We are no one. We are
everyone. We are invisible.”**! Similarly, the masks worn by the Zapatista

“c

movement of southern Mexico allow for the sentiment that “‘we are all
Zapatistas.”'?*> Such an anonymous mass is also captured in communist
theory and propaganda referring to the interests and will of the “masses”
or the only slightly more specific “workers,” and in the opening phrase of
the preamble to the US Constitution, “We the people.”

Additionally, individual names can indicate everyone when multiple
others adopt them as mass pseudonymous covers, as in the famous scene
from Stanley Kubrick’s 1960 film Spartacus. As depicted in the film, after
a slave uprising against the Roman state was suppressed, the rebellious
slaves were promised their lives in exchange for identifying their leader,
Spartacus. They then each stood and stated, “I'm Spartacus!,” thereby
transforming the individual name into a symbol of mass resistance. By
jointly claiming to be Spartacus, each man rendered the claim meaningless
as a personal identity and established it as a collective cover representation
for their united will. A similar phenomenon occurs in the AMC Network’s
The Walking Dead, when the members of the tribe “The Saviors” refer to
themselves as “Negan” and each claim “I am Negan” in reference to the
name of their leader. Likewise, the final scene of the film V for Vendetta
depicts the population of London collectively disguised as the masked
character V, marching together to witness the bombing of the British
Parliament building. This collective mass finally removes their masks in
unison when their anonymity grew so universal that masks were no longer
necessary. At some point, if everyone is indeed behind the mask, there is
no longer any mystery about who is acting with the cover representation.

Finally, the attributional frame of no one calls our attention to the fact
that generic and impersonal cover representations make it difficult to at-
tribute actions and expressions to any particular person at all. In general,
individuals experience the freedom provided by being no one whenever
they act anonymously, as illustrated when Odysseus escapes the Cyclops
under the cover of “Noman.” A key aspect of this freedom is that it affords
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anonymous and pseudonymous actors (and everyone else for that matter)
plausible deniability because their actions are not only detached from their
personal identities, but from all personal identities. Such an experience
of no oneness can also stem from the phenomenon of “deindividuation”
described by Philip Zimbardo, which involves the diffusion of personal
autonomy and responsibility when one becomes increasingly anonymous
in the context of a group.'?® In such cases, anonymity “can strip persons
of compassion and prevent them from seeing themselves as individuals
with the full agential powers that can harm others.”*** It can also lead to a
diffusion of credit, which is why many strong students are averse to group
assignments.

The no oneness of anonymity is particularly evident when we attribute
agency to a social system or collectivity itself, rather than the particular
individuals with personal identities who inhabit them. In fact, this sort
of collectivist or system thinking is foundational to the field of sociology,
as articulated in the work of Emile Durkheim, who considered society
to exist as an entity and agency in and of itself. Indeed, speakers often
use the term “society,” or “the system,” colloquially to casually explain
away the causes of certain human experiences. We create or express such
afoundation for anonymity when we attribute responsibility to a bank, for
example, or capitalism, or “human nature.” Such general collective actors
are only slightly more tangible than the amorphous “they” that individuals
often use in both common expressions (“you know what they say”) and
conspiracy theories (“they are out to get us”). Indeed, Foucault clearly
captures such a notion of the anonymous no one when he describes social
systems of power: “The logic is perfectly clear, the aims decipherable, and
yet it is often the case that no one is there to have invented them,” which
is “an implicit characteristic of the great anonymous, almost unspoken
strategies which coordinate the loquacious tactics” that profoundly im-
pact our lives.'*® For Foucault, while we commonly speak of sexuality
with reference to scientific, psychological, or legal discourses and ideas
we have constructed, and these discourses and ideas in turn define our
experiences of sexuality in many ways, we attribute them to no one with
the consequence of seeing them as fundamental truths. Finally, the notion
of no one can also be used to degrade individuals and even strip them of
their humanity, as when Africans were defined not as people but as chattel,
and when Jews and other victims of the Holocaust were treated as “cargo”
by political and bureaucratic actors, effectively rendering them not only
anonymous but also inhuman.'2¢

While anonymity and pseudonymity block our ability to attribute ac-
tions and expressions to particular actors with unique personal identities,
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they prompt us to comprehend and attribute agency in other impersonal
ways. The notions of someone, anyone, everyone, and no one each capture
important aspects of such attributions of impersonal and anonymous
agency.

CULTURE AND MEANING IN THE PERFORMANCE OF ANONYMITY

Anonymous and pseudonymous actors bring hidden identities to life in
a wide variety of situations where they work to manage the impressions
of others and define their particular circumstances and relationships.'?’
In the process, they use anonymity and pseudonymity in creative ways
that are particular to their situations. However, they also draw on broadly
relevant cultural codes and symbols as they work to define their actions
along with issues, events, and concerns that transcend their local settings
and particular interactive dynamics.

Analyzing anonymity as performance, I build on the work of Erving
Goffman and Jeffrey C. Alexander. While treating the self as a performa-
tive accomplishment, Goffman gives us a detailed account of the tools and
techniques individuals and groups use to define their situations for their
audiences. He explicates the nuances of the embodied work that actors
do and the “expressive equipment”'?® they mobilize to assign meaning to
certain scenarios and episodes of social activity. With regard to anonym-
ity, we must attend to the ways that people mobilize their cover repre-
sentations (whatever they may be) in particular situations to manage the
impressions of those with whom they interact. For example, people who
act anonymously or pseudonymously in different online environments
often put considerable care and intention into designing their avatars, even
purchasing symbolic decorative goods that allow them to perform the
character persona they wish to bring to life.'** Beyond simply being a tech-
nology that shields their personal identities, computer-generated avatars
are a means to perform alternative identities. In such cases, like many oth-
ers, hidden identities come to life in particular situations and exchanges
and only in the flow of social interactions. The tools and techniques of
such performances are important to the meanings such actors work to
convey.

Moving beyond the local, interactive, and technical aspects of perfor-
mance, Alexander builds on the historical anthropology of Victor Turner
and the theatrically inspired performance theory of Richard Schechner
to consider the rich cultural foundations that actors must creatively fuse
with their performances in order to successfully reach their audiences
on cognitive, emotional, and deep psychic levels.'*® Accordingly, actors
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work to emplot entrenched cultural codes and bring deeply rooted cul-
tural symbolism to life in their situated performances, and they must do
so convincingly if they want to win the hearts and minds of others. When
viewing anonymous acts as performances, we must consider their par-
ticular, situational, and interpersonal dynamics, but we must also illumi-
nate how anonymous actors mobilize deep cultural meanings in creative
ways relative to their particular circumstances and concerns. Thus, it is
not enough to simply address the tools and technologies that people use
to obscure their personal identities. Instead, if we are to comprehend the
social logic, significance, and impact of anonymous acts, if we are to under-
stand the various ways that anonymous actors make meaning and thereby
shape the world around them, we must analyze both the pragmatic use and
cultural significance of their hidden identities in action.

For example, when multiple social movement participants wear masks
of the same design at a protest event, they actively perform the repressive
dynamics they are protesting by animating their collective need to hide
from an enemy regime. Whatever the actuality of threat, they define and
perform themselves as targets of repression as they create the political
scene and define the issues at hand. As they use their masks to obscure
their personal identities, they also use them to bring the contentious cir-
cumstances of the protest to life. Moreover, the symbolism associated with
the specific style of mask that a social movement group collectively wields
typically expresses some deeply rooted message about the conflict athand
and their position in it. In the case of the Ejército Zapatista de Liberacién
Nacional (EZLN), the southern Mexican revolutionary movement also
known as the Zapatistas, the paliacate is often used to hide the faces of
rank-and-file movement participants (see fig. 3). This distinctive Mexican
scarf or bandanna is a traditional fabric worn by agrarian workers that has
both stylistic and functional significance. Functionally, it can be used to
gather produce, protect its wearer from direct sunlight, hold hair back
or absorb sweat on a hot day, or provide a dirt and pesticide filter for
the nose and mouth while working. During political confrontations, the
materiality of this traditional scarf not only protects activists from being
personally identified by surveilling authorities, but also symbolizes the
working conditions of the folk population of southern Mexico. When ac-
tivists use such symbolic garb to cover their faces at a public protest, they
cast the movement as one of local and popular democratic resistance to
the repressive conditions and authoritarian politics imposed by an outside
force. By using the paliacate to guard against personal recognition, these
activists advanced their collective social recognition.

In addition to the paliacate, Zapatista activists also don dark balaclavas
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FIGURE 3. Women identified as Zapatistas cover their faces with paliacates (1996).
Photograph by Julian Stallabrass. From Wikimedia Commons (https://commons
.wikimedia.org/wiki/File:Ejército_Zapatista_de_Liberacién_Nacional IMG
006a-sm_(11450035824).jpg). Creative Commons Attribution 2.0 Generic license
(https://creativecommons.org/licenses/by/z.O/deed.en).

(sometimes referred to as “ski masks”) that are typically used by tactical
police and military units but have been appropriated by poor guerrilla
movements. The balaclava came into fashion among the Zapatista ranks
and then achieved iconic status after it was worn by the Zapatista leader
and spokesperson known by the pseudonym Subcomandante Marcos (see
fig. 4)."*! Almost always pictured wearing a balaclava, Marcos came to
represent the cultural style of the masked Mexican freedom fighter, his
political allure and grandeur greatly enhanced by his hidden identity.'*?
By using the paliacate (a locally popular piece of functional dress) and
balaclava (a symbolically and functionally reappropriated piece of elite
military gear) as subversive masks, the Zapatistas made both into iconic
symbols of resistance'*® that carry folk tradition and reclaimed style
into social conflict and express something of the movement’s popular
and democratizing character on a grander stage. As anonymous actors
don their cover representations, they not only hide their identities, but
also commonly animate deep-seated cultural codes and symbols as they
define their situations and their actions for audiences both local and
beyond.

Considering another example, when participants in anonymous sup-
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FIGURE 4. Photo purportedly of the EZLN spokesperson known by the pseudonym
Subcomandante Marcos (1996). Attributed to Jose Villa at Villa Photography. From
Wikimedia Commons (https://commons.wikimedia.org/wiki/File:SubMarcos
HorseFromAfar.jpg). Creative Commons Attribution-Share Alike 3.0 Unported li-
cense (https://creativecommons.org/licenses/by-sa/3.0/deed.en).

port groups refrain from asking one another particular questions because
those questions would reveal identifying information, they implicitly
communicate the social stigma associated with their common concerns,
and their joint commitment to protecting one another from linking these
concerns to their personal identities. Such a collective commitment to
anonymity reinforces the boundaries around the group in space and time,
clearly and strongly distinguishing it from the outer world."** This joint
performance of anonymity also creates and reinforces the definition of the
space as healing, safe, and transformative by providing for the expectation
and imperative that participants will share their deepest truths with one
another in their liminal and dialogically situated avoidance of personal



30  Chapter One

identification. This performance of anonymity serves to define the rela-
tions and interactions among participants, the immediate context, and the
situation of the individual interactants, but also relies on and reinforces
deep-seated cultural meanings about specific illnesses, experiences, and
behaviors and the stigmas and struggles they carry.

As with these and the many other cases I analyze in this book, actors
perform anonymity and pseudonymity in culturally meaningful ways as
they work to define their situations and relationships. Moreover, their per-
formances of anonymity and pseudonymity often speak to more broadly
relevant issues and concerns. By performing anonymity in their particular
situations and circumstances, anonymous actors work to define their re-
alities and influence the world around them.

Outline of the Book

With all of these general characteristics in mind, I explore a different social
dimension of anonymity in each chapter of this book. By focusing on a
particular social dimension as the main theme of each chapter, I am able
to address multiple otherwise different cases by showing how they each
illustrate that broadly relevant theme. In the process, I show how the phe-
nomenon of anonymity is of widespread social and historical significance,
and more pervasive than we might assume.

In chapter 2, I consider the ways that individuals and communities
make use of anonymity for protective reasons in various situations and con-
texts. First, I explore several cases to demonstrate how anonymity is used
to protect individuals from various discreditable acts that might otherwise
lead to embarrassment, shame, ostracism, or some other punitive conse-
quence.135 By using anonymity to escape these consequences, actors effec-
tively sidestep the social power that operates to enforce compliance with
normative rules and systems of meaning. However, they also reinforce
these rules by performing the need to hide their personal identities while
engaging in certain behaviors. Building on this discussion, I then show
how various social ethics of anonymity, rooted in different circumstances
and settings, provide protective covers that shield personal identities.
I explore the cases of anonymous altruism and charity, Catholic confes-
sion, masquerade parties and festivals, and anonymity in academic re-
search. I also explore various anonymous communities and forums in-
cluding addiction and recovery organizations and various other mutual
support communities, as well as more multifaceted anonymous forums
and communities that exist solely online. Next, I address the protective di-
mensions of anonymous consumption and explore the ways some products
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are consumed by individuals who hide their identities. Finally, I conclude
by discussing the ways that actors exploit modes of protective anonymity
for deceitful or nefarious purposes.

In chapter 3, I take the protective character of anonymity as a given in
order to explore the subversive dimensions of anonymity. I focus on the
ways that actors subvert personal identity as a means to suspend, under-
mine, or otherwise subvert dominant interpersonal, cultural, political,
and moral norms. After examining several preliminary cases, including
the phenomenon of QAnon and the impact of anonymity on behavior in
various online forums, I consider different examples of anonymous and
pseudonymous art and literature, including graffiti art, political perfor-
mance art, and both fictional and nonfictional texts. Building on these
discussions, I then analyze the strategic performance of anonymity by
two otherwise very different social movements: the Ku Klux Klan and the
hacker network Anonymous. Despite their significant differences, these
movements share some general characteristics that stem from their perfor-
mances of subversive anonymity. I then address the ways that the US Fed-
eral Bureau of Investigation (FBI) used anonymity to disrupt social move-
ments as a part of its counterintelligence program, or COINTELPRO, in
the 1960s and ’7os.

In chapter 4, I analyze the anonymity afforded to individuals who act
behind the cover of social systems (including organizations, corporations,
states, and nations). I focus on five cases—the early twenty-first-century
housing crisis, corporate personhood in electoral politics, the electronic
surveillance of US citizens by the US National Security Agency (NSA)
and other powerful organizations, technologies of distant and mass killing
that evolved to characterize war and terrorism over the last century, and
state executions with a particular focus on the role of medical doctors and
nurses in lethal injections. While addressing each of these cases, I focus
on the ways that large systems and institutions of various types facilitate
anonymous acts. Next, I discuss the social character and consequences of
anonymous production and exchange, raising several examples to show
how anonymity is a central feature of various economic activities and re-
lationships in the world.

I then turn to discuss anonymity as a consequence of identity typifica-
tion in chapter 5, which involves seeing and treating people as generic and
impersonal types and categories rather than particular and unique individ-
uals. First, I address the distinction between acts of self-typification and
other-typification. The former involves the self-determined construction
and use of categorical cover representations while the latter involves the
imposition of categorical cover representations that obscure the personal
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identities and unique characteristics of others. Such anonymizing acts of-
ten involve imposing a social label that is meaningful within the context
of power imbalances, rendering individuals anonymous in problematic
ways. Following an introductory discussion, I explore several cases that
each show, in different ways, how actors typify and anonymize others in
situated encounters. First, I discuss the ways that actors anonymize others
according to class and occupation. Next, I examine the social dynamics of
anonymous sex. I then consider how racial typification anonymizes indi-
viduals in ways that facilitate racially marked or motivated police activity,
including the perpetration of violence. Finally, I analyze contemporary
controversies over the segregated use of public restrooms along conven-
tional lines demarcating male and female bodies to explore how cisgender
typification leads actors to disregard the personal identities of others in
favor of generic categories and labels. I conclude this chapter with a dis-
cussion of analytic typification and anonymization in the social sciences.

This book concludes with a final chapter in which I summarize my
discussion of the interpersonal and cultural consequences of anonymity.
I address the remarkable social and moral contradictions that stem from
being unable to attribute actions to actors with known and continuous
personal identities. In the context of this concluding discussion, I briefly
address the significance of unmasking acts that expose anonymous actors.
Summing up this cultural and interactionist sociology of anonymity, I re-
flect on the prevalence and relevance of anonymity in the late-modern
world.



* 2 %

Protective Anonymity

I'm constantly repulsed by my own skin. I don’t want to touch myself, can
barely look at my own body. I can’t help but think about the little child I was,
once upon a time, the little pink-and-white baby who made her parents so
proud, as my mother told me over and over. . . . So much love, so much
bother with sunbonnets, bath thermometers, and evening prayers—and all
for the filth T am now.

ANONYMOUS, Eine Frau in Berlin (A Woman in Berlin)*

The 1954 book Eine Frau in Berlin (A Woman in Berlin) is based on the
diary that Marta Hillers kept over an eight-week period from April to June
1945, when she lived in Berlin during the Soviet occupation following the
defeat of the Nazi army. Hillers published the book anonymously and was
only identified as its author in 2003, two years after her death. As part of
her account, she describes her personal experience as a victim of multiple
rapes, along with the pervasive sexual assault of German women by So-
viet soldiers. When Hillers published the book in 1954 in English (which
was only later published in German in 1959), it was controversial on both
sides of the Cold War divide. For some, her words stood “as a shattering
indictment”? of the episode and an attack on the character of the Soviet
liberators. For others, Hillers’s anonymous revelations about sexual vic-
timization stoked German shame associated with the era, and she was
“accused. . . of ‘besmirching the honor of German women.”* Moreover, as
a German national who lived and worked in Berlin during the Third Reich,
Hillers had at least a general affiliation with, and some professional ties
to, the Nazi regime.* Her association with notorious perpetrators compli-
cates and intersects with her personal victimhood. Thus, in Germany, “the
book was met with either hostility or silence” in a climate of widespread
collective denial about the war era.®
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Hillers’s anonymity served a complex protective function. Broadly
speaking, it shielded her from the multifaceted backlash she would have
faced for telling her story if her personal identity was attached to it. Fur-
thermore, as the brief excerpt reproduced in the epigraph above indicates,
her anonymous authorship allowed her to share her deeply troubling ex-
periences and complex feelings, including a strong sense of personal mor-
tification, without carrying a public association with sexual assault and
traumatic victimization throughout her life. Additionally, her anonymity
shielded her from potential accusations of complicity with the Nazis. As
both rape victim (one who sought out a sexual relationship with a Soviet
officer in order to protect herself from assaults by multiple soldiers) and
German national under the Nazi regime during World War I, Hillers em-
bodied multiple dimensions of trauma and shame. Her positionality tied
her to interpersonal, local, and international dynamics of power in com-
plex and contradictory ways. Her anonymity as author depersonalizes all
of these difficult circumstances and experiences and detaches them from
her postwar personal reputation and identity, allowing her to quietly break
from this past episode while also telling her story, thus keeping the past
alive publicly yet impersonally. Moreover, Hillers’s anonymity allowed the
story of her personal experiences to be more generalizable. As “Anonyma,”
Max Firberb6ck’s way of referring to Hillers in his 2008 film portraying
the account, she takes on the characteristic of anyoneness with regard to
women who face and navigate sexual victimization, especially those who
experience it as part of the horrors of war and military occupation.

In this chapter, I consider various circumstances in which individu-
als and communities perform anonymity and pseudonymity for protec-
tive reasons.’ To some extent, all anonymous acts are protective in that
they shield actors from social stigma and other potentially detrimental or
simply unwanted consequences.” Such a protective shielding of personal
identity is evident in many cases of anonymous testimony, confession,
and authorship. It is also exemplified by the pseudonymous actions of
“Jane Roe,” the plaintiff in the controversial 1973 US Supreme Court case
Roev. Wade, or “Deep Throat,” the whistleblower and press informant who
exposed the Nixon Watergate scandal, as well as Bill W. and Dr. Bob, the
pseudonymous cofounders of Alcoholics Anonymous.® In these and many
other cases, the protective character of anonymity and pseudonymity fa-
cilitates the controlled exhibition of behavior or information that would
otherwise remain hidden, and establishes a concealed standpoint from
which anonymous and pseudonymous actors can witness the impact of
their actions and revelations while avoiding personal fallout. Protective
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anonymity also allows for various forms of experimentation with identity,
for better or for worse, which might not otherwise occur.

On the one hand, such actors perform while protected. They use the
protective covers of anonymity and pseudonymity to act in risky, con-
troversial, or provocative ways that might otherwise lead to undesirable
outcomes including embarrassment, shame, ostracism, retaliation, and
persecution, or simply to shield themselves from unwanted attention
(such as that which might come after making a charitable contribution
or after winning a large sum of money).’ Thus, the protective character of
anonymity can provide a temporary liberation or escape from stifling so-
cial forces and corresponding social anxieties, freeing individuals to act. In
this vein, anonymity and pseudonymity facilitate the function of suicide
prevention and other support lines, “safe haven” boxes that allow people
to abandon unwanted babies,'® two-way mirrors during police lineups,
and tip lines for solving crimes or conveying information to authorities
(see fig.5).M!

For these same reasons, governmental offices along with mainstream
news organizations (such as the Guardian and the New York Times) and
alternative news outlets (such as the website WikiLeaks) promise to shield
the personal identities of whistleblowers who take great risks to reveal in-
formation about powerful actors.'? Likewise, anonymity and pseudonym-
ity are used to protect individuals in different legal contexts, as when law
enforcement agents promise future pseudonymity via witness protection
programs in exchange for testimony against a powerful defendant, or when
courts protect the personal identities of witnesses, victims, and perpetra-
tors alike due to their age. In general, when institutions (such as courts
or news media outlets) shield the personal identities of some actors due
to their age, they express the cultural notion that one can be too young
to be publicly identified with controversial experiences or held person-
ally accountable for their actions. In other cases, courts in various nations
shield the personal identities of judges and jury members “to protect them
from inappropriate influence (whether persuasion, coercion or bribes)
and retribution.”"?

Actors also use anonymity to act and express themselves in ways that
are deemed morally improper, offensive, seditious, or criminal. For ex-
ample, some use anonymity to express vulgar, racist, sexist, or otherwise
aggressive sentiments that they would likely keep quiet or disavow if their
personal identities were exposed. Likewise, both thieves and activists use
costumes and masks to protect themselves from retaliation by powerful
forces. Moreover, from the Scarlet Pimpernel to Batman, fictional super-
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FIGURE 5. Poster on a bus stop soliciting anonymous tips about crime. Seventh
Avenue and Union Street, Park Slope, Brooklyn. Photo taken by author.

heroes (who typically start out anonymous and later become pseudony-
mous) wear masks or otherwise shield their personal identities to protect
themselves from the social ramifications of vigilantism (Zorro, the Lone
Ranger, Kick-Ass), the threat of retaliation to friends and family (Spider-
Man, Daredevil), and the obligations and constraints that personal re-
lationships would otherwise impose. Illustrating a characteristic shared
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by all anonymous and pseudonymous actors, their cover representations
allow them to lead dual lives.

On the other hand, actors perform their need for protection. As they
obscure their personal identities to act and express themselves, they also
communicate something about the ways that power regulates behavior
and voice in their particular situations and circumstances. When nurses
who worked during the coronavirus pandemic shared their stories anon-
ymously via an online document, they not only revealed important infor-
mation about hospital conditions at the height of the pandemic, but also
demonstrated their fear of retaliation from hospital administrators.'* Like-
wise, in 2017, when women working in the media industry anonymously
shared experiences and levied accusations of sexual harassment and sexual
assault using an online document titled “Shitty Media Men,”** they not
only called attention to the pervasive character of such behaviors through-
out the industry, but also to the fact that they faced retaliation from power-
ful forces for telling their stories. Similarly, women in Saudi Arabia used the
anonymity afforded by computer-mediated communication, along with
pseudonymous representations via news media, to campaign against the
legal and cultural system of Saudi male guardianship. Engaging in com-
munication that risked harsh punishment, some of these women posted
anonymous photographs of themselves on Twitter, donning an abaya with
a niqab that covers both body and face, while standing in a nondescript
setting and holding placards (sometimes over their faces) displaying vari-
ous messages in protest of the system in which men are granted extensive
control not only over their lives and bodies, but also their voices.*®

By acting with anonymous and pseudonymous cover representations
in various situations, actors frame their actions and expressions as socially
stifled, personally repressed, stigmatized, incendiary, or otherwise in need
of protective cover, and thus more authentic and revealing of some deeper
and suppressed “truth.” In this regard, the hidden identity of an actor can
make the information they reveal seem especially illuminating and there-
fore more valuable.'” Thus, in a story published by Elle magazine, anonym-
ity offers us “an all-access pass to four men’s inner thoughts” and sexual
fantasies, as if anonymity makes the story more psychologically revealing
and honest.'® In another case, a pseudonymous author explained to aca-
demics who read the Chronicle of Higher Education that he was commonly
paid to write a variety of master’s theses and PhD dissertations for their
students.'® Without a pseudonymous cover, it is implied, the story would
have remained secret. With it, we have an honest confession. Consider
also the air of authenticity artists create when they shirk fame and embrace
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anonymity, thereby making their work seem more honest and prompting
us to “see them as more real.”?® In all of these cases and many others, the
hidden identity of the source shapes the extraordinary value of the con-
tent, which would not be exposed, it is implied, without the protection
of an identity cover.

Given their controversial character, the performances of protective an-
onymity are often multivocal; they convey different meanings to different
audiences. For example, one actor’s use of anonymity to attack another
might be seen as a courageous expression of truth that breaks through
repressive social constraints, or a cowardly assault that unjustly violates
cherished moral principles. An anonymous financial contribution might
be perceived as a noble and selfless act or a cunning attempt to manipulate
a situation. The pseudonymous blogger who wrote and interacted online
as Shpitzle Shtrimpkind while questioning and eventually leaving her Ha-
sidic Jewish community might be seen as a role model by those critical
of ultra-Orthodox life, while simultaneously being viewed as a dangerous
heretic by those who remain committed to her former worldview.?! Like-
wise, while it was “for fear of retaliation” that former employees of a pow-
erful media corporation spoke to the press anonymously to reveal details
about the political affairs of their former employer,?* the employer likely
viewed their anonymous actions as a treacherous betrayal. Indeed, the
very character of the protection afforded to the performer(s) depends on
one’s standpoint in relation to the anonymous act.

Conflicting perspectives on the protective character of such anony-
mous acts often sync with legal and scholarly debates about the merits and
pitfalls of anonymous speech.** Proponents of anonymous speech, spoken
or written, point out that anonymity allows ideas that would otherwise be
suppressed to flourish, facilitating the expression and discovery of truth.
In two landmark US Supreme Court cases, Talley v. California (1960) and
McIntyre v. Ohio Elections Commission (1995), the court ruled that anony-
mous political speech is protected under the Constitution’s First Amend-
ment for this very reason.”* As Supreme Court Justice John Paul Stevens
stated in his majority opinion for McIntyre v. Ohio Elections Commission,
“anonymity” can serve as “a shield from the tyranny of the majority”**
Thus, “anonymous speech has, in general, enabled individuals to avoid
persecution in climates of oppression.”?® Furthermore, proponents of
anonymous speech point out that when we detach ideas and actions from
personal identities, we also obscure the various statuses individuals carry,
allowing us to judge ideas and arguments on their own merit, untainted
by the biases of various social inequalities. In this vein, positing an “equal-
ization phenomenon” or “equalization hypothesis,” some have argued that
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the disembodiment made possible by computer-mediated communica-
tion has a leveling effect among users, which allows for greater freedom
and equality of expression.?’

However, as those who are leery of anonymous speech point out, ano-
nymity can also facilitate harmful communication and behavior, including
hate speech, libel, public shaming, bullying, doxing (publishing another
individual’s personal or private information online as a form of harass-
ment or intimidation), flaming (making aggressive, insulting, or incendi-
ary comments online), and trolling (the practice of intentionally inciting
discord online by antagonizing and provoking others), as well as various
other types of deceptive or criminal communication, such as blackmail
or terroristic threats.”® In his dissenting opinion to the McIntyre ruling,
Justice Antonin Scalia argued that anonymity effectively protects indi-
viduals who engage in deceptive “uncharitable and uncivil expression”
by “eliminating accountability, which is ordinarily the very purpose of
anonymity.”>® Proponents of such a position often argue that this lack of
personal accountability effectively undermines the core virtues of deliber-
ative speech in a democratic society.>® Moreover, the protections afforded
by anonymity and pseudonymity also facilitate the exploitation of vulner-
able others. Alfred Moore offers a cogent summary of the debate about
anonymous speech, writing, “The discussion of anonymity and delibera-
tion has repeatedly circled around two contradictory normative positions.
One is that anonymity is valuable because it enables expression free from
fear of repercussions. The other is that anonymity is destructive because
it enables expression free from fear of repercussions.”!

From a sociological perspective, which transcends the frame of this
normative debate, acting and speaking with a hidden identity is not in-
herently positive or negative. Rather, one’s assessment of any anonymous
act depends on one’s standpoint in relation to the performance at hand,
and to the particular situation that the anonymous actors are working to
define with their actions and expressions. As we will see with the various
cases discussed below, when actors use protective cover representations to
shield their personal identities, they animate the very dynamics of social
control that they evade. In the process, they use anonymity and pseud-
onymity to create characters, make meaning, and define various situations
and circumstances by virtue of their covered and protected state.

Concealed Authorship and the Performance of Elena Ferrante

In the world of literature, many writers have published anonymously or
pseudonymously to protect themselves (and occasionally others) from
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the consequences of their work, or inversely to shield their work from
judgments that might result from their open authorship. “The motivations
for publishing anonymously,” Robert J. Griffin argues, “have included an
aristocratic or a gendered reticence, religious self-effacement, anxiety over
public exposure, fear of prosecution, hope of an unprejudiced reception,
and the desire to deceive,”** all of which involve some intention to guard
against the consequences of unwanted social attention. For example, one
reason Charlotte Bronté published as Currer Bell was to curb the unset-
tling pressures of public recognition.*® Likewise, Mary Ann Evans pub-
lished as George Eliot in part to deflect attention from “her scandalous
social situation,” which involved living with a married man.** Lord Byron
reportedly published his satirical poem Don Juan, which some deemed
morally scandalous, anonymously so that it would not be used against
him in divorce court.®® A similar desire to avoid moral and political re-
prisal likely motivated the author of the 1554 Spanish novella The Life of
Lazarillo de Tormes and of His Fortunes and Adversities, which was critical
of the Catholic Church and ruling aristocracy in Spain, to remain anony-
mous.?® Eric Arthur Blair is said to have adopted the pseudonym George
Orwell “to spare potential embarrassment to his parents” who “could have
been distressed” by the contents of his early autobiographical account in
which he describes his experiences as “an out-of-work drifter and penni-
less tramp.”’

Others published anonymously simply to hedge their bets with a first
book or poem, protecting themselves from potential public humiliation
in case the work flopped, or when using a literary form from which they
wished to distance themselves in order to protect their social status.*® As
some cases of anonymous authorship imply, protective anonymity can
serve “as an insurance strategy” or “a mechanism for managing . . . risk”
when the consequences of publication are simply unknown.*® Thus, those
authors and other artists who appear to have used pseudonymity as a stra-
tegic way to establish their fame*® can only appear to have done so in retro-
spect. Prospectively speaking, when such actors set out on their course,
they have no idea how their work will be received. If they are ultimately
celebrated, artists can then reveal their personal identities and frame their
prior pseudonymity as a matter of ego modesty. However, if the work
flops, which is more likely, they can keep their personal connection to
the work hidden “with no effect on . .. reputation one way or the other.”*!

Discussing the question of authorship, Michel Foucault argues that an-
onymity only became a marked and conspicuous phenomenon in the early
modern era.*” Prior to this period, stories circulated anonymously with-
out much concern for naming an individual author. However, with new
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understandings of storytelling as intellectual property, new legal practices
of copyright, and the growing commercialization of text, the idea of au-
thorship became significant in new ways. The practice of designating and
defining authorship became a way for audiences to “characterize the ex-
istence, circulation, and operation of certain discourses within a society.”
In this moment, “literary anonymity” became “a puzzle to be solved.”*?

For Foucault, we construct authors via our engagement with texts and
“the subject,” or author, is ultimately “a complex and variable function of
discourse.”** Thus, on the one hand, Foucault helps us to see that audi-
ences imagine and define authors according to socially and historically
rooted processes of comprehending words and stories. However, on the
other hand, Foucault fails to adequately acknowledge the performative
capacity of authors. Whether they choose to expose or obscure their
personal identities, authors are performers who actively work to create
meanings with their texts and their authorship. Those who publish anon-
ymously or pseudonymously for protective reasons use their chosen cover
representations to frame their work as something that merits the personal
obscurity of its author, who is deemed significant at least in part because
of this personal obscurity. They actively cultivate a public mystery around
their true personal identities, one that often defines and enhances their
literary reputations.

The renowned contemporary Italian novelist Elena Ferrante is well-
known for her pseudonymity as well as her passionate defense of her per-
sonal obscurity. The literary critic James Wood described her choice to
hide her personal identity as “wisely self-protective” given the “intensely,
violently personal” nature of her work.** While Ferrante initially decided
to hide her personal identity because, in her own words, she “was fright-
ened at the thought of having to come out of [her] shell,”*® she soon de-
veloped a number of other reasons that reinforced her commitment to
a protective pseudonymous posture. Echoing Mary Ann Evans/George
Eliot, who “feared being constructed by the popular media” and sought
to prevent her “personal life” from serving as a lens for “public interpre-
tations of her novels,”*” Ferrante’s reasons evolved to include “hostility
toward the media” which “invents the author,” shifting attention away from
the written work itself and focusing instead on “the author’s reputation”
and “‘external’ credentials” while imposing a “demand for self-promotion”
that “diminishes the actual work of art.”*® Thus, Ferrante argues that her
hidden identity is essential to the purity and integrity of her craft. Like
Charlotte Bronté, whose pseudonymous cover as Currer Bell served as
“a kind of creative principle—what allowed her to make life into fiction”
and became “a sign of creative defiance,”*’ Ferrante states that both the
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process and product of her writing are shaped by, and would not be the
same without, her protective pseudonymity.

Indeed, according Ferrante, her cover representation frees her to write
by detaching her words from her self.’° Regarding the “absence” of her
personal identity over the course of her pseudonymous career, Ferrante
comments, “What has never lost importance for me, over these two and
a half decades, is the creative space that absence opened up for me. Once
I knew that the completed book would make its way in the world with-
out me ... it made me see something new about writing. I felt as though
I had released the words from myself.”>! Thus, without the constraints
imposed by personal identity, Ferrante argues, the author can live through
the text alone and nothing of her personal self can muddle the reader’s
relationship with that text, nor should it. Many of her fans agree. “The fact
that Ferrante has chosen to be anonymous,” writes Alexandra Schwartz of
the New Yorker, “has become part of [the] contract” between author and
readers, “and has put readers and writer on a rare, equal plane” where they
can “meet on an imaginative neutral ground, open to all.”** This imagined
equality and connection stems from the fact that the author’s hidden per-
sonal identity allows her to make her otherwise personal and exceptional
voice more generic, creating an everyoneness that allows readers to more
easily share in, and identify with, her storytelling. In this way, Ferrante
is seen to be like Sir Walter Scott, who also made “the places he knew
seem known to his readers,” and whose “anonymity was a way of turn-
ing . . . personal experience into impersonal fiction.”** In Ferrante’s case,
her work contains strong themes of “disappearance” and the “erasure” of
self, whether through violence or other difficult life circumstances, along
with the “manipulation” or “cancelation” of identity, and she enhances
these themes with her passionate pseudonymity in ways that invite her
readers to relate.>*

However, many of the characteristics of personally identified author-
ship that Ferrante repudiates are actually vital to her performance of
pseudonymous authorship as well. “True miracles,” Ferrante wrote to her
publishers before the release of her first novel in 1991, “are the ones whose
makers will never be known.”* Yet Elena Ferrante is quite well-known.
Only the personal identity of the individual behind the pseudonymous
cover is obscured, and it is obscured with effect. Ferrante, as a complex
author-character with a history, has a reputation via the string of novels
and other writings, including interviews and personal letters, that she has
produced and published over the course of three decades. Despite her
critical position on the media, she has a media-generated image, which is
progressively enhanced, perhaps mostly, by the mystique of her personal
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identity and the controversies that have ensued when some try to unmask
her.*¢ Regardless of the author’s intent, there is great value in the mystery
and meaning she creates with her pseudonymity. Furthermore, a quick
glance at Ferrante’s website will reveal that the author, in league with her
publishers, is certainly engaged in the work of authorial promotion, de-
spite the fact that the identity being promoted is split from her personal
identity.

The author known as Ferrante wields her cover representation and the
very fact of her hidden personal identity, along with her expressed reasons
for hiding it, as a character frame that imparts meaning to her work. In
other words, she creates, uses, justifies, and defends Elena Ferrante to code
her writing as authentic and pure, free from the corruption and pollution
of market and media-driven authorial fame and publicity. She also uses her
pseudonymity to call attention to her text—to foreground and elevate it as
she creates her authorial persona via its public circulation. As she performs
her pseudonymity, she uses it to perform the meaning of her text and its/
her relationship to audiences of readers. Upon reading the opening note
of an interview with Ferrante, conducted by her publishers Sandro and
Sandra Ferri in 2015, I was struck by how the entire affair was directed by
Ferrante, who determined the setting of the interview and supervised the
final organization of the text.>” Her publishers worked with the author
as a performance team to produce and release the interview, which con-
veyed many of Ferrante’s views on the importance of her pseudonymous
authorship, just before the English-language release of The Story of the
Lost Child, the fourth and final novel of her Neapolitan series. Thus, Fer-
rante presented her views on her concealed personal identity, and several
other matters related to her writing, just in time to frame the meaning
of the words in the book for her audience of readers. While serving as a
protective pseudonym, Elena Ferrante is every bit as much a performative
literary act.

Social Ethics of Anonymity

In many cases, individuals shield their personal identities, or obscure the
identities of others, to conform to ethical standards and moral norms.
These standards and norms are rooted in different communities and in-
stitutions that determine how, why, and when the masking of personal
identities serves a valued social purpose. In some of these cases, even when
the personal identities of actors are privately known or knowable, partici-
pants in the scene cooperate to ignore them and protect them from public
revelation. Understanding how such social ethics of anonymity operate
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is vital to grasping the performance and impact of hidden identities in
various domains of social life.

ANONYMOUS ALTRUISM AND CHARITY

Not all acts of protective anonymity shield actors from negative attention.
By separating their personal identities from their charitable or kind behav-
iors, some use anonymity to “escape adulatory attention”® and thereby
enact the selflessness at the core of an ethic of altruism. Of course, such
protection is of a different character than the protection one seeks from
threatening circumstances, but it is protection nonetheless, in this case
from a type of personal credit that threatens to undermine or destroy the
purity of one’s good deed. This link between anonymity and the goodness
of charitable acts is a common ethical principle, one established in Jewish,
Christian, and Islamic doctrine. The Jewish tradition of tzedakah, a righ-
teousness that takes form as charitable giving, was regarded by the rabbi
philosopher Maimonides to be of a higher ethical level when done anon-
ymously as opposed to publicly.’® Likewise, the New Testament book of
Matthew states, “Be careful not to do your ‘acts of righteousness’ before
men, to be seen by them. . .. So when you give to the needy, do not an-
nounce it with trumpets. .. do notlet your left hand know what your right
hand is doing, so that your giving may be in secret.”®° In this scripture,
the segregation and secrecy of the act (metaphorically represented by the
division between the actions of the right hand and the knowledge of the
left hand) creates the information control necessary to render the deed
anonymous and therefore truly righteous. A similar principle is expressed
by a verse in the Quran, which states that giving “to the poor privately is
better for you, and will absolve you of your sins.”®! Capturing a similar
point, Georg Simmel discussed “the case of the noble individual whose
subtle shame makes him conceal his best in order to not to have it remu-
nerated by eulogy and other rewards; for, otherwise, he would possess the
remuneration, as it were, but no longer the value itself.”*> By compartmen-
talizing his virtuous deeds, and thereby separating them from his personal
reputation (his “eulogy”), Simmel’s “noble individual” keeps his deeds
truly good and possesses them on some ethically pure level. Likewise, de-
scribing this concealment as necessary to the purity of righteousness in the
Christian tradition, Hannah Arendt argued that “the moment a good work
becomes known and public, it loses its specific character of goodness, of
being done for nothing but goodness’ sake,” and “goodness must go into
absolute hiding and flee all appearance if it is not to be destroyed.”®®
Beyond purifying the altruistic act, anonymity can also protect do-
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nors “from additional demands” and from “advertising their wealth.”%*

Whatever the motivation might be, anonymous charity is typically marked
in contrast to gifts that result in one’s name being printed in a bulletin
or inscribed on the face of a building.** However, while individuals who
give anonymously shirk a public recognition attached to personal iden-
tity, anonymous giving itself is often announced, praised, and publicly
celebrated for its particular quality of goodness. In this regard, recipients
and others can advertise anonymous donations to establish the quality of

a particular charity to future donors,

or simply to elevate the principle
that anonymous giving is truly noble. Thus, for example, representatives
from Toronto’s Centre for Addiction and Mental Health publicly praised
an anonymous donor for giving one hundred million dollars in 2018, call-
ing the gift a “phenomenal act of generosity, courage, trust, foresight and
leadership.”®” While reporting on an anonymous donation to an animal
shelter, one journalist subtitled her post, “There are good people in this
world!”®® The renowned musician Prince was publicly praised after his
death for his long-standing habit of anonymous giving.%” Recognition af-
ter death voids the anonymity of the giver but protects the ethical charac-
ter of anonymous giving as the altruistic donor can no longer personally
benefit from public recognition.

The ethics of anonymous altruism establish a meaningful framework
for its character as a performative act. While charitable actors can use their
named donations as a “signal” to others that they personally carry a certain
social status or class standing,”® anonymous donors signal valued humil-
ity with their contributions. As they shield their personal identities, they
enact and convey cultural and moral meaning with their anonymous char-
ity. Consider the case of one anonymous benefactor who deems himself
“Secret Santa.” In December 2018, this individual, who has been defined
as a “wealthy businessman,” recruited a homeless man as a third-party
proxy to pass out hundred-dollar bills to anyone who stopped to “pay him
some attention” while he was panhandling.”* Such an act, which inverts
the charitable dynamic between giver and receiver while rewarding the
behavior of those who initially showed generosity or care to a needy indi-
vidual, was also carefully staged and coordinated for television news cam-
eras and then edited and packaged for a public audience. The homeless
agent and surprised recipients are all drawn in to serve as characters in a
carefully scripted narrative with both plot and moral, a modern enactment
of a Christian ethic of charity during the Christmas season. Furthermore,
like anonymous authors, artists, and whistleblowers, many anonymous
philanthropists are known to be the person behind the act by friends, fam-
ily, associates, or others in their closest networks, which likely boosts their
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reputations among those in their close social circles, not only because of
their generosity, but also specifically because they shirked public recog-
nition.”” While this particular “Secret Santa” remains anonymous behind
his panhandling proxy, his face cast in shadows or turned away during his
televised appearance that is publicly available online, he is likely known to
his entire performance team, which appears to include many local officials
and other accomplices. Even if and when an anonymous donor manages
to make a gift without any other person linking the gift to their personal
identity, such an act can still be performed for one’s self or one’s God. In
such cases, one’s self-as-audience can serve as the evaluator of one’s self-
as-righteous-actor. Furthermore, from the perspective of the believer, God
is also watching and judging. After Jesus’s instruction, as conveyed in the
book of Matthew, “not to do your ‘acts of righteousness’ before men, to
be seen by them,” he states, “Then your Father, who sees what is done in
secret, will reward you.””® Likewise, the Quran instructs anonymous givers
that “Allah is All-Aware of what you do.””*

THE SCREENED CONFESSION AND THE MASQUERADE

As with many of the cases I have already discussed, protective anonymity
allows actors to reveal potentially compromising information while de-
taching it from their personal identities and reputations. For this reason,
both confidentiality and anonymity are core principles of the traditional
Catholic ethic and practice of confession, which is facilitated by the private,
partitioned, and screened confessional booth. Before the early thirteenth
century, confession “was not individual but collective.””® The practice of
confession was used to openly address problematic social actions that de-
viated from standards of acceptable behavior and were thus seen as causing
a rift between the sinner and the Church as community. When Catholic
authorities privatized the sacrament, they shifted focus “from the social to
the personal” and “interiorized the notions of sin and repentance.””® With
his design and formal introduction of the confessional box in the sixteenth
century, Archbishop Charles Borromeo gave material and practical form to
the Church’s increasing focus on deeply personal revelation.”” Writing for
the Institute for Sacred Architecture, John J. Coughlin notes, “The tradi-
tional confessional . . . serves to safeguard the inviolability of the seal of the
Sacrament of Penance,” which “functions to ensure the faithful that they
may freely confess their sins and receive God’s forgiveness without the dan-
ger of public revelation by the confessor.””® In this sense, the confessional
booth, with its closed doors or curtains, is a structural expression of an
ecclesiastical emphasis on privacy and confidentially. By concealing one’s
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expressed sins from a public audience, it encourages confessants to speak
otherwise unspoken personal truths. Indeed, the words “confess” and
“confidential” share the Latin root prefix con (derived from com), which
means “together, with,” conveying the shared and yet exclusionary nature
of what is said in the confines of the booth.”

However, in another sense, the visually obstructive screen or grate that
separates authoritative clergy (as confessor) from the confessant, when
used, allows for an additional layer of protection that manifests as an in-
teractive anonymity during the ritual process.®® Simultaneously shielding
the face of both confessor and confessant, the screen renders individual
confessants as anyones, obscuring and leveling their otherwise meaningful
personal identities and accentuating their general status as sinner under
the jurisdiction of the religious community. In addition, the screen likely
functioned at times to make the confession box similar to a contempo-
rary anonymous crime tip line, making it easier for confessants to expose
neighbors and family members as they probed the depths of their own
infractions. In our contemporary era, it also protects the priest from know-
ing the personal identity of anyone who confesses a serious crime, and
therefore from any legal obligation to report such a confessant to state
authorities.®' Moreover, Catholic authorities also use the anonymity of
the screen to depersonalize the priest’s power and authority so that any in-
dividual priest can stand in persona Christi— as general proxy for God and
light.?> The barrier gives the priest the freedom and power to transcend
his personal identity and assume an impersonal and omniscient status as
avoice of God. With regard to his mortal personal identity, he, also, could
be anyone. Thus, while the anonymity of confessants frees them to reveal
sin, the anonymity of the priest-as-confessor enhances his confessional
authority along with his interpretive, proscriptive, and remedial power,
allowing him to steer the confession ritual more freely and forcefully.®®

The anonymity of the confessional screen is replicated and enhanced
today by the computer screen when religious authorities hear confession
online.®* Such online confessionals can even be automated, allowing one
to confess one’s sins to a generic authority that offers ready-made pen-
ance and absolution according to the type and degree of sin one con-
fesses.® A protective anonymity of confession is also enabled by an array
of physical and online platforms where individuals confess intimate and
secret details of their lives to a public audience, such as the website and
various affiliated exhibition spaces of the PostSecret project.®® In such
“intimate economies,”®” individuals anonymously share all kinds of other-
wise private and deeply personal information, revealing “I smoked crack,”
“I faked a miscarriage,” “I made my dog go down on me,” or “I am ad-
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dicted to Internet Porn,” to list just a few examples.®® Such confessants are
anonymous to their audience, and their audience (an amorphous public
at large) is mostly anonymous to them. The anonymous format of such
projects shapes, and perhaps enhances, the performative character of the
confessional utterance, which is typically shocking in its directness and,
in the case of PostSecret, often presented on an artistic background de-
signed by the confessant for the purpose of framing the emotionality of
the revelation. In the words of one commenter, many online confessions
manifest “as a live performance of sin,” which is a big part of what makes
“this confessional worth peeking at.”®’

In a similar sense, the traditional Catholic confessional box not only
enables the articulation of sin, but actually frames (structurally and per-
formatively) and defines what sin is to practitioners. The act of performing
confession in such a private and screened manner actively codes sin in its
antithesis to those thoughts and activities that we openly declare and will-
ingly link to our personal identities. Sin is a hidden inner truth that must
be revealed despite our resistance to its revelation,”® a resistance that can
be overcome with the protective negation of personal identity. However,
even when a screen is used, the personal identity of the confessant might
be known to the confessor (and vice versa). In a more general sense, the
screen provides an important structural expression of a cooperative ethic
of anonymity that is infused into the social performance and interactive
practice of the confession by the players themselves, who tactfully avoid
or ignore personal identity as a matter of normative value. In such cases,
the personal identity of the confessant is socially ignored even if privately
known so that the ritual becomes depersonalized, which allows the sin to
be the matter of concern rather than the personal identity of the sinner,
and the generic ritual interaction with God and general reconciliation
with the Christian community to be stressed rather than one’s personal
relationship with the individual priest behind the screen. The individual
confessant is not besmirched by the otherwise damaging revelation, but
purified. Personal identity and reputation remain unscathed.

In a similar vein, the masquerade mask protects one from the stigma
associated with taboo actions and expressions, but in this case frames
such actions and expressions as frivolous play or contextually confined
and acceptable deviance, enabling activity that would otherwise not occur
for the embarrassment, shame, or other degradation it would impart to
the actors involved. Masquerade masks, with their roots in carnivals that
created a temporary breach of the normative social order,* carry a cul-
turally rich meaning that actors creatively mobilize when they use them
to shield their personal identities at a party or festival. By using these rich
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symbolic covers, in all their ornate variations, actors create a particular
type of interactive dynamic, one rooted in a shared spirit of ambiguity and
ajovial “challenge to categories of identity.”®* In this case, performances of
anonymity are typically reciprocal as multiple people wear similar masks,
which allows for a leveling of social status that would otherwise shape
interactions.

Taking a famous and telling theatrical example, a masquerade ball
provides the protective time and space that allows Romeo and Benvolio
to attend a Capulet party under cover of their masks, and such masks
facilitate Romeo and Juliet’s first meeting and strong attraction, which
famously defies the boundaries of their families’ rivalries. After their
encounter, Romeo is shocked to learn of Juliet’s identity as a Capulet.
Likewise, after learning of Romeo’s personal identity and family affili-
ation, Juliet cries, “My only love sprung from my only hate! Too early
seen unknown, and known too late!”*® Her exclamation carries the con-
tradiction of the scene; her love for Romeo was sparked when she saw
him cloaked in an anonymity that split his personal identity from their
encounter. The context of the ball protected him from the impression she
would have otherwise formed if his personal identity and family affiliation
were exposed.”* As with Shakespeare’s setting, masquerade parties give
participants permission to ignore personal identities and thus the social
categories and statuses they signify, allowing for a freedom of interaction
that would otherwise be restricted if personal identities were publicly
exposed and openly acknowledged.’®

Yet this freedom of interaction stems from the social and cooperative
ethic of anonymity and norms of identity play that individuals create with
their masks in these particular settings. The ethic of the masquerade party,
like that of the confessional, is utterly social and performative. Even when
the identities of actors who don masks at a party are known to one an-
other, which is common, their mutual and simultaneous wearing of masks
carries the meaningful impact of this device as a tool that both shields
personal identities and enables otherwise risky, or risqué, expressive ac-
tivities. Thus, in eighteenth-century Venice, where masks were a common
fashion accessory even outside of carnival, “the identities of maskers were
often known.”*® However, “in general, maskers did not address one an-
other by name,” and, furthermore, “to strip someone of his mask was a
supreme insult,” even when one recognized another mask wearer.”” Using
such masks in a festive context, actors practice a shared ethic of anonymity
that allows them to behave and interact in the breach of personal identity,
and to thereby maintain an alternative social order— one that is separate
from the reality of their everyday lives.”®
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THE IMPARTIALITY OF IMPERSONALITY AND THE
PERFORMANCE OF ACADEMIC EVALUATION

We can take a similar approach to better understand official rules of as-
sessment and procedures of evaluation that require the anonymity or
pseudonymity of actors to protect against biases that stem from preju-
dice, favoritism, or fear of retaliation.”® In such cases, actors are not simply
unknown, but rather actively and purposefully depersonalized to perform
social ethics of impartiality, fairness, and/or privacy.

For example, by anonymizing applicants, contestants, or examinees
who compete for some valued reward, we express the principle that the
evaluation of individuals’ performances and achievements should not be
influenced by their personal characteristics or any prior personal relation-
ship with the evaluator. Nor should our evaluations be affected by ascribed
statuses such as race, ethnicity, gender, class, age, physical disability, or
perceived attractiveness.'® We create and use such depersonalizing pro-
cedures to level the playing field, treating others (who are often made to
be generic “subjects” or “candidates”) as impersonal anyones in order to
focus our perceptions and judgments on the performances and products
we evaluate. The FOX network’s television show The Masked Singer, an
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elaborate version of the more conventional screened audition,
how anonymity can focus attention and hone judgment on one variable
(vocal performance, in this case) while generating mystery and specula-
tion about the person behind the mask. Likewise, judges in NBC'’s pro-
gram The Voice turn their backs to the contestants (via rotating chairs)
during the initial round of evaluation. In the same vein, contributors to
the contest to design the Vietnam Veterans Memorial in Washington, DC,
were anonymous, focusing the panel of eight judges on the quality of the
design proposals alone. After a decision was rendered, the contributor
of the winning design was revealed to be twenty-one-year-old Maya Lin,
an undergraduate student at Yale University at the time. Given the con-
troversy that ensued when Lin’s personal identity was revealed—which
brought her Asian ethnicity, her age, and her undergraduate status to the
fore of public attention—it indeed seems that the initial anonymity of the
process was important to shield against biased assessments. Lin’s design
may not have been chosen, it is implied, if Lin herself was attached to
her submission. Such institutionally mandated shielding procedures also
apply to anonymous admissions protocols, anonymous grading systems,
and anonymous tryouts of various types.

Alternatively, when we obscure the personal identities of those who
conduct the evaluations, we express the notion that they should not face
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retaliation or reward for voicing their opinions, and that depersonalization
thereby purifies their assessments, rendering them more honest. Such a
principle shapes our reception of the evaluations conducted by anony-
mous literary, art, and food critics.'®* It also provides the rationale for
gathering anonymous feedback from a discrete and particular constitu-
ency (as with anonymous course evaluations at colleges and universities)
and from broader communities and publics at large (as with opinion polls
and large-scale surveys). Furthermore, the notion that obscuring personal
identity renders evaluations more honest explains why anonymous and
pseudonymous online review platforms (such as Rate My Professor) are
widely used by consumers looking for information about a particular
product, service, or institution.’®® In such cases, anonymity allows for
critique without fear of retaliation, but perhaps more significantly, with-
out the social embarrassment or shame that might otherwise come with
criticizing someone more directly and openly, an act that often blemishes
the social face of both the criticized and the criticizer (as would also occur
in cases that involve excessive or inappropriate praise).'** By shielding the
evaluator from such an interpersonal and emotional force, anonymous
reviews allow individuals to speak freely. However, anonymity might also
facilitate both critical and supportive communication that is unwarranted,
and which would otherwise not occur if evaluators were held personally
accountable for their comments.

We create and use systems of anonymous assessment to shape the
meanings of our evaluative acts. By removing personal identities from the
evaluative process, anonymizing agents establish the sense that they are
accessing pure information that might otherwise be unavailable or tainted.
They thereby perform the legitimacy of their evaluations and judgments.
For example, the “double-blind” peer-review system used by many aca-
demic journals (one in which authors are anonymous to those who as-
sess their papers, and the reviewers are also anonymous to the authors)
is widely regarded as a method of ensuring fair and impartial assessment
of academic scholarship according to the standards of a scholarly com-
munity.'® However, this system of anonymous review is also, and more
generally, “a legitimating resource” that “functions as a ‘strategic ritual’
which lays a general foundation for journals to claim credibility and le-
gitimacy.”!°® Journal editors use this system of protective anonymity to
perform the scientific integrity of their platform while justifying their own
authoritative decisions as gatekeepers in the process.'”’” Likewise, student
evaluations of college and university faculty are often deemed “a more
accurate representation of teaching performance” when student evaluators
remain anonymous.'®® However, researchers have shown that this sys-
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tem of anonymous evaluation can produce racist and sexist assessments,
ratings that vary by the age and perceived personal attractiveness of the
faculty member under review, and critical evaluations based on receiving
fairly assigned but poor grades.'® Despite the fact that anonymous stu-
dent evaluations of faculty do not really measure the quality or effective-
ness of teaching, and despite other increasingly obvious problems with the
procedure, college and university administrators continue to use them to
legitimate their judgments and decisions regarding faculty performance.

The protective character of anonymity is also one of the primary rea-
sons for rules requiring the anonymization of human subjects in scholarly
or scientific research. Academic Institutional Review Boards (IRBs) and
other agencies establish procedures mandating the anonymity of human
subjects in order to shield research participants from potential harms and
biases that might stem from linking the characteristics exposed by research
to their personal identities. However, these rules and procedures often
create a “false promise of anonymity” and therefore lead well-meaning
researchers to vastly overstate the protections they offer.''® In many cases,
supposedly anonymized data are quite linkable to personal identities.''!
With regard to ethnographic research in the social sciences, despite the
default practice of using pseudonyms to disguise the identities of human
subjects and communities, researchers often expose information that
can be used to identify people and places simply by publishing deeply
insightful, nuanced, and revelatory ethnographic accounts.''? Identify-
ing subjects can be especially easy for “knowledgeable community insid-
113 suggesting “that anonymization is likely to be most problematic
precisely where it would be most useful—at the local level—and that it
can do little to protect the identities of participants from intimates and
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associates or from . . . the very people likely to be in positions to react or
retaliate against them.”''* The rise of modern internet connectivity and
the ease with which we can search for information compounds this issue,
especially insofar as it allows curious readers to link “private information
(conveyed in an interview under guarantees that research participants’ real
names will not be used)” with “public information out there for anyone to
see”!!3 Thus, although they often craft detailed protocols to anonymize or
pseudonymize the people they study, scholars and their IRBs are primarily
performing an ethic of protective anonymity without any guarantee that
the personal identities of research participants will not be connected to
the stories that scholars tell about their lives and activities.

One way to strengthen the anonymity afforded to ethnographic re-
search subjects might be to “dissemble our descriptions of individuals” by
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altering “gender, class and ethnicity” or other variables key to a subject’s
identity."'S Cases in which a researcher is studying an especially vulner-
able population might merit such “extensive masking.”'!” Catarina Frois
resorted to such measures when studying twelve-step recovery groups.''®
Alice Goffman also employed such extensive measures in her now quite
famous study of individuals living a “fugitive life” in an inner-city neigh-
borhood. To protect her subjects from retaliation, not only did Goffman
change the names of individuals and places, but she also altered other as-
pects of people’s identities, the details of certain situations, and the tempo-
ral sequencing of events. Her deep commitment to protective anonymity
led many critics, some of them anonymous themselves, to question the
veracity and legitimacy of her analysis.!'® Furthermore, the anonymiza-
tion of research subjects might also protect researchers who study violent
or dangerous populations from being targeted by those subjects who feel
threatened by exposure.'*° However, despite careful and extensive mea-
sures, reporting anything distinctive about a subject’s comments and /or
actions still risks exposing their personal identities to peers, authorities,
or even strangers.'?! When readers are made aware that such details have
been changed, they might try to decode the covers the ethnographer has
constructed. Ultimately, the anonymizing mandates and protocols of our
academic Institutional Review Boards seem best suited to protect colleges
and universities from liability, rather than protecting research participants
from harm or supporting researchers who face possible retaliation or legal
intervention.'??

Furthermore, as “a representational strategy with interesting ontolog-
ical and political implications,”**
or pseudonymizing human research subjects can have serious conse-

the scholarly practice of anonymizing

quences for the integrity of an analysis.'** Abiding by “the canons.. . . of
ethnographic ethics,” which “seemed reasonable and necessary” when
conducting and publishing his research, Charles L. Bosk altered a crucial
characteristic of identity for one of his subjects in a way that ultimately
narrowed the range of interpretations that readers might develop with re-
gard to an important situation.'*> While studying the surgical department
and training program of a major university-affiliated hospital (pseudon-
ymously deemed “Pacific Hospital”), Bosk detailed the deliberations of
“the promotion meeting at which surgical faculty [met] to decide the fate
of second-year surgical residents.”*?¢ In his initial account, Bosk described
how members of the surgical faculty argued that one particular second-
year resident, who Bosk referred to with the pseudonym “Dr. Jones,” was
not only ill-suited to be a surgeon, but also unfit to practice medicine at all.
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They cast doubts on Jones’s mental health, questioned whether or not the
resident was “on drugs,” and argued that Jones was unable to take criticism
or even hold a constructive conversation. All the while, Bosk referred to
Jones (like all of the other surgical residents and all of the faculty) as a
man. In fact, as Bosk admits many years later, in an “Amended Appen-
dix” to the 2003 edition of the 1979 book, “Jones was the sole female in
the cohort of surgical residents [he] observed.”**” Initially, Bosk changed
Jones’s gender to ensure a protective anonymity. As the only women in
the program, accurately ascribing gender would have revealed her personal
identity."*® Thus, standards of anonymization, as Bosk retrospectively
points out, not only blocked any potential interpretation of the situation
with reference to Jones’s gender, they also “offered more protection to
the surgeons of Pacific Hospital than [they] did to Jones,” left the analysis
“theoretically impoverished,” obscured the culture of sexual harassment
at the hospital, and otherwise rendered a serious problem invisible and
an important critique impossible.'?’

When qualitative researchers pseudonymize their participants, they
perform their own ethical standing as researchers and define their reports
as legitimate works of social science rather than journalism or some other
form of storytelling. Furthermore, pseudonymization allows researchers
to breathe more freely with regard to their own interpretations and repre-
sentations of the people and communities they study—a measure of self-
protection against pressures and anxieties related to the accuracy of their
interpretive work.'3® After all, by using cover identities to obscure their
subjects’ personal identities, the researcher could be writing about anyone.
While the relationship between the scholar and informant, or the scholar
and community, will often be quite personal, the relationship between
author and pseudonymous character can become impersonal and generic,
perhaps, as Nancy Scheper-Hughes argues, leaving ethnographers “too
free with [their] pens, with the government of [their] tongues, and with
[their] loose translations and interpretations of . ... life.”’3! Moreover, “giv-
ing people or places pseudonyms and strategically deleting identifying in-
formation turns them into usable examples or illustrations of generalizing
theoretical categories,” which allows the researcher to use the subject as
a “stand in for social classes, ethnic groups, genders, institutions, or other
theoretical constructs.”'*? Thus, by masking the individuals and places
they study, ethnographers effectively make them generic and therefore
representative of other cases.'** In sum, while their promises to shield per-
sonal identities can never be guaranteed, ethnographers use procedures
of pseudonymization to perform a variety of ethical and representational
meanings that are central to their scholarship. Most fundamentally, ano-
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nymity and pseudonymity are tools that many scholars use to define their
scholarly standpoints and craft their theatrical assessments.

Anonymous Communities and Forums

Anonymous communities and forums involve multiple people who co-
operate to obscure their personal identities as they gather with common
purpose. Such groups come together for different reasons, but all of them
maintain a culture of reciprocal anonymity or pseudonymity that shapes
patterns of interaction, norms of attention, and practices of information
control in group settings.'** Whether cohering in physical or virtual space,
participants create a protective refuge to share their experiences, tell sto-
ries, discuss issues, express feelings, or otherwise communicate with one
another while avoiding stigma and other consequences that would likely
result from their comments and revelations.’*® Even though, in some
cases, participants might be able to personally identify others, and in cer-
tain situations some may reveal identifying information, most shield their
own personal identities while actively ignoring or showing indifference
to the personally defining characteristics of others. They also monitor
one another’s compliance with these group values and contextual norms
(which can be, but are not necessarily, explicitly defined).*3¢

Such communities and forums often take form as alternative lifeworlds,
or “liminoid” zones.'®” For Victor Turner, the liminoid refers to times and
places set apart from the mainstream social order, “along the margins, in
the interfaces and interstices of central and servicing institutions,” where
participants escape many of the constraints they face in their day-to-day
lives. They are “independent domain[s] of creative activity” and “settings
for all kinds of freewheeling, experimental cognitive behavior as well as
forms of symbolic action” that often have a “subjunctive” character.'*®
Because those who participate in anonymous communities and forums
temporarily act in the breach of their personal identities, where they can
escape many of the pressures that personal identification places on their
performances in other venues, they are able to bring new identities and
patterns of behavior to life, along with new narratives, memories, and defi-
nitions of social events and experiences.'*® Thus, such communities and
forums can be “empowering, liberating, and transformative.”'*° However,
by shielding their personal identities, the participants of such communi-
ties and forums also reinforce the notion that the content of their com-
municative activity is risky or problematic. They often enact and re-create
the very stigma and marginality that led them to obscure their personal
identities in the first place.
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ANONYMOUS THERAPEUTICS AND
THE CASE OF ALCOHOLICS ANONYMOUS

Some anonymous communities and forums are primarily therapeutic.
Such groups provide participants with a social space to express their vul-
nerability (along with suffering, fear, loneliness, and other related emo-
tional states), seek support for a problem they would otherwise deny or
keep secret, and perform support for others by relaying their own experi-
ences.'*! These include and array of addiction and recovery organizations
(also known as twelve-step groups) such as Alcoholics Anonymous, Nar-
cotics Anonymous, and Al-Anon (for family members and loved ones of
people suffering from addiction and substance abuse). They also include
various groups that address other issues based on the twelve-step /recovery
model, such as Co-Dependents Anonymous,'*> Sex Workers Anonymous,
Debtors Anonymous, Racists Anonymous, and many more.'** Today, the
anonymity and pseudonymity afforded by computer-mediated commu-
nication allows for a wide variety of therapeutic communities and forums
with either explicit or implicit cultures of anonymity or pseudonymity to
cohere online. These include groups of self-identified survivors of child-
hood sexual abuse and other traumatic experiences, individuals who have
abandoned a major religious affiliation, those who are embracing a new
sexual orientation or gender identity, and many others that facilitate the
sharing of deeply sensitive, painful, or traumatic issues."** On a funda-
mental level, “the strategic use of anonymity on the Internet” offers “a vital
form of self-protection from potential perpetrators”*** and other agents
of social control, which is crucial given that those who share personal
stories online may not be safe, or be able to freely discuss their concerns,
in their physical environments and communities. The publicly acces-
sible character of such online spaces also allows for an enhanced degree
of “anonymous spectatorship”'*
allows anyone to anonymously discover the space and its participants’ sto-
ries, which may enhance their impact but also puts participants at greater
risk of being personally identified by outsiders who recognize the details

and therefore a broader social reach. It

of their accounts. In all of these cases, the anonymity or pseudonymity
practiced by the group allows participants to create a transcendental or
transformative space where they can freely experiment with new identities
while redefining their situations and experiences.

The prototypical anonymous therapeutic and recovery community
is Alcoholics Anonymous (A.A.). The anonymity referred to in the pro-
gram’s name stems from the normative routines and interactive practices
that define its meetings and events—what Norman K. Denzin calls “the
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social worlds of recovery”'*” As with other anonymous communities
and forums, A.A. uses anonymity and pseudonymity to form a protec-
tive space that frees participants to express themselves in ways that they
wish to separate from their personal identities.'** In addition to the stigma
carried by addiction itself, meeting participants commonly engage in “talk
that in ordinary conversation would be defined as displaying a ‘loss of
face’” This includes “crying, the revelation of deviance while under the
influence of alcohol, discussions of bouts of insanity, mentions of crip-
pling fears or depressions, and talk of failures in marriages and social rela-
tionships.”'*° New participants quickly learn they are expected to shield
their own personal identities and avoid the personal identities of others
in various ways —most basically by refraining from using or asking about
last names or other identifying information."*° The use of a first name
on its own has a generalizing, pseudonymous quality.'>! Moreover, first-
name-only policies do not require that the first name used be the first
name legally and otherwise associated with one’s personal identity. More
generally, participants enact a “double wall” of avoidance'**—a “don’t ask,
don’t tell” practice with regard to personal identity—along with a moral
imperative to never expose someone as a meeting attendee outside of the
context of the meeting (which would break the segregation of identities
at the heart of the anonymous culture).'** Furthermore, the social archi-
tecture of the meeting spaces, often tucked away in church basements or
otherwise secluded from the public, helps to bring the anonymity of the
group to life.

During A.A. meetings, which are usually held in person but increas-
ingly offered online (a practice enhanced by the COVID-19 pandemic for
many recovery groups), attendees are encouraged and ultimately expected
to share their life experiences while shielding their personal identities,
which generalizes their accounts and allows participants to focus on what
they hold in common. In the process, participants assume the general
identity of “alcoholic” Often referring to one another as “A.As,”*>* the
alcoholic thus becomes a depersonalized anyone rather than a unique in-
dividual.'*s In the widely known (and sometimes parodied) conventional
A.A. introductory line, “My name is , and I'm an alcoholic,”
the stigmatizing yet generic identifier (alcoholic) is uttered and embraced
while the personalizing feature of a last name is avoided. In practice and
performance, the term “alcoholic” stands in for a last name. By ritually
deleting and replacing the surname with a shared signifier, participants
experience the recovery community as a type of family.'*® Furthermore,
the formulaic character of the impersonal introduction (as indicated by
the blank space in my illustration above, which can be filled with any first
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name) provides a common framework that facilitates and defines the
shared character of the confessional revelation, a revelation that “sets the
stage for subsequent constructions of the self” to fall in step with a shared
interpretive framework and recovery narrative.'s”

Like other anonymous communities, A.A. is a particular example of
the “reinventive institutions” discussed by Susie Scott.'*® Participants
use anonymity and pseudonymity to engage in ritualized performances
of self-reflexive transformation during meetings where the shared identity
of “alcoholic” is embraced and applauded despite being stigmatized in
other settings. However, while telling their stories under the protective
covers of anonymity and pseudonymity, A.A. members simultaneously
convey their need for protection, defining their shared condition as a
matter of shame or embarrassment on some basic level. Thus, as “mem-
bers . . . renegotiate their identities” in line with collective norms, they
simultaneously reproduce and institutionalize the group itself.'>® They
both comply with and ritually reaffirm the need for A.A’s foundational
Twelve Steps and Twelve Traditions, which establishes anonymity as “the
spiritual foundation™®° of the community and all of its practices. Indeed,
the group holds that each participant “takes part in the weaving of a pro-
tective mantle which covers our whole Society and under which we may
grow and work in unity.”*®* Such a culture of anonymity not only protects
individual members, but also protects the group itself as an alternative

world of meaning and a sanctuary of sobriety and recovery.

COMPUTER-MEDIATED ANONYMOUS FORUMS

The evolving capacities of computer-mediated communication have led
to a radical proliferation of anonymous forums of various types.*s> On-
line forums can allow for either synchronous or asynchronous interaction
among disembodied participants who may be anonymous or pseudony-
mous, and who may be acting with one or multiple cover representations.
Many also provide a platform for individuals to communicate in view of
public or semi-public audiences that are made up of equally anonymous
others (including co-participants and spectators). Thus, such forums of-
ten function as “alternative publics”*%*—parallel spaces of dialogue and
debate that have “a distinctive discursive character” due to the ways par-
ticipants collectively shield and avoid personal identities."** While “true
technical anonymity” may not exist in many online forums (because web-
site operators typically log the IP addresses of their users), the interactive
“culture of [such sites] revolves around the idea of anonymity,” which
functions as a strong social imperative.'®*
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Online anonymous forums include various crowdsourcing or infor-
mation-sharing sites that cater to particular populations, such as those
where medical doctors share cases that confound them and ask for input

from one another,'%¢

or sites where individuals on the academic job mar-
ket share information about job searches while expressing frustrations,
anxieties, and opinions about various matters in their field.'s” Yik Yak,
an anonymous social media application, allows anonymous forums to
temporarily form according to users’ geographic proximity. Anonymous
forums also include much larger multifocal online venues such as 4chan
(the now quite famous anonymous internet imageboard that as of this
writing claims over twenty million unique monthly users and around one
million posts per day),'%® and Reddit (a well-trafficked pseudonymous
online discussion site that claims over 430 million “average monthly ac-
tive users” and over 130,000 “communities”).'%’ Both 4chan and Reddit
are structured around different topical subforums or thematic discussion
threads where participants focus on particular issues or themes such as
current events, video games, food, sports, sex, pornography, and much
more.'”? Certain anonymous networking spaces are also rooted in the
more amorphous “dark web” (where individuals can anonymously inter-
act for various purposes, especially to engage in illicit activities).'”* These
include sites that function as “cryptomarkets” where anonymous individ-
uals (who often use digitally encrypted code names, or cryptonyms, and
cryptocurrencies) buy and sell illegal drugs or other contraband.'”?

In the tradition of carnival and masquerade, some online anonymous
forums allow participants to performatively engage in play and fantasy, or
act outlandishly and even aggressively in ways they wish to keep divorced
from their personal identities. In his cogent and illuminating discussion of
4chan and similar forums as “Internet masquerade,” David Auerbach de-
scribes the unique patterns of interaction and style of communicative be-
havior within such anonymous forums as “A-culture.”*”® In line with other
anonymous communities and forums, Auerbach notes that A-culture can
simultaneously involve both shame and pride. Creating what amounts to
a counterpublic or parallel world, participants perform the shame in their
acts by virtue of the fact that they hide their personal identities, and their
pride by virtue of their reclaiming and glorifying behaviors that would
otherwise be shameful. This peculiar combination of shame and pride can
provide for a sense of exceptionalism (which Auerbach recognizes as “elit-
ism”) among participants, as “the individual stigma that someone might
feelis replaced by a collective stigma belonging to the entirety of A-culture,
as sites like 4chan are branded cesspools of hate and obscenity—to the
delight of many of their participants.”'”*
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While much communicative interaction in these anonymous forums is
focused on particular topics or themes, the underlying culture allows for
and even encourages obscenity, trickery, trolling, various forms of crude
humor and fictitiousness, maliciousness, and other deviant acts that can
be captivating, engaging, and ultimately cohesive in effect. As Abigail E.
Curlew argues with regard to the anonymous forums facilitated by the
social media app Yik Yak, a “dampening of disciplinary power” experi-
enced by participants in such forums “is often associated with a prolifer-
ation of vitriolic behavior,” including comments that are racist and sexist
in nature.'”> However, above all, Auerbach argues, “A-culture is a space
for playing with unrestricted notions of identity and affiliation and for
the establishment of a private set of in-jokes and references” that bind
participants together as equal members of an alternative community.'”®
While trolling, obscenity, hate speech, and other aggressive acts are com-
mon, along with rampant “suspicion” and “a general sense of unreality,”
these dimensions of A-culture are all brought to life by the identity play
enabled by anonymity. “The world” of the anonymous forum becomes “an
immensely large playground” that is “carefully regimented and circum-
scribed,” a world that “is distinct and detached from the real one””” The
protective covers of anonymity and pseudonymity spur the creation of
such parallel social worlds, where people who would not otherwise come
together gather to say and do things they would not otherwise say and do,
performing new versions of self and enacting new realities that are split
from the mainstream social order.

Anonymous Consumption and Exchange

Some products and services are purchased and consumed by individuals
who obscure their personal identities to protect themselves from shame
and embarrassment, evade punishment, or simply avoid unwanted social
attention. Whereas Thorstein Veblen defined “conspicuous consumption”
as a “means of reputability” for the wealthy leisure class, a way of openly
demonstrating one’s social status or membership in an elite group,'”®
we can think of anonymous consumption as a way of splitting one’s use
of certain products or services from one’s personal reputation and social
standing. People often purchase or consume commodities and services
like pornography, prostitution, certain health and sanitary goods, medi-
cations, certain books, illicit drugs, and various other products, both legal
and illegal, in an anonymous fashion. The less exposed and susceptible to
personal identification, either via social recognition or record keeping,
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the more likely consumers may be to purchase certain products such as
condoms'”® or books,'*° for example.

For these reasons, some industries establish normative protections that
shield their patrons’ personal identities.'®! Therefore, while medicines for
depression and erectile dysfunction must be prescribed by name to par-
ticular individuals who consume them (leaving a relatively permanent
record that renders their personal identities traceable), official HIPAA
(Health Insurance Portability and Accountability Act of 1996) rules of
confidentially and privacy, combined with normative patterns of avoid-
ance and discretion, allow the consumption of such medications to be
relatively anonymous in most cases. When delivered via physical mail,
taboo merchandise like pornography or incontinence products are often
contained in discreet envelopes. Likewise, retail stores that deal in sexual
or pornographic material often lack windows (or cover them).'®?> Such
covered windows create a dual effect; they protect passersby from acciden-
tally seeing what they might not want to see, but also allow consumers to
shop while shielded from a more public gaze—a measure of privacy that
facilitates a protective anonymity while shopping. Furthermore, as the dis-
play in the Babeland window pictured in figure 6 suggests, such protective
covers can send a contradictory message that promotes pride in its overt
communication while simultaneously conveying shame in its obstructive
design. In a similar vein, various online markets facilitate anonymous con-
sumption while also providing forums for consumers to unabashedly yet
anonymously discuss their tastes and preferences.'®?

The distinction between anonymity and personal identifiability in
commerce calls our attention to the different social characteristics of trans-
actions that involve cash and those that involve credit or bank debit,*®* as
well as the differences between transactions conducted while physically
co-present with others and those that take place online or are otherwise
mediated by a third party. While cash is generic and universal and there-
fore can be used without leaving a traceable record,'®’ it is most often
used when the parties engaged in the transaction are present in the same
physical space. Consumers and sellers (who see and are perhaps known
to one another) are likely to be more personally exposed at this level of
physical interpersonal exchange. Alternatively, credit cards are unique
and particular, leaving a relatively permanent record that can typically be
linked to the personal identity of the consumer. However, credit cards and
other account-based means of purchasing goods facilitate more distanced
transactions that can occur by physical mail, over the phone, online, or via
some other form of mediated communication, thus depersonalizing those
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FIGURE 6. Despite its unambiguously sex-positive and proud message, the store
Babeland, which specializes in sex toys, obscures its windows. Bergen Street, Park
Slope, Brooklyn. Photo taken by author.

transactions at the level of interaction. In other words, different payment
systems allow actors to anonymize themselves in different ways, in relation
to particular audiences in different situations. Today, online commerce
facilitates a practical anonymity by providing a technologically mediated
cover for buyers and for the producers and distributors of the goods and
services they consume, rendering transactions more automated and im-
personal.'®¢ However, computer mediation also makes surveillance more
routine and facilitates personal profiling through detailed activity tracking
and record keeping. To block such personal exposure, cryptocurrencies
such as Bitcoin blend the anonymizing characteristics of cash and digital
commerce by allowing consumers to make electronic payments that are
not linked to personal accounts. Rather, Bitcoin transactions and stored
Bitcoin currency are linked to pseudonymous alpha-numeric keys called
“Bitcoin addresses,” which can be unique for each transaction. While the
record of all transactions is public and transparent, the IP addresses and
personal identities of spenders and receivers are not part of this record,
allowing users to obscure their personal identities and evade the forces
and technologies of electronic surveillance.'®’

In many cases of anonymous consumption and exchange, third parties,
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such as business owners and website operators, serve as intermediaries
who protect personally identifying records and other information. In such
cases, either buyer or seller or both may remain anonymous to the other
and to the outside world. When purchases are made online using a pseud-
onymous cover, the web platform or email server technically serves as a
third-party actor that shields the link between a buyer’s and/or seller’s
cover representation and their personally identifying account information
or IP address.'®® Such is also the case when individuals make purchases
via a corporate account, or by other types of legally established proxies
such as trusts and “private associations” that shield their personal iden-
tities.'®® The anonymous purchasing of real estate can be accomplished
through a limited liability company (LLC), for example. Likewise, some
auction houses preserve the anonymity of buyers and sellers. In the case
of Tattered Cover, Inc. v. City of Thornton (2002), the Colorado Supreme
Court ruled in favor of a bookstore owner demanding to protect the per-
sonal identities of her customers. Siding with the plaintiff, who argued
that disclosing the personal identities of book buyers to state authorities
“would have a substantial chilling effect” on the purchasing and reading
of books, the court recognized anonymity as vital to the free consumption
of information."®® However, while many third parties promise to guard
their clients’ personal information, such promises are often not totally
fail-safe. As we witnessed with the 2015 Ashley Madison data breach, in
which information personally identifying the users of a website facilitating
extramarital affairs was stolen by hackers and published online, measures
of protective anonymity are always somewhat violable and precarious.

Actors adopt a range of practices and use various structures, relation-
ships, and technologies as they work to achieve anonymous consumption
and exchange in different situations. In the process, they protect them-
selves for different reasons but also reinforce the social imperative to ob-
scure personal identity. The message is that one needs to hide to consume
certain products and services and while engaging in various relationships
of exchange.

Exploiting Protective Anonymity

Deceitful actors can exploit the architectures, technologies, rituals, and
policies that afford protective anonymity by using them to commit fraudu-
lent acts. Acting behind protective covers, they can spread misinformation
for various opportunistic purposes. For example, any individual might
exploit the protections of anonymous crime tip lines to falsely accuse a
personal enemy and/or shift the attention of authorities away from the
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actual perpetrator of a crime —just as those who made anonymous denun-
ciations during the Spanish Inquisition, or those who post accusations in
anonymous online forums today, might very well be taking advantage of
the protective cover afforded by the situation to make bogus claims while
dodging personal accountability. In fact, the ease with which a deceitful
or malevolent actor can assume an anonymous or pseudonymous cover
online, along with “the speed with which reputations can be made and
altered” over the internet, creates fertile ground for the exploitation of pro-
tective anonymity for various harmful purposes.'®" In a similar fashion, an
individual researcher or reporter, or alternatively one of their informants,
might exploit academic or journalistic policies that shield the personal
identities of sources in order to circulate false or misleading information,
whatever their reason may be. Because this potential for manipulation
or deceit is a feature of anonymity in general, a particular type of trust is
required of the audience to an anonymous performance. Thus, the value
and effectiveness of anonymous sources in the news media depends on the
extent to which readers trust the media outlet, the reporter, and, via their
professional vetting, the anonymous source as well. In any case, audience
members will trust in the validity of an anonymous act or expression only
when they imagine that the actor behind the cover representation is gen-
uine and sincerely represented.

Likewise, one might exploit the anonymity or pseudonymity of on-
line review platforms to damage the credibility of a business competitor
(which is a particularly deceptive type of libel) or to falsely inflate the
positive reputation of one’s own business (an illegal practice known as
“astroturfing” because of the false positive impression it creates).'** Sim-
ilarly, students may use their anonymous course evaluations or online re-
view platforms for various reasons that stray from an honest assessment
of the course and its instructor.'®® The protective covers of anonymous
evaluation allow for false claims that are particularly insidious because
they capitalize on our normative assumptions that anonymity allows for a
more truthful account of a reviewer’s actual experiences. In a similar vein,
political candidates have sent anonymous mass mailings that besmirch
and undermine their opponents while bolstering their own campaigns,
creating the false impression that the communication comes from some
unaffiliated member of the public or some “grassroots” association.'** In
all such cases, deceitful actors exploit the widespread perception that pro-
tective anonymity facilitates the articulation of suppressed truths in order
to promote a lie or mischaracterization that can positively or negatively
misrepresent the target of the action.
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In other cases, snooping actors can opportunistically exploit cultural
assumptions about, or promises of, protective anonymity to gather other-
wise inaccessible personal information for their own gain, or in order to
publicly expose others who believed they were acting in a protected space
or forum. Consider the ways that anonymous and pseudonymous archi-
tectures allow snoops, voyeurs, and spies to slip in undetected. For ex-
ample, anyone might step behind the screen in the confessional to assume

%5 or use a pseudonym to join a support group and

the role of confessor,
assume the role of participant, thus acquiring access to the privileged in-
formation revealed by others in these seemingly protected confines. The
protective characteristics of anonymity are not just available to individuals
seeking refuge from various social threats, but also to individuals seeking
to perpetrate harm—to those who want to engage in deceitful activities
or otherwise attack or malign others while avoiding personal account-
ability for their actions. In this vein, the protective cover representations
afforded by computer-mediated communication can allow criminals to
extract personal information from their marks in order to manipulate or
exploit them in various ways. Even before the internet, some exploited
the protective anonymity of telephone hotlines for their own nonconsen-
sual sexual gratification.'®® In all such cases, actors perform anonymity or
pseudonymity in ways that are misleading, often at the expense of others
and for their own benefit.

Conclusion

In all of the various cases I have explored throughout this chapter, which
cover a wide variety of circumstances and situations occurring at different
times and in different places, actors use anonymity or pseudonymity for
protective purposes. Whether obscuring their own personal identities, the
personal identities of other people, or both, they work to bring otherwise
suppressed behaviors, sentiments, and perspectives to life. In the process,
such actors also perform the social and cultural dynamics of protection,
animating and dramatically defining normative forces of power and social
control as they work to evade these forces. In many cases, as actors bring
protective anonymity to life, they express deeply rooted social ethics or
principles associated with personal privacy, equality, and fairness, or the
need to shield vulnerable people from retaliation by more powerful forces.
However, while achieving voice that would otherwise remain muted, ac-
tors who perform protective anonymity often reinforce the stigmatized or
marginal character of the actions and sentiments that they dissociate from
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personal identity, bolstering the notion that people must hide to be heard,
be obscured to be seen, and generally protect themselves from personal
association with certain issues, conditions, and behaviors.

Whether involving individual or cooperative efforts, performances of
protective anonymity illustrate the thoroughly social, relational, and sit-
uationally contingent character of our hidden identities. Anonymity and
pseudonymity are always brought to life by actors working in particular
times and places to define situations for their audiences. As they use their
various cover representations to obscure their personal identities, they free
themselves to animate ideas and sentiments that they would otherwise re-
frain from expressing—to define various situations and circumstances by
virtue of their covered and protected state. Given the freedom associated
with this protected form of expression, the meanings of anonymous acts
are often subversive in that they challenge or undermine dominant norms
and perspectives in various ways. I explore this subversive character of
anonymity, and further discuss how performances of hidden identities can
be rooted in social dynamics of contention and power, in the next chapter.
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Subversive Anonymity

Q.is everybody. We don’t know who particularly Q is; Q is a movement.

QANON SUPPORTER at a “Blue Lives Matter” rally in Brooklyn, New York'

We are everywhere.

2

Q

In late October 2017, someone identified as “Q Clearance Patriot” (now
simply known as “Q”) began posting conspiratorial and often cryptic
political messages in the anonymous internet forum 4chan. This actor
claimed to be a high-level Washington insider holding a level Q security
clearance.® Q further claimed to be strategically leaking sensitive informa-
tion about Donald Trump’s ongoing efforts to expose and arrest an “evil
corrupt network of players” (often referred to as the “Deep State”) who
routinely subvert American democracy.* Q was purportedly using 4chan
“to drop crumbs” of information while adding that, in its entirety, “the
truth is mind blowing and cannot fully be exposed.”®

Over the next three years, the actor (or multiple actors, as some claim)
known as Q used three online forums to post thousands of messages.®
During this period, and especially during the first year of the COVID-19
pandemic and the political drama surrounding the 2020 US presidential
election, the movement of believers known as QAnon grew from a small
network to a relatively significant popular crusade.” This growing com-
munity of followers viewed messages posted in the name of Q, or “
drops,” as coded revelations, and they used various social media sites to
share their interpretations.® Many of these followers claimed that Qs posts
were a calling to true “fellow patriots” to support the political leadership
of Donald Trump as he worked to liberate the United States from a mor-
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ally corrupt cabal that includes highly ranked Democrats, well-known
Hollywood personalities, and other powerful figures. Some of these ne-
farious elites, some QAnon followers believe, engage in Satan worship,
child sex trafficking and pedophilia, and the murder of children to extract
and consume a rejuvenating chemical derived from the adrenaline in their
blood.” The overall QAnon narrative uses a Christian apocalyptic theme
to spur political revolt, prophesizing the victory of righteous forces fight-
ing against the forces of evil,'® culminating in “the storm” (the mass arrest
and imprisonment of Deep State agents) and “the great awakening,” where
evil will be defeated and faithful followers will be rewarded with a free and
glorious new world order.'!

The case of QAnon shows how actors can perform anonymity and
pseudonymity in subversive ways. On one level, any actor masquerading as
Q subverts identity itself. The pseudonymous cover “Q” allows an actor to
escape the constraints and transcend the limitations that personal identity
would otherwise impose (whomever that person may be). However, on
another level, pseudonymity allows that actor to bring a subversive char-
acter to life. Pseudonymity facilitates the performance of a noble insider
with special knowledge, a concerned rebel who is taking great risk to re-
veal deeply important “truths” for the purpose of undermining a powerful
and corrupt machine and awakening a righteous mass army. As Adrienne
LaFrance has argued, “The story of Q is premised on the need for Q to
remain anonymous,” and “QAnon adherents see Q’s anonymity as proof
of Q’s credibility.”*? In other words, Q’s subversion of personal identity
enables this mysterious actor’s politically, morally, and culturally subver-
sive acts. Furthermore, Q’s pseudonymity also allows followers to imagi-
natively project themselves into the Q moniker, to collectively claim the
character identity of Q, as when supporters echoed the famous scene from
Stanley Kubrick’s 1960 film Spartacus by holding signs that read “We are
Q” at Donald Trump rallies.'® It allows them to universalize their shared
moral and political standpoint, as when supporters describe Q as “every-
body,” or when Q claims to be “we” and “everywhere,” as in the epigraphs
to this chapter. Such a sense of collective identity is further evident in the
QAnon slogan “Where we go one, we go all.” Using the Q cover represen-
tation as a claim to collective authority, movement adherents have worked
to subvert long-accepted and mainstream ways of thinking about politics.
In the name of Q, they have striven to undermine the legitimacy of the
US political system and mainstream social institutions and to encourage
subversive actions that have sometimes been violent and illegal.*

In this chapter, I explore the ways that individuals and communities
perform anonymity and pseudonymity to engage in subversive acts.
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Taking the protective dimensions of anonymity discussed in chapter
2 as a given, I focus on how actors obscure their personal identities to
suspend, undermine, and otherwise subvert established interpersonal,
cultural, political, and moral norms. In the process, such actors typically
bring alternative meanings and counternorms to life. The protective and
subversive dimensions of anonymity are inseparably intertwined. Recall
three cases addressed in chapter 2 with regard to the protective character
of anonymity: the nurses who risked administrative backlash in order to
share frontline stories of the COVID-19 pandemic anonymously online,
the women working in the media industry who anonymously exposed
rampant sexual harassment by powerful male colleagues and employers,
and the Saudi women who campaigned anonymously against the system
of male guardianship in their country. All of these actors also perform
anonymity subversively, using it as a means to critique and undermine
status quo inequalities and systems of power while expressing alternative
values in the process. This subversive dimension of anonymity requires
our distinct attention if we wish to more fully understand the performance
and impact of hidden identities in these and many other situations.'’
Philip Zimbardo was among the first to systematically explore the link
between anonymity and the subversion of social norms. For Zimbardo,
who was concerned with destructive and violent actions that occur during
protests and riots, anonymity promotes “deindividuation,” which he de-
scribed as a psychological state in which individuals lose their sense of
personal identity and become detached from the social forces that hold
them in check.' Deindividuation often precipitates “antisocial behavior,”
or “behavior in violation of established norms of appropriateness,” Zim-
bardo argues, because it occurs during “conditions [that] minimize self-
observation and evaluation as well as concern over evaluation by others.”!”
In an important experiment, he found that people who were anonymized
(those who were required to wear hoods and oversize lab coats while the
experimenters refrained from using their names) acted to deliver longer
painful electric shocks to others (accomplices to the experiment who were
pretending to be shocked) compared to those whose faces were exposed
and personal names were used. In other words, anonymity led to increased
aggression and willingness to harm others, as primarily measured by the
duration of the shocks experimental subjects believed they were deliver-
ing to other human beings.'® Claiming that his experiments shed light on
social unrest and upheaval, Zimbardo argues that “where social conditions
of life destroy individual identity by making people feel anonymous,” one
will see a “great expenditure of energy and effort directed toward shatter-
ing traditional forms and institutionalized structures.”'® For Zimbardo,
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anonymity is linked to “chaos” and the “darker side” of human action and
expression,®® to a “loss of control over one’s own behaviour,” a “loss of
rationality,” and a general disruption of social norms.*!

Over the past few decades, some social psychologists have rightly crit-
icized Zimbardo and other classical deindividuation theorists for relying
on “a desocialized model of the self.”*> These researchers have developed
and advanced a Social Identity model of Deindividuation Effects, or SIDE
model,>® arguing that “anonymity does not produce a loss of identity so
much as a switch to or an increase in the salience of social identity in group
contexts.””* In other words, those who experience obscured personal iden-
tities in group contexts often conform to and express norms rooted in
those groups, rather than acting without reason or against social norms
altogether.”® Thus, anonymity is not antisocial. Rather, anonymity and
pseudonymity can free individuals and groups to break norms and resist
powerful social forces by spurring them to assert alternative social norms
and values that would otherwise remain muted.?®

While helping us to understand how anonymity detaches individu-
als from various forms of social control, both classical deindividuation
theorists and SIDE researchers typically treat anonymity as an imposed
“input variable”?” —as a social condition that produces psychological and
behavioral changes, one that they attempt to create in laboratory settings.
Moving beyond the limits of both frameworks, I stress the ways that anon-
ymous actors creatively perform subversive anonymity and pseudonymity
as they actively work to make meaning in the world. Such actors design
and wield their anonymity and pseudonymity to subvert identity itself in
creative ways that allow them to confront, alter, or transcend some nor-
mative part of the social order, including normative relations of power.
In the process of subverting social norms, they actively make alternative
meanings with their anonymous acts. Even when actors use anonymity
and pseudonymity to perpetrate harm, to voice hateful or discriminatory
attitudes and viewpoints, or to engage in aggressive or destructive behav-
ior (the types of behavior that concerned Zimbardo), they are subverting
some order of social norms and values while bringing counternorms and
alternative values to life. In this vein, for example, those who objectify
women in anonymous online forums, “treating them as mere sets of body
parts, mere appearances,” use their anonymous covers to animate deeply
rooted ideologies of misogyny.*® Such anonymity is subversive not simply
because actors use it to escape social control, but rather because actors
use it to violate mainstream civil norms by performing alternative be-
haviors and values, thereby creating an alternative openly aggressive and
misogynistic social order in their online forum, one that has “real-world
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consequences for . . . women.”*® Even anonymous acts that promote dis-
cord and destruction also typically facilitate some form of cohesion and
construction insofar as subversive actors give life to alternative ways of
understanding and being in the world.

In order to more fully understand the social dynamics of subversive
anonymity, we must explore how individuals and communities use their
cover representations to performatively express certain beliefs, ideologies,
values, moral sentiments, and feelings while undermining others. In this
regard, authors and visual artists of different genres and time periods have
obscured their personal identities for various subversive purposes. Subver-
sive anonymity is also evident in the masked performances of masquer-
ade and carnival when participants embrace that which is conventionally
regarded as deviant or taboo.*® Likewise, political dissidents throughout
history have acted behind various cover representations to accomplish
their subversive aims. The subversive quality of obscured personal identity
is evident in the French term for pseudonym, nom de guerre, the literal
translation of which is “name of war,” which establishes an etymological
connection between pseudonymity and “guerrilla” activity, a theme I will
discuss with regard to both art and political protest. Only by analyzing
subversive anonymity as performance in all such cases can we grasp how
actors use cover representations to animate alternative and rebellious
meanings in their contexts and situations.

Subversive Art and Literature

For the producer of any text or work of art, the act of obscuring one’s per-
sonal identity involves a fundamental subversion of contemporary norms
that govern the ways we attribute authorship and define the connection
between a creation and its creator. In our reading of visual art, fictional
literature, music, poetry, autobiography, philosophy, or political propa-
ganda, we often see the meaning of the work, and the social performance
more generally, as directly related to the identity of its author. We wish
to know the author in order to fully comprehend the work, which we
attach to the social standpoint, moral orientation, motive, and other char-
acteristics of those who create.’! By obscuring their personal identities
and often establishing an air of mystery in the process, anonymous and
pseudonymous artists and authors sabotage this process in different ways.
Furthermore, they use their cover representations to buck rules, express
alternative meanings, or promote subversive values with their work.

For example, by adopting the common pseudonymous signature “By
a Lady,” early eighteenth-century female authors were able to speak more
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freely and subversively to an audience of women, “to and for a group of
sympathetic readers, but speaking against the appropriate norms.” In other
words, they adopted the gendered yet generic title “Lady” in order to
subtly undermine norms of gender expression and communication, thus
achieving “subversion through the mimicry or ironic performance of the
cultural expectations of the dominant group in power.”*? In the nineteenth
century, Charlotte, Emily, and Anne Bronté published under the names
Currer, Ellis, and Acton Bell, choosing these first names because of their
gender ambiguity (rather than their gender specificity). Beyond simply
subverting their own gender, they consciously subverted gender itself as
a part of the mystery they sought to cultivate with their work.** When
Charlotte published Jane Eyre as Currer, such a consciously ambiguous
cover representation provided “an invitation to speculate about the sex of
the author,” and many marveled at, or simply rejected, the possibility that
the author was a woman.** Likewise, when Mary Ann Evans published
anonymously early in her career, she created an “ambiguously gendered
narrative voice” that led readers to “develop a sympathy that crosses gen-
der lines.”*® Later adopting the pseudonym George Eliot, she continued
to subvert gender norms of the literary world that shaped expectations
and interpretations of the contributions of women.*® As her “masculine
pseudonym was a claim to authority,”” Evans led readers to appreciate her
work when a conventionally female name may have been an obstacle to
their appreciation. In a similar fashion, the author born Amantine Lucile
Aurore Dupin, who sometimes dressed and lived as a man and at other
times as a woman, wrote as George Sand while publishing novels that ad-
dressed politically charged themes related to gender and class inequality
in nineteenth-century France, often centered around the constraints of
marriage. Dupin’s pseudonymous authorship expressed something of the
author’s “transgressive style of dress and behavior,” and further subverted
entrenched norms of gender identity as a literary accomplishment.?®
Different types of cases abound. Ralph Waldo Emerson’s 1836 book
Nature, which established the moral and practical foundations of tran-
scendentalism, was first published anonymously because it challenged
mainstream religious ideologies of nineteenth-century America. While
Emerson espoused the belief that God pervaded the natural world, he
simultaneously outlined the core tenets of a spiritual movement that un-
dermined the authority of (and ultimately spurred nonconformity with)
the dominant religious and governmental institutions of his day. Romain
Gary, the celebrated French novelist and winner of the 1956 Prix Goncourt
(the highest literary award in France) played with and subverted the im-
pact that his fame would have on the reception of his subsequent work



SUBVERSIVE ANONYMITY 73

by publishing under several pseudonyms. Gary won the Prix Goncourt a
second time in 1975, despite the fact that the rules prohibited the award
being given to any individual more than once, because he published his
1975 Goncourt-winning novel, La vie devant soi, under the name Emile
Ajar, a bogus identity he sustained until after his death. Gary’s ability to
play with multiple literary identities prompted an air of mystery around
his persona and character, and led some to define him as “the greatest
literary impostor of all time” or to raise questions like “Is Emile Ajar the
greatest writer who never lived?”*® In these and many other cases, authors
used anonymity and pseudonymity to perform subversive challenges to
dominant norms, values, practices, and/or rules.

Such a subversive anonymity is further evident in the case of graffiti
and related forms of street art, much of which is produced anonymously
or pseudonymously.** Pseudonymity is typically established when the
art is made with or in the form of a tag (an ornate moniker), or with an
established and recognized style. Grafhiti is often politically subversive
in its social contexts in that artists use it to call attention to issues and
causes that might otherwise remain “plagued with silence.”*' However,
it is also artistically subversive (insofar as graffiti challenges the definition
of art along with the structure of artistic authority and legitimacy in the
field), aesthetically subversive (in that it challenges the definition of what
makes for a visually appropriate and beautiful urban landscape), and le-
gally subversive (insofar as graffiti artists violate rules governing the right to
alter both public and private property, including bathroom stalls,** exter-
nal walls, streets, neighborhoods, semi-secluded and controlled spaces,*
or the natural landscape**). Thus, Jean Baudrillard described graffiti as
an “insurrection of signs”—a revolt against “the dominant culture” that
governs space and structures social relationships.**

While graffiti is inherently communicative and performative, its under-
ground and transformative character also makes it an ideal medium for
delivering subversive social critique and promoting social change.* For
example, activist-artists blended rich local themes with globalizing forms
when using graffiti to undermine the legitimacy of Hosni Mubarak’s pres-
idency during the 2011 Egyptian uprising.*” Others spread various sub-
versive messages by “chalking on the walls and pavements” in eighteenth-
century England,*® and some create graffiti today “to resist the capitalist
colonization of space in . . . Berlin”*® or to advance the cause of Puerto
Rican independence.’® Likewise, the artist known as Black Hand uses a
pseudonymous cover to play a subversive role in Iran, producing public
art critical of the state while bucking state censorship and legal defini-
tions of acceptable art in the process. In subversive acts that prefigured the
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Me Too movement, women at Brown and Columbia Universities graffitied
bathroom walls with the names of men they accused of sexual assault and
harassment, spurring public dialogues and changes to campus policies.>
In the Brown and Columbia cases, “graffiti are an alternative means of
expression for women.”>? In general, “graffiti can be seen as a parallel text
within a culture”? but also as a way of creating “alternative spaces.”** To
this end, in an unusual case, a group known as the “guerrilla grafters” co-
vertly graft fruit-bearing limbs onto public trees, effectively subverting and
transforming the normative distinctions between city and country, the
tamed and the wild, an urbanized environment and the natural world.>
The Israeli artist known as Dede Bandaid transforms urban structures
that would otherwise fade into the background, shifting our attention by
giving them new, visually marked meanings that are often absurd or out
of place.*® By “redirecting attention” and turning “non-places into places,”
graffiti “can also change our movement through a space . . . effectively
changing its experienced form and temporality,”” transforming the world
not only via its message, but also its form. In all of these cases, artists
obscure their personal identities in acts that reclaim and transform social
spaces. In the process, they subvert mainstream or dominant meanings
and promote alternative visions of the world in which they work.
Perhaps the most famous pseudonymous street artist in the world to-
day is Banksy, who uses his work not only to criticize war, police violence,
and policies that lead to climate change, for example, but also to subvert
the mainstream values of the traditional world of high art. In one 2003
performance designed to undermine the exclusivity of museum culture,
Banksy covertly hung various unattributed politically and culturally sub-
versive images in four mainstream New York museums—the Museum of
Modern Art, the Metropolitan Museum of Art, the Brooklyn Museum,
and the Museum of Natural History. He had previously pulled similar
stunts in London and Paris.>® Furthermore, by titling his 2010 film Exit
Through the Gift Shop, Banksy took a critical stand against the commercial
character of museum culture. In August 2015, Banksy opened his critical
exhibit Dismaland, a mock theme park that made use of a variety of artis-
tic techniques to lambaste the corporate character of the Disney brand.
In each case, Banksy pits his obscured identity and underground style
against the exclusivity and profit orientation that defines the dominant
institutions of art and culture. In the process, he promotes a subversive
artistic ethic as an alternative to the mainstream world of art—“a new art
world for a new audience, running alongside the existing world and now,
slowly but surely, within it.”>
Furthermore, Banksy often plays with the contradictions of being fa-
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FIGURE 7. Banksy image of a portrait artist sketching a masked person. Courtesy of
Pest Control Office, Banksy, Image from Banksy.co.uk, 2022.

mous in his pseudonymity (of being widely appreciated yet personally
unknown), a contradiction he expresses in his depiction of a portrait artist
sketching a masked subject (fig. 7). Portrait artists are known for capturing
the particular and distinctive aspects of a person’s face and/or body, as
illustrated by the portraits of various famous people in the background of
the scene. However, ski masks and balaclavas are used to obscure all dis-
tinctiveness in order to project a generic front. With the image in figure 7,
Banksy creatively illustrates the contradictory phenomenon of being dis-
tinctively unknown in the world.

In this sense, while the person behind the pseudonym (or “mask”) for-
goes personal fame, Banksy is world-famous for forgoing personal fame.*
His cover of pseudonymity (and the mysterious allure of someoneness it
fosters) has become an inseparable part of the artist’s rebellious character,
which is intertwined with the meaning, significance, and value of his art.
Thus, “anonymity, once a necessity, has become something of a marketing
tool” and has “created its own interest”s! By performing a well-known
character who is personally unknown, the mysterious vandal became an
international sensation.

Well before the rise of Banksy, the Guerrilla Girls collectively bran-
dished gorilla masks to criticize sexism inherent in the mainstream in-
stitutions of the art world.%* This anonymous collective of female artists
originally formed in 1985 to protest an exhibit at the New York Museum
of Modern Art for its male-dominated program,®® thereby criticizing the
gendered characterization of high art while simultaneously establishing
an alternative feminist voice in the field. The group also sought to subvert
the “class-bound” character of mainstream museums and galleries.®* In
1990 they published Guerrilla Girls’ Code of Ethics for Art Museums, which
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is an attack on the corporate and male-dominated nature of museum cul-
ture. Thus, the collective worked to “undermine the idea of a mainstream
narrative by revealing the understory, the subtext, the overlooked, and
the downright unfair”’% In the process of calling attention to the absence
of certain voices in the dominant institutions of the field, the group also
brought their own critical feminist art to life while individual members
reclaimed the names of dead female artists as pseudonyms. By breaking
mainstream norms and pushing an alternative artistic order, the Guerrilla
Girls subverted the gatekeeping “role of the curator and collector.”®

While Banksy produces his subversive art with a unique individual
pseudonym, the Guerrilla Girls have primarily performed as an anony-
mous group; the tributary pseudonyms used by members blend into their
anonymous collective front. Anonymity is not only the foundation of the
Guerrilla Girls” uniquely subversive and underground style, but it also al-
lows these activists to take a stand as and for women in general, demanding
more attention and recognition for women in their field while simulta-
neously shirking individual recognition in their activist performances. As
one member who uses the pseudonym Alma Thomas notes, the anonym-
ity of members primarily served “to maintain the symbolism of the Girls
intact”® as a collective movement. Thus, while Banksy primarily cultivates
a mysterious someoneness with his individual pseudonym, the Guerrilla
Girls primarily cultivate a feminist form of everyoneness with their shared
anonymity. The former allows for vicarious ego aggrandizement—the per-
formative promotion and celebration of an alternate individual identity.
The latter involves ego deprecation—a minimization of individualism via
the accentuation of a mass and amorphous community. Such ego dep-
recation, as I discuss in the following sections of this chapter, is a key
characteristic of all anonymous social movements.

The Guerrilla Girls used anonymity to democratize artistic identity and
authority, directly claiming, “We could be anyone. We are everywhere.”*®
Indeed, from the perspective of their fans and general audience, anyone
could be behind the gorilla mask. However, by using anonymity to eschew
personal fame and individual recognition in favor of a collective identity
and amorphous artistic movement, some members have suggested that
they may have ultimately undermined a vital objective. In a reflective and
critical note, the Guerrilla Girl who uses the pseudonym Alice Neel ar-
gued, “In a way, being anonymous goes against what we are fighting for.
We are actually keeping ourselves from being fully acknowledged and rec-
ognized and part of history.”®® Another member who uses the pseudonym
Kathe Kollwitz has argued that one consequence of anonymity was that
“it kept anyone from getting credit. . . . We don’t get personal credit for
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it, although the work is so fantastic and interesting to do.”’® While the
subversive art of this anonymous movement boosted recognition of an
underrepresented group, the collective character of their anonymous work
simultaneously hindered the recognition of individual artists by blending
their performative contributions into a shared cover representation.

Masked Social Movements and Anonymous Rebellion

Activists representing social movements that span the spectrum of po-
litical ideology have used masks and other various cover representations
to express their rebellious positions and engage in insurgent activities.
Such movements include the American Ku Klux Klan and the hacker net-
work that bears the very name Anonymous, as well as the contemporary
anarcho-activist network Antifa (short for “anti-fascist”) along with vari-
ous underground or guerrilla movements from different periods and con-
texts, including the Ejército Zapatista de Liberaciéon Nacional, or EZLN.
As the actors behind these otherwise very different movements engage in
masked anonymous performances, they confront and undermine estab-
lished meaning systems in order to subvert different forms of power. In the
process, they actively advance alternative values and systems of meaning.

My analysis here builds on the work of E. P. Thompson and James C.
Scott. Thompson discussed “the anonymous tradition” and “counter-
theater” as two of the three most important “characteristics of popular
action” in eighteenth-century England.”* Scott developed this perspective
to systematically discuss anonymity as one of “the manifold strategies by
which subordinate groups manage to insinuate their resistance, in dis-
guised forms, into the public transcript.”’* Subversive acts of anonymity,
as Scott realized in his own way,”® often involve the movement of mean-
ings developed in alternative lifeworlds and underground spaces into the
contentious public realm. However, both Thompson and Scott viewed
anonymous protest within the Marxian framework of class power dynam-
ics. Both described anonymity as a tool that the masses of the subordinate
class(es) use to counter the will and policies of the dominant class. Here,
I build on their work to illuminate the ways that different types of move-
ments use anonymity to cast and perform themselves as the everyone and
anyone populous rising against an oppressive power when such an inter-
pretation is not structurally evident or universally accepted. While “the
masked face” may have “the potential to make the previously unseen ma-
jority visible,””* it also, and more commonly, generalizes the stance of a
vocal minority. In other words, anonymity is not simply an expressive tool
to give voice to objective mass interests. Rather, the movements I analyze
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in this chapter use anonymity as they work to assert the popular character
and establish the meaning of their claims. In my view, while their actions
often express underlying social tensions, these actors use the tools and
cultural symbolism of anonymous subversive action to engage adversaries
and define particular antagonisms. They use their masked performances
to define issues, events, and experiences, and to advance alternative mean-
ings of oppression, injustice, and emancipation.

THE RELIGIOUS, THEATRICAL, AND FESTIVE
ROOTS OF MASKED SOCIAL PROTEST

In order to fully grasp the subversive anonymity practiced by different
modern and late-modern social movements, we must first delve into the
historic use of masks in religious rituals, theatrical performances, and
carnival. Modern masked social protests evolved from these historical
and cultural antecedents and retain some of their central characteristics.
These accumulated characteristics include the use of masking to facili-
tate (a) the symbolic expression of social solidarity and collective iden-
tity, (b) the transformation of individuals into culturally coded charac-
ters, (c) the production of a critical and socially reflexive theatrics, and
(d) the cultivation of alternative and seditious meaning systems. In this
sense, contemporary masked social protest is a cultural phenomenon that
emerged over time while retaining the legacies of past eras.

Masking has historically been used to suspend or subvert quotidian
norms and to achieve ritualistic transformations during religious cere-
monies in societies with collective polytheistic or animistic worldviews.
Taking a range of different examples, we might consider the social use
and cultural significance of masks during the rites of the early Greek cult
of Dionysus, indigenous Shint6 rituals in Japan, and some Native Amer-
ican ceremonies (from different Mesoamerican societies to the various
communities of the Pacific Northwest). In each case, despite their other-
wise significant differences, masks were used to create sacred ritual space
and time in which known members of the community were transformed
into deities, spirits, demons, or other totemic characters in order to enact
shared beliefs about the nature of the world and the order of the cosmos.
With regard to some indigenous Mesoamerican cultures, “when donned
in ritual, the mask allowed men to become gods,” and “the world of the
spirit and the world of daily existence met.”” Likewise, in some Kagura
(Shintd dance rituals) that took place at night, participants wore masks to
animate demons that would “return to their world at daybreak.”’¢ In such
ceremonial contexts, it does not make sense to speak of the anonymity of
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the actors behind the masks. They were not hiding their personal iden-
tities. Nor were they seen as agents who manipulated or acted “behind”
the beings they became in sacred settings. Rather, their personal identities
temporarily disappeared to be replaced during the sacred episode. These
transformations— of living persons into sacred characters—were pos-
sible and powerful because they expressed the metaphysical worldview
and shared sentiments of the community behind them.””

In classical Greece, the rise of professional drama, which evolved from
Dionysian religious ritual, marked the establishment of an artistic sphere
of performance that was separate and distinct from the religious sphere,
one that facilitated a new intellectual and critical reflection on society.”®
Greek actors continued to use masks, but they used them as tools to cre-
ate culturally and politically coded characters— dramatis personae —that
they animated in order to construct alternative worlds of meaning into
which they hoped audiences would be cognitively and emotionally ab-
sorbed.” In other words, theater masks facilitated transformation, but of
adifferent quality— defined by an artistic rather than a religious frame and
“a conscious and pragmatic effort to create dramatic effect” in an era of in-
creasing “social and culture complexity” when such an accomplishment of
dramatic realization could not be taken for granted.®° In this sense, masks
allowed actors to express and embody a very flexible notion of identity
and “the idea of letting go one’s individual self in order to become ... a
character . . . was therefore neither threatening nor problematic.”®' They
also allowed “a single actor to play multiple roles (including different ages
and genders) in the same play.”®> Moreover, masks allowed actors to “say
and do things that could not be said and done in everyday life, and . ..
present to the audience events, actions and ideas that were horrifying or
ridiculous, inspiring or fantastic.”®* However, as with masking in religious
rites, it still does not make sense to speak of the anonymity of the ac-
tors behind theater masks. Instead, theater became an art defined by the
skillful and creative manipulation of persona.®* Professional actors were
known (and sometimes celebrated) creative agents who used masks to
consciously subvert personal identity in order to convey meaningful (and
often politically subversive) messages about the world.?

With the growth of Christian cultural and political power in the West,
ecclesiastical authorities sought to replace the pluralism and polytheism
inherited from the classical and Hellenistic world with a society unified by
a singular moral code. At its core, Christian authority was fundamentally
hermeneutic, or interpretive, as the Church fought to establish a monop-
oly on the meaning of selves, texts, ritual activities, performances, and
behaviors of all types. As Christian authorities attacked the polytheistic
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world order, they redefined Greek theater (as expressed in the Roman off-
shoot that included elaborate festivals in the name of Bacchus, the Roman
version of Dionysus) as deceptive and evil. Tertullian (c. 155—c. 220 CE)
compared theater to a sewer and specifically attacked its character as a
space in which quotidian norms were breached, arguing that “never
and nowhere is it right to do what you may not do at all times and in all
places.”® Furthermore, Tertullian was “particularly reproachful of actors
regarding the mimesis that is central to their craft” and argued that “God
specifically hates hypocrisy and false things, including masks, dressing as
another gender, or trying to sound or look like anyone besides yourself.”*’
Two centuries after Tertullian, Augustine was also highly critical of the
false and corrupting character of Roman theater and saw it as a sinful
distraction from a proper and true Christian orientation.®®

A. David Napier states, “the stage was seen by Christians as not only im-
9

In short,” as

moral but as completely antithetical to the Christian world view.”

As they rallied against the theatrical arts, Christian authorities re-
defined the mask as a means to hide one’s true identity and motives. They
associated masking with evil and sin (on a moral level) and rebellion (at
the level of social and political structure).’® Thus, “in the Christian and
post-Christian world,” the flexibility of identity at the heart of masking
practices was viewed as “abandoning responsibility for one’s own individ-
ual soul or self,” which “became intolerable.”! In fact, the very essence of
masking contradicted the Christian idea of the “‘moral person’” as a “meta-
physical entity,” as a singular and essential “being possessing metaphysical
and moral value,”*? and thereby undermined efforts to hold individual
persons accountable to the Church and its vision of God. In this moment,
masking comes to be coded with deceit, falsehood, illusion, and sin, cast
as the antithesis of honesty, truth, authenticity, and goodness. Masked
activities, and indeed the very notion of fluid or flexible identity, came to
be seen as mendacious, strategic, and even sinister in character.” It is here
that we see the emergence of a subversive anonymity that would become
a key feature of carnival and, later, masked social protest. As Christians
sought to unify the social and moral order, and as masks were now seen
as hiding actors with subversive intent—as separating their true and only
identities from their masked actions—actors increasingly used masks to
obscure their personal identities as they worked to challenge dominant
definitions of the situation and subvert power.

Over time, as Efrat Tseélon explains, “the mask moved from the ritual
to the theatre and ultimately to the streets.”** As masking became a central
feature of carnival in the feudal era, carnivalgoers “built a second world
and a second life outside officialdom,” creating what Mikhail Bakhtin
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called a “two-world condition,” or a “double aspect of the world and of
human life.”> Revelers accomplished this second world order by using
masks and costumes to obscure their personal identities while violating
normative constraints on behavior, often thwarting Christian rules and
restrictions in the process (e.g., those associated with the asceticism of
Lent).” This was the world “of folk consciousness, of folk culture” that
stood against the “monolithically serious” official world and subverted its
“prevailing truth and . . . the established order,”” expressing a “very real
power struggle”*® As a mass popular theatrical activity, carnival “does not
acknowledge any distinction between actors and spectators.””® The people
and the play become bound into one alternative and subversive lifeworld.
On such occasions, as with the case of rural Austrian Krampus actors in
the latter half of the twentieth century, “masks . . . facilitate . . . behavior
in which people are led to transform their normal selves, to transcend
everyday roles, or to soar beyond the level of commonplace reality.”*%°

I have sketched this brief cultural history to show that key features of
modern masked and anonymous social protest were inherited from the
historical and cultural antecedents outlined above. These include masking
as a means of embodying sacred and iconic characters in ways that express
the shared values and collective identity of a movement community, en-
gaging in critically reflexive performances to shape political culture and
impact broad audiences, and creating parallel alternative worlds of mean-
ingin the midst of the dominant social order, all while subverting personal
identity and thereby escaping personal association with seditious motives
and actions. These characteristics have accumulated to define a modern
mode of masked social protest in which actors suspend and transcend
their personal identities for various moral and political purposes. Mod-
ern masked social movement actors bring iconic rebellious characters and
alternative political meanings to life in pluralistic and contentious public
arenas, drawing rich symbolism from their cultural milieus to suit their
political situations and objectives.

MASKED MOVEMENTS AND THEIR SUBVERSIVE WORLD ORDERS

At the inception of the modern era, revolutionaries often used anonym-
ity and pseudonymity to articulate their political positions and perform
insurgency. Frangois-Marie Arouet, French Enlightenment thinker and
critic of the Catholic Church, wrote under the pseudonym Voltaire. The
famous American Revolutionary pamphlet Common Sense, now widely
known to have been written by Thomas Paine, was first published and
circulated anonymously. The American Federalist Papers—written by
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Alexander Hamilton, James Madison, and John Jay—were published un-
der the pseudonym “Publius,” the first name of one of the founders of
the Roman Republic, Publius Valerius Publicola, and a name that is very
similar to the Latin word publicus, which means “public” or “of the people.”
Like the British Liberals John Trenchard and Thomas Gordon, who pub-
lished their widely influential essays under the name “Cato” decades be-
fore Hamilton, Madison, and Jay used “Publius,” many Enlightenment-era
revolutionaries used the names of classical Greek or Roman partisans as
pseudonyms to performatively link their modern revolutionary ideals to
the birthplaces of democracy and republicanism. These pseudonyms came
to life as “ancient roles . . . acted out” in a modern context where they
signified cultural values such as “public virtue and patriotism,” along with
honor, sacrifice, and experience, as well as “tradition and authenticity”**!
Moreover, the Boston Tea Party was a costumed and largely anonymous
act that dramatically realized a mass popular hostility to British taxation
of the American colonies, a “collective performance” that “successfully
dramatized colonial opposition to the British crown, clarified a key issue in
the antagonism, and mobilized fervent public support.”*°*> The costumed
character of this protest likely broadened its appeal, allowing people of
all backgrounds to identify or experience affinity with the anonymous
heroes of the defiant and subversive act. In such cases, anonymity and
pseudonymity focus attention on the revolutionary performance and
content of the message while downplaying the personalities of the indi-
viduals responsible. This also allowed actors to obscure or misrepresent
their class status, as when John Adams wrote newspaper editorials under
the name “Humphrey Ploughjogger,” assuming the cover representation
of a common farmer.

After the political forces behind the revolutions of modernity achieved
power, the act of hiding one’s identity was more commonly associated
with undermining modern values of public accountability, truth, and
transparency.'® In 1790, just months after Revolutionary forces took
power in France, masks were officially banned as they were seen to vio-
late the dignity of the new social order and to symbolize “the servitude. ..
of life under a tyranny.”’®* Likewise, in the mid-nineteenth century, John
Stuart Mill argued: “Disguise in all its forms is a badge of slavery,” and “it
is high time now that people should be taught the duty of asserting and
acting openly on their opinions.”'% The image of hiding one’s identity, es-
pecially while occupying a public role, was deemed uncivil and a threat to
reason, truth, and justice. Such a view remains a bedrock principle of most
deliberative bodies (congresses, senates, community associations, etc.) in
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democratic societies.'® This historical contradiction in the liberal posi-
tion on obscuring personal identity—embraced in revolutionary practice
but rejected as principle of governance, “praised for freeing citizens” in
some cases and “condemned for providing convenient cover to harmful
or democratically undesirable behavior” in others'®” —shows just how the
moral evaluation of anonymity and pseudonymity is socially structured
around dynamics of power.

In our post-revolutionary era, social movements with very different
objectives and ideologies have used anonymity to escape the constraints
of the dominant social order and bring subversive (and sometimes illegal)
activity to life. Using standardized masks, costumes, and other cover rep-
resentations, movement actors transform themselves into rebellious char-
acters to cooperatively advance critical alternatives to status quo social
conditions and relations. On a general level, such subversive performances
convey a deprecation of the ego and an accentuation of the mass. Despite
significant differences across a variety of cases, the deprecation of egoism,
facilitated by “stylized garb in which . . . personal outlines disappear,”'*®
serves to focus audiences (both public and internal to the movement com-
munity) on the impersonal political meanings, motivations, and objec-
tives behind social movement acts, rather than on the personal identities
of the actors.’® Such a deprecation of ego also blurs and levels in-group
distinctions, providing group members with a certain interchangeability
and anyoneness.''°

While the deprecation of egoism emphasizes a certain anyoneness of
movement participation, the accentuation of the mass gives the group
itself the character of everyoneness.''* Social movement actors use their
masks to convey the notion that a great many people privately believe
in the movement but fear retaliation from powerful and repressive au-
thorities, and that their masked actions express suppressed beliefs and
values held by a mass community. Because anyone can don the mask,
which serves as the shared face of subversive performance, movement
participants often claim it represents all the members of a particular popu-
lation, a collective “we” that may strive toward mass inclusion while simul-
taneously excluding outsiders based on ideology or some other variable
(such as class or race). Moreover, from the perspective of the masked in-
dividual, acting behind the shared cover representation blends one’s per-
sonal identity (including one’s motives, agency, and responsibility) into
the collective identity of the movement community and a shared common
purpose pitted against an oppressive force.!'* Thus, the cover representa-
tions used by anonymous subversives can establish a symbolic uniformity
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and “a striking vision of solidarity”*'® in contraposition to the uniformed
front typically displayed by official representatives of the dominant social
order (often police and/or military forces).!**

Social movement anonymity can also change the dynamics of state
repression. On the one hand, by obscuring personal identities, masked
movements make it harder for authorities to surveil their activities, iden-
tify leaders, and discipline actors. On the other hand, the anonymity of
subversive agents allows authorities to justify casting a wide net when
identifying activists and punishing lawbreakers. Such a political dynamic
allowed John Cookenboo and Vincent Yochelson to be arrested in Berke-
ley, California, on April 15, 2017, the day after masked activists physically
confronted right-wing protesters, “on suspicion of wearing masks while
committing a criminal offense.”!'® Furthermore, to counter the impact of
social movement anonymity, anti-mask legislation has been adopted at
different times and places around the world. In many cases, these laws do
not just criminalize “the obscuring of identity while committing a crime
but simply the obscuring of personal identity in itself.”*!¢ By targeting
and seeking to expose individuals who wear masks, such law enforcement
practices serve to chip away at the ability of a movement to perform itself
as a mass collective force.'"”

Beyond these general characteristics, subversive activists wield ano-
nymity in other culturally meaningful ways. Their masks, cloaks, and other
cover representations often carry deep, historically entrenched symbolic
meanings.''® Moreover, masked social movement activists animate and
mobilize this entrenched cultural symbolism using popular scripts, vo-
cabularies, and theatrical formats.''® They bring deep symbolic references
and cultural codes to life as social dramas with familiar plots, character-
types, and morals that audiences can understand (whether or not these
audiences agree with movement claims). They then use their anonymous
acts to advance parallel social orders as a threat or challenge to dominant
systems of meaning. Thus, the symbolism of the masks, cloaks, and other
cover representations used by anonymous movement actors, and the
ways these symbols are moved into action, need to be interpreted and
understood with regard to the cultural, historical, and political milieu in
which the subversive activity unfolds. When social movement actors en-
gage in anonymous performances, they pit their masked characters with
some people and against others in order to define situations, problems,
and personas in the world, as well as to define various events, experiences,
issues, places, and actions as they challenge dominant social orders and
power structures.'?® Over time, their masks and other cover representa-
tions come to carry a broad cultural and iconographic force.
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THE ANONYMOUS PERFORMANCES OF KU KLUX KLAN TERROR

The iconic cover representations and other symbols used by the Ku Klux
Klan since its second iteration in the early twentieth century carry deeply
rooted meanings about race, religion, and nation in the United States.
The whiteness of the hood and robes along with the Christian legacy of
its symbols serve to frame Klan actions, including lynchings and other
forms of violence and terrorism, as the fulfillment of a racist religious des-
tiny that stands above and beyond any individual’s personal identity or
any specific interpersonal encounter.'*! The “fiery cross,” or crann tara,
previously used to gather Scottish clans and villages together to face a
foreign enemy, constructs a symbolic ancestral link to medieval Europe
and historical continuity with an imagined ethnic-religious community.'?>
With these uniform symbols, Klan members not only obscured their per-
sonal identities but also, and simultaneously, mobilized durable cultural
codes to define boundaries between the pure and the polluted, the holy
and the depraved, the authentic and the foreign, and the civilized and the
barbarous in order to performatively claim the goodness and rightness of
white Protestant-Christian nationhood in the United States.!?® Thus, Klan
members used their anonymity as a means to performatively subvert prog-
ress toward racial equality, and to assert what adherents claimed to be a
right and natural classificatory order in the world.

All of this symbolism was inspired by D. W. Griffith’s 1915 film, The
Birth of a Nation, which was based on the 1905 novel by Thomas Dixon Jr.
titled The Clansman: A Historical Romance of the Ku Klux Klan."** The film
provided a model for Klan anonymity as we know it today. It also provided
a narrative script that set the masked Klansman as a new American hero
acting on a masculine protective code of honor and duty to defend family,
nation, and civil society from a barbarism imposed by Black men with po-
litical power. A burning cross is depicted in one of several illustrations in
Dixon’s novel with the caption “The Fiery Cross of old Scotland’s hills!”***
It was also wielded by a hooded and robed Klansman mounted on a rear-
inghooded and robed horse in the image widely used to promote Griffith’s
film, an image that reflected a key scene of Klan action toward the end
of the film (see fig. 8).'2¢ As Klan rebels moved the white hoods, robes,
and burning crosses from the film screen to the streets, they established
these symbols as an iconic force of white supremacy and racist terrorism
in American life.

The Klan of the 1920s operated with split performative fronts—one
open and uncovered, the other secretive and masked. Both, however, were
fronts performed for audiences in the public sphere.'?” On the one hand,
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FIGURE 8. Promotional poster for D. W. Griffith’s The Birth of a Nation.

the open and uncovered front consisted of “organized mass public events”
in the form of festivals, parades, and religious ceremonies held all over
the country, “mass performances, staged for audiences,” and “extravagant
productions that offered entertainment for all” who attended.'?® The per-
sonal identities of many Klan leaders were well-known and rank-and-file
members often did not wear masks at these Klan-sponsored events. On
the other hand, the secretive and masked front consisted of hooded and
robed rituals that conveyed a sense of mystery and exclusivity, providing
a magnetic draw to potential recruits while striking a clear boundary be-
tween insider and outsider communities.'*® These masked rituals often
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overlapped with public festivals and celebrations, where they served to
showcase Klan power and organization and convey public threats to those
the Klan defined as its enemies. This front also included a great deal of
masked vigilante violence and terrorism that typically occurred under
the cover of darkness, only to be publicized after the fact.!*° Thus, the
Klan was at once both public and secret, open and exclusive, familiar and
anonymous. These two performative fronts complemented one another as
the movement worked to advance its vision of “Americanism,”*3! a vision
defined by a white supremacist social and political order that countered
liberal visions that linked growing diversity, inclusivity, and globalism with
American progress.

However, the original iteration of the Ku Klux Klan arose approxi-
mately five decades earlier in the Reconstruction era. During this first
wave, early Klan members adopted a performance style from popular
southern theatrical, musical, and festival practices, which included cos-
tumed parades and nighttime performances.'** Using a carnival format
blended with the theatrics of minstrelsy, Klan rebels of the Reconstruction
era adapted and animated these “popular cultural forms” as they worked
to extend the racial and political power relations of the antebellum order
into the postwar world.'*® As they engaged in anonymous acts of racist
terror and “nocturnal violence” against recently freed Black southerners,
Klan members used an array of readily available materials to disguise
themselves, including cloth or burlap (e.g., “painted meal sacks”), paper,
animal skins, carnival and masquerade costumes, military uniforms, and
women’s clothing (fig. 9)."3*

These early Klan activists often used their masks to perform as Confed-
erate soldiers returning from the grave, sometimes donning Confederate
military regalia as they acted out their subversive scenes.'’ Just as the
masks worn in mummers’ plays facilitated the rites of “revivification” that
are central to those plays,'*® Reconstruction-era Klan radicals used masks
and costumes to revive dead Confederate soldiers and the social order for
which they fought. In this sense, the early performances of Klan terror
accomplished what Claude Calame regards as an essential innovation of
Greek drama. Whereas the “spatiotemporal frame” of storytelling (narra-
tive alone) was past oriented, dramatic performance allows the audience
to meet anachronistic characters in “the here and now” and “face to face.”
From the perspective of the audience, “the mask in part reestablishes by vi-
sual means.. .. the mythical narrative’s actorial and spatiotemporal frame-
work and the world of possible others that it constructs.”**” However,
whereas the formal theatrical stage creates a “distance” between character
and audience,'3® the masked terror acts of the Klan eliminated this bound-



88 Chapter Three

I 1ri ¥ | b | sl

———

—— — - L

FIGURE 9. Illustration drawn from a photograph depicting captured Ku Klux Klan
members in 1871. This image was originally published in Harper’s Weekly, January 27,
1872, with the caption “Mississippi Ku-Klux members in the disguises in which they
were captured.” From Wikimedia Commons (https:/, /commons.wikimedia.org/wiki
/File:Mississippi_ku_klux.jpg). Image in the public domain.

ary and brought racist “ghosts of the Confederate dead”!® directly into
the local communities and neighborhoods of the postwar era. In the pro-
cess, the Klan forced their targets/victims to become part of their violent
subversive scenes, which they played out for local and national audiences.

Thus, Klan activists used their nighttime theatrics to frame their terror-
istic acts, and also to continue the methods of social-psychological control
commonly used in the antebellum South to discipline slaves, which in-
cluded “the promotion of suspicion” and the perpetuation of “a continu-
ing state of anxiety and fear.”'*® These tactics were designed to restrict
movement, curtail social and political organization, and limit economic
engagement.'*! The anonymous character of Klan activity, enhanced by
the night as a performative mise-en-scéne, facilitated these objectives as
“no one knew who his enemy was.”*** In other words, the Klan made it
so that any white person might be one who dons a hood and plays the
ghost. Freed Black southerners therefore had to worry about the Klan day
and night, and whenever they interacted with a white person, that person
might as well be Ku Klux. Such a mechanism of general surveillance, along
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with a mysterious and persistent threat of violence conveyed in the form
of a haunting, is also evident in the case of a letter written in 1868 to Davie
Jeems, a Black man elected to serve as sheriff in Georgia, by an anonymous
actor claiming the moniker of the Ku Klux Klan. This letter writer claims
to have died “at Manassus [sic] in 1861” and now exists “as a Locust in the
day Time” while stating “at night I am a Ku Klux sent here to look after you
and all the rest of the radicals and make you know your place.”***

Both present and obscured, simultaneously forcible and mysterious,
Klan activists used anonymity to accentuate the mass character of re-
sistance to federal control as they worked to undo the moral, cultural,
political, and, most directly, racial social reconstruction imposed by the
North in the aftermath of the Civil War, a social order deemed “oppres-
sive” and “radical” by the earliest Klan leaders.'** This accentuation of
the mass character of the Klan movement is evident in the 1868 claim
of Nathan Bedford Forrest (former Confederate general and early leader of
the Ku Klux Klan) that the Klan commanded “about 550,000 men” in the
South.'** Though many doubted this claim, the anonymity of the Klan
made it impossible to prove or disprove. The accentuation of the mass
is further evident in William Joseph Simmons’s proclamation to revive
the Klan in 1917, which begins with the preamble: “I, and the citizens of the
Invisible Empire through me, proclaim to you as follows.”**® The term “in-
visible empire,” first used in the title of the third book of the Dixon trilogy,
The Traitor: A Story of the Fall of the Invisible Empire (1907), also expresses
the Klan’s performance as an alternate political order—an oppressed mass
political entity poised to assert control over society.

In both its first and second waves, the power of Klan terror relied
on the way that Klan cover representations stood above individualism
and personal identity to signify a collective meaning system and social
order—a parallel world that was defeated but not dead, in abeyance, of
the night, and behind the hood. In this sense, the subversive anonym-
ity of Klan terror has always stood (and continues to stand) in semiotic
contrast to the Reconstruction vision of a racially inclusive democratic
society. Anonymous Klan actions, in addition to terrorizing freed slaves
and their descendants, sought to define Black Americans as incompatible
with civil society—a performative attempt also directed at audiences of
northern whites who were advancing the causes of Reconstruction and
civil rights.'*” In this way, anonymity became a central tool of the sub-
versive force directed against the legitimacy of a reconstructed society
and democratic racial equality, a force that sought to maintain a system
of white supremacy and racial oppression throughout the postwar era.
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PERFORMING THE DIGITAL GUERRILLA INSURGENCY:
THE HACKER NETWORKS OF ANONYMOUS

Taking a thoroughly different and more contemporary example of so-
cial movement anonymity, we can consider the masked hacker networks
known by the name Anonymous. “Beyond a foundational commitment
to the maintenance of anonymity and a broad dedication to the free flow
of information, Anonymous has no consistent philosophy or political pro-
gram.”'*® Furthermore, Anonymous is not a formal organization with a
defined structure and leadership. Gabriella Coleman aptly describes this
mysterious movement as “a hydra— comprising numerous different net-
works” and discusses the “internal feuds and sectarian impulses” that are
quite common among participants.'*® In fact, soon after this movement
formed and began to engage in direct activism, the entity fractionalized
into “several sects and splinter groups, each with unique enterprises and
campaigns.”**° Yet Anonymous is widely perceived as an organized social
movement with a rebellious hacktivist agenda.'*! Over time, different ac-
tivists have brought this sense of organized coherence to life by using a
shared cover representation to perform their subversive anonymity.

After first emerging in the internet forum 4chan, where participants up-
hold a strong ethic of anonymity, those acting under the moniker of Anon-
ymous transcended this setting in 2008 and began to coordinate various
public campaigns and confrontations. Their targets have included organi-
zations like the Church of Scientology, the Ku Klux Klan, the Westboro
Baptist Church, and ISIS, as well as multiple corporate and governmental
agencies in the United States and around the world. Using various hacking
tactics and propaganda work (which has often involved the production
and circulation of videos and posters online), Anonymous has worked to
reveal information or otherwise intervene to support various high-profile
causes in the name of social justice and public accountability. These ac-
tivities have included, for example, exposing information pertaining to
the 2012 Steubenville (Ohio) High School rape case and the 2014 police
shooting of Michael Brown in Ferguson, Missouri, as well as support-
ing the Arab Spring uprising and Occupy Wall Street. Anonymous actors
pride themselves on maintaining a decentralized and leaderless structure,
and most individuals who act as Anonymous (while typically referring to
themselves as “Anons”) choose to keep their personal identities hidden.
Asarule, “personal identity and the individual remain subordinate” to the
collective identity and public posture of the broad community.'*?

The most recognizable and iconic cover representation associated with
Anonymous is the mask worn by the fierce, savvy, and poetic rebel-hero of
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Alan Moore and David Lloyd’s 1982 graphic novel, V for Vendetta, which
was adapted and made into a popular film directed by James McTeigue in
2006 (fig. 10). As a masked and pseudonymous vigilante character with
a revolutionary agenda, V is similar to both the protagonists and villains
of the superhero genre.'*® He wears a mask depicting the face of Guy
Fawkes, who was a member of a radical Catholic group that planned to
set off an explosion in the British House of Lords in 1605 in an attempt
to assassinate King James I. The failure of this attempt, which came to be
known as “the Gunpowder Plot,” has been celebrated in Britain over the
course of centuries on November 5 with festival-style gatherings where
revelers, who often wear costumes and masks, have at times been anti-
authoritarian and even riotous.'>* By reclaiming the image of Fawkes in
their graphic novel, Moore and Lloyd symbolically revived his ghost and
recast his failed (and unfinished) mission to now involve an attempt to
overthrow a fascist regime set in a fictional dystopian England. Fawkes, a
villain in the popular story of the 1605 Gunpowder Plot, became a symbol
of political alienation—a symbol that was inverted and transformed into
the face of a popular yet mysterious hero by the novel and then the film
that followed over two decades later. Like Thomas Dixon’s The Clansman
and D. W. Griffith’s The Birth of a Nation but with very different politics,
V for Vendetta is the story of a once-failed rebellion rising again.

In the name of Anonymous, many activists have donned the Guy
Fawkes mask while issuing warnings or threats in online video messages
or appearing in person at public protests. Subsequently, the mask and its
image, which has also been used in a wide array of political art and propa-
ganda, was embraced by many other left-leaning activists engaged in pop-
ular protests around the world, including by participants of the Occupy
movement (figs. 11 and 12)."*S Thus, while becoming a significant political
force in and of itself, Anonymous also became the archetypical expression
of an iconographic style that grew well beyond any single group, organi-
zation, or political event.' ¢

However, as recent and visually distinctive as this political iconography
might be, the masked subversive activity of Anonymous represents a new
version of older practices. In order to fully grasp the rich cultural and po-
litical significance of the Guy Fawkes mask today, and to more thoroughly
understand the subversive anonymity of those who wear it, we must see
this cover representation as a performative tool used to facilitate a con-
temporary manifestation of a historically precedented mode of anonymous
political performance.

In the mid-1990s, well before the rise of Anonymous, the Ejército Zapa-
tista de Liberacién Nacional (EZLN), or Zapatistas of Chiapas, Mexico,
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FIGURE 10. The protagonist V dons a Guy Fawkes mask in James McTeigue’s film
V for Vendetta.

established a model for masked political activism in the post—Cold War
era. On the one hand, the Zapatistas were working in the tradition of
the many guerrilla insurgencies of the Global South that preceded them,
movements that also influenced activists across the Global North. On the
other hand, the Zapatistas expressed a new late-modern style of political
resistance and insurgency. In the wake of their uprising on January 1,1994,
which was an act in opposition to the North American Free Trade Agree-
ment (NAFTA), the Zapatistas became one of the most widely influential
movements of their era. Expressing a local folk culture of resistance to
counter the global forces of neoliberalism and state militarism, Zapatis-
tas typically masked their faces with paliacates (Mexican bandannas) or
black balaclavas. Via their masked and pseudonymous representative, Sub-
comandante Marcos, the Zapatistas promoted a vision that stressed the
integrity of local movements while simultaneously accentuating a univer-
salism of subversive struggle. They advanced what Thomas Olesen refers
to as a “global consciousness” and a spirit of “mutual solidarity . . . that
blurs the distinction” between activists from richer and poorer nations and
“emphasizes similarities between physically, socially and culturally distant
actors, while at the same time respecting and acknowledging local and
national differences.”'” Activists around the world and across the Global
North celebrated the Zapatistas as an inspirational revolutionary force
against the oppressive fallout of globalized capitalism, embracing their
emphasis on local democratic egalitarianism, their tactical opposition to



FIGURE 11. Protesters camped during Occupy Wall Street, October 31, 2011. Photo
by Lee Hassl (Leepower). From Wikimedia Commons (https://commons.wikimedia
.org/wiki/File:Occupy-Wall-Street.jpg). Creative Commons Attribution-Share Alike
3.0 Unported license (https://creativecommons.org/licenses/by-sa/3.0/deed.en).

FIGURE 12. Protesters at a demonstration in Madrid, June 17, 2016. Photo by Daniel
Lépez Garcia. From Wikimedia Commons (https://commons.wikimedia.org/wiki
/File:Manifestacién_Puente_de_ Vallecas. 24 (27645807402).jpg). Creative
Commons Attribution 2.0 Generic license (https://creativecommons.org/ licenses
/by/2.0/deed.en).
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the swelling technologies of state surveillance, and their symbolic appeal
to a global and inclusive movement for social justice.'>® As the influence
of the Zapatistas grew, late-modern generations of northern activists not
only adopted political principles from this popular movement of the
Global South but also dramatic aesthetics and practices as they crafted
and performed political opposition.'>® As neoliberal political power and
culture were globalizing on an increasing scale, so was a new political
culture of resistance, one that encouraged meaningful performances of
subversive anonymity.'°

When masking themselves in political action, the Zapatistas linked
symbols of southern Mexican and indigenous culture to an anyoneness
and everyoneness that they expressed via the generalizing force of their
anonymity. While embracing this mode of subversive performance in
principle and form, northern dissidents around the world initially lacked
a defined cultural iconography that they could call their own. With the
March 2006 mass release of the Warner Brothers film V for Vendetta, James
McTeigue (who notably claims The Battle of Algiers as inspiration) and
the Wachowskis (as screenwriters) provided that icon when they trans-
posed Moore and Lloyd’s earlier (1982) graphic narrative to the big screen.
Only after the release of the film was the Fawkes mask reappropriated for
memes in 4chan and various other internet forums.!** And then later,
beginning in 2008, the image of V/Fawkes was used by activists in public
campaigns. ¢

By adopting the Guy Fawkes mask today, activists around the world,*¢*
including those who actunder the banner of Anonymous, animate the iconic
character V, who embodies revolutionary ambitions, anti-authoritarianism,
and an underground posture, along with a witty, playful, and transgressive
carnivalesque style. In print and on screen, V is a marginalized, passionate,
and rebellious figure who is always and only known via his cover repre-
sentation. Donning the V/Fawkes mask, subversive actors express their
willingness to take extreme action and their aversion to taking personal
credit, establishing personal leadership, or achieving personal fame for
such actions. However, they also express a formal and ideological affin-
ity with the model of indigenous guerrilla insurgency advanced by the
Zapatistas. From this perspective, just as the scarved subaltern rebel is to
the local conflicts that stem from the globalizing world order, the masked
hacker is to the multifaceted global network of the World Wide Web. The
latter is a late-modern, relatively privileged, and technologically enhanced
version of a guerrilla freedom fighter.

On multiple occasions, individuals acting under the banner of Anon-
ymous have posted ominous videos online to address a situation of con-
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FIGURE 13. A version of the emblem associated with the group Anonymous at the
center of a flag. Author: Anonymous. From Wikimedia Commons (https://commons

wikimedia.org/wiki/File:Anonymous_Flag.svg). Image is in the public domain
with the following description: “This flag is fictitious or proposed but not adopted.
It may be named as it would be as an official flag of a geographical or other entity and
have some visual elements that are similar to official logos or flags of that entity, but
it is not official and doesn’t have any official recognition.”

cern.’®* As a form of communication, these videos often emulate a scene
from the film V for Vendetta in which V hijacks a television studio and
delivers a televised address to the people of England (as shown in fig. 10).
Sometimes donning a Guy Fawkes mask, at other times simply displaying
the group’s emblem of a person in a dark suit with a question mark in place
of a head (fig. 13), and typically using computerized vocal distortion, an
anonymous spokesperson usually articulates a grievance that serves to
justify threats of direct retaliation or a more general promise of popular
revolt.

Whether confronting Scientology, attacking the Federal Reserve, chal-
lenging the Los Angeles Police Department, or issuing a public warning to
some other target, such performative video decrees combine more tradi-
tional masking practices with the tools of electronic social media to render
a double cover of anonymity and mystery. They provide a clear example of
how “virtual space” can serve “as a performance region” that allows actors
to “control information” and shield identity in new ways.'®S At the same
time, those acting in the name of Anonymous use this dual cover repre-
sentation to claim that they represent the popular will, or even to be “the
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people”*%® The nature of the electronic medium, which allows messages
to be hosted on multiple sites and links to be widely shared, serves to re-
inforce the everyoneness conveyed by the masked and anonymous act.

Sincere in tone though often outlandish in content (and commonly
framed with overtly dramatic music), videos posted under the banner of
Anonymous give the illusion of being an official statement representing
the position of an organized underground movement. In fact, however,
these video performances could have been produced and posted by any-
one who adopts the network’s iconic style and symbolism. On the one
hand, this uncertainty of authorship stems from the deprecation of ego
that is embraced as principle by those who act as Anonymous.’¢” As one
mysterious actor states in a video posted to relaunch “Project Chanology”
(Anonymous’s coordinated and public attack on the Church of Scientol-
ogy), “we are faceless, leaderless, and decentralized to a degree that it will
be impossible to stop us.”**® On the other hand, the fact that anyone can
claim to speak as, or on behalf of, Anonymous also fuels conflict between
factions and leads to speculation about the authenticity of some public
messages. For example, several commenters openly questioned the legit-
imacy of an Anonymous video titled “Message to the President of the
United States (Donald Trump),” which is quite supportive of Trump’s 2016
political victory, critical of Islam, and opposed to the US policy of accept-
ing migrant refugees.’®” Such commenters questioned the authenticity of
this video performance simply because the content did not fit with their
ideas of Anonymous, despite the fact that the form of the message was
identical to most precedents and as if other videos released in the name of
Anonymous are somehow more official or sanctioned by an authority.'”°
Such disputes highlight the fact that a diversity of actors might work be-
hind the iconic Guy Fawkes mask and other collective symbolism, and
that this shared and homogenizing cover representation is the only way
that the phenomenon of Anonymous appears as a discernible and distinc-
tive social movement.

THE KLAN AND ANONYMOUS: SHARED
CHARACTERISTICS OF SUBVERSIVE ANONYMITY

Despite their many significant differences, the Ku Klux Klan and Anony-
mous share some general characteristics that stem from the masked and
anonymous form of their subversive activity. These general characteris-
tics show that, regardless of their particular politics and concerns, their
performance styles are shaped in many ways by their use of anonymity
for subversive purposes. For example, in both cases the use of uniform
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masks allows participants and supporters to comprehend the movement
as a general idea that manifests via particular anonymous performances.
When white Americans wore Klan hoods and robes, they embodied the
“immutable principles” of the “Invisible Empire”'”! and translated them
into particular acts of violence and terror. Thus, the anonymous character
of Klan terrorism allowed for what Elaine Frantz Parsons calls “the idea of
the Ku-Klux” to flourish—a “disembodied” and “composite notion of the
Klan” that took form prominently in the accounts of national media.'”?
Consequently, “the Klan attack was always the imposition of a translocal
idea not only onto the bodies of real victims but also onto concrete com-
munities.”!”* With regard to a very different political standpoint, this gen-
eral phenomenon is also expressed by Anonymous with their variations
of the phrase “you can’t kill an idea.”’”* Those acting under the banner
of Anonymous commonly express variations of this sentiment, such as
“We will never be destroyed. ... We, as an idea. Ideas cannot be arrested,
killed, or broken.”'”® In both of these cases and in others, when donning
masks, individuals suppress their personal identities and egos in order to
animate such impersonal ideas and collective principles. By stressing the
vitality of the impersonal and imperishable idea, such groups accentuate
both their mass character and their fate. While individuals will come and
go, they claim, the idea, which serves as the immortal soul of the move-
ment, will prevail.

Both the Klan and Anonymous have origins in trickery and dark com-
edy, central characteristics of carnival. Both have used humor, play, and
a Dionysian style as frames with which to shame, humiliate, and attack
their targets. While we tend to think of the Ku Klux Klan by envisioning
those scenes of direct racist terror that came to define the group’s most sa-
lient acts, the earliest manifestations of this activity were often “conceived
and popularly received as comic” by white southerners who served as an
audience to Klan drama, and such acts were indeed initially performed
as dramatic “practical jokes” that facilitated “the terrorization of African
Americans and intractable Republicans.”*”® In other words, Klan members
framed racist terror “as a proper extension of their original comic play, the
carnival space of enacted fantasy quickly metamorphosing into an actual
site of torture.”’”” These violent acts were also presented to the broader
public as “a comic commodity” by the southern Democratic press.'”®
Likewise, a foundational motivation for Anonymous, as well as modern
hackers and internet trolls in general, is to sow disruption and publicly
shame their targets for the “LULZ,” a term derived from “LOL,” the ab-
breviation for “laughing outloud.” The LULZ is a particular type of humor
and laughter that stems from the humiliation or victimization of others,
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“unmistakably imbued with danger and mystery” stemming from “the
pleasures of transgression.”!”® The emotional core of the LULZ involves
the externalization of shame onto a victim, which becomes a powerful
way of cultivating solidarity among the shamers themselves. As Mikhail
Bakhtin argued with regard to medieval carnival, such “dark” humor is
subversive because the laughter it provokes “builds its own world versus
the official world, its own church versus the official church, its own state
versus the official state.”’*° It creates a boundary between insiders and
“those not in on the joke.”*8! In both cases, serious movements with seri-
ous consequences were born out of actions framed as humor, and the link
between dark humor and aggression was blurred.

Both the Ku Klux Klan and Anonymous have used the privileges afforded
by their masks to escape the surveillance of official forces while simulta-
neously surveilling others. In both cases, anonymity facilitates a protected
voyeurism, or watching from behind the mask. Consequently, such move-
ments create atmospheres of fear and paranoia for their targets and those
outside their inner circles. From this position, both movements practice a
threatening form of vigilantism. The vigilantism of the Klan extended the
legalized antebellum violence of slave discipline into the post-emancipation
era. However, the vigilantism of Anonymous “includes reprobative punish-
ment rather than violence” and often involves attempts to mar the public
image or undermine the interests and objectives of their targets.'®

Over time, the masks and other symbols used as cover representations
by the Ku Klux Klan and Anonymous evolved to achieve iconic status.
Setting significant differences aside, in both cases subversive symbolism
was popularized as iterations of a masked character model appeared in
print (in Dixon’s trilogy and Moore and Lloyd’s graphic novel) and later
in film (Griffith’s The Birth of a Nation and McTeigue’s V for Vendetta). In
both cases, popular media (aided by print propaganda and press in the
Klan’s time, and digital propaganda and internet technology for Anony-
mous) was key to the cultural diffusion of the narrative and imagery that
was later mobilized by anonymous subversives. As the masks in both cases
attained “iconic status.. ... after transcending page and screen,”'®* they were
eventually mass produced and sold commercially to meet popular subver-
sive demand. However, while in both cases print and film media provided
a cultural and technological mode and means of diffusion, rank-and-file
activists did the work of giving these masked characters new life via their
performances of subversive anonymity.

All of the masked social movements I have discussed evoke figures and
events of the past, drawing historical analogies and bridging the past and
present in various ways.'®* Whereas the Guerrilla Girls animated the per-
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sonas of dead female artists, and the EZLN used their masks to channel
the spirit of Emiliano Zapata (the early twentieth-century southern Mex-
ican revolutionary),'®® Klan radicals used them to revive dead soldiers
of the Confederacy. Continuing this tradition, the Klan of the twentieth
century professed itself to be the “revived, reconstructed, remodeled,
refined and expanded” version of its Reconstruction-era predecessor.'5
Likewise, Anonymous uses the evolving historical image of Guy Fawkes.
In all cases, masked actors revive past characters who have unfinished
business and performatively reinvent these figures in an attempt to make
future-oriented change. As described by Karl Marx while reflecting on
modern French Revolutionary history, such social movement actors “anx-
iously conjure up the spirits of the past to their service and borrow from
them names, battle cries, and costumes in order to present the new scene
of world history in this time-honoured disguise and this borrowed lan-
guage.”'®” Such a temporal bridging strategy is also evident in the motto
printed with W. J. Simmons’s 1917 Klan treatise, “ABC of the Invisible Em-
pire,” which states, “We were here yesterday. We are here today. We will
be here forever.”'*®

As the participants of each group split their personal identities from the
subversive characters they perform, they express deeper cultural tensions
(with both moral and political implications) underlying the social situa-
tion at hand. Using this division between person and character, masked
subversives create and advance alternative social orders as a threat or chal-
lenge to dominant political frameworks, cultural codes, and systems of
meaning. Thus, the Klan created a drama of resistance to the federally
imposed Reconstruction vision of society and defined Black enfranchise-
ment as a menacing evil. In the process, they sought to revive the ante-
bellum social order. The hacker networks of Anonymous also created a
drama of resistance, but to an increasing and unchecked centralization of
state and corporate power and to corresponding and pervasive forms of
surveillance in the late-modern era. In the process, participants advanced
new ideas about freedom and accountability rooted in open public access
to information and a mass egalitarian will. Despite their significant differ-
ences, both groups used their masks to play their heroes and define their
villains as they worked to dramatize conflict and shift relations of power.

FBI Counterintelligence and the Anonymous
Subversion of Subversive Activity

In 1956, under the direction of J. Edgar Hoover, the American Federal
Bureau of Investigation (FBI) established a counterintelligence program



100 Chapter Three

(COINTELPRO) in order to “expose, disrupt, misdirect, discredit, and
otherwise neutralize the activities” of a number of prominent social move-
ments rooted in the United States.'® COINTELPRO was kept secret un-
til 1971, when activists broke into a Pennsylvania FBI office and stole doc-
uments that they anonymously mailed to multiple press outlets in order
to expose the covert operation. Over the course of this program, the FBI
strategically used a subversive anonymity, along with a number of other
tactics, to accomplish their objectives. Recall their anonymous letter to
Martin Luther King Jr. displayed in fig. 2, for example. While acting anon-
ymously, FBI agents frequently engineered clues in order to manage the
impressions of their targets and lead them to particular though erroneous
conclusions, often prompting their marks to suspect that the actor behind
the anonymous cover was a member of a dissenting faction or another
organization. In fact, a core intent of COINTELPRO was to manipulate
the imaginations (and stoke the paranoias) of social movement activists
while discrediting and undermining movement leaders in the process.

Consider the following case. In December 1969, the FBI anonymously
released a cartoon in order to drive a wedge between members of the
Socialist Workers Party (SWP) and other groups participating in the coa-
lition known as the National Mobilization Committee to End the War in
Vietnam (“Mobe”). The anonymous flier depicted a goose marked “SWP”
raping another marked “New MOBE” in midflight with the caption “Fly
United? Balls!” followed by text highly critical of the impact of SWP lead-
ership on the activities and overall integrity of the Mobe coalition.'* The
intent of this anonymous act (which was preceded by several anonymous
letters crafted to achieve the same objective) was not simply to besmirch
the SWP, but also to provoke suspicion among the members of all constit-
uent groups as to who authored the flyer. The overarching objective was
to factionalize the coalition opposing the war in Vietnam. In such cases,
as imaginations wander, fingers are pointed. Mistrust and paranoia grow.
The social foundations of organization, coordination, and unity are sub-
verted and destabilized. The FBI used similar tactics with similar objec-
tives to disrupt the Puerto Rican Independence movement, organizations
affiliated with the civil rights movement (such as the Student Nonviolent
Coordinating Committee, or SNCC), various groups associated with the
New Left, the American Indian Movement (AIM), and more.*** In such
cases, FBI agents used anonymity to create rifts between individuals and
groups, discredit leaders, dissuade rank-and-file participants, and gener-
ally thwart organized subversive political activity in the process.

The subversive anonymity of FBI COINTELPRO agents differs from
that of social movements like the Ku Klux Klan and Anonymous. In most
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cases, when social movement participants don masks and obscure their
personal identities, they typically use a sincere representational form of an-
onymity to symbolize a particular subversive community and its cause.
However, when COINTELPRO agents hid their identities, they typically
crafted a deceptive misdirectional form of subversive anonymity to engi-
neer the impression that they were someone or something other than FBI
agents (e.g., often pretending to be other activists). They crafted ambig-
uous, deceptive, and intentionally misdirectional cover representations
to achieve their goals. The distinction between these two subtypes of
anonymity—sincere representational and deceptive misdirectional—is
often not directly evident during the interaction at hand, which shows
how anonymity is ripe for “false flag” operations in which actors inten-
tionally misrepresent both the source and motive of their actions. While
actors in both cases use subversive anonymity to create an air of mystery
around their activities, agents who use the deceptive misdirectional type
strategically combine elements of the mask and the disguise. “Masks hide
atrue identity in a visible way. Disguise asserts an identity, a false identity,
but the concealment is concealed.”*** Layering these elements so that the
anonymous cover is also simultaneously a disguise, FBI agents created
false anonymous fronts in that there was a greater “discrepancy between
fostered appearances and reality” as crafted by “an imposter” who worked
to “dissemble, deceive, and defraud.”!*® In the case of COINTELPRO,
agents worked to direct assumptions about source, motive, and respon-
sibility with regard to the anonymous act away from the FBI and toward
other sources. Thus, anonymous COINTELPRO agents achieved an ad-
ditional layer of obscurity and held even less accountability than more
sincerely masked activists. In general, those who perform a deceptive mis-
directional anonymity enjoy a greater freedom to manipulate the defini-
tions of their situations and are typically well poised to frame others.
Moreover, as can be determined from the case of the SWP/Mobe car-
toon, the deceptive misdirectional type of anonymity employed by the
FBI is ideal for carrying out the strategy of divide et impera (divide and
rule) discussed by Georg Simmel, in which a third party opportunistically
provokes and benefits from conflict between the other two (or more) “in
order to gain a dominating position.”'** For example, as part of their co-
ordinated attempts to disrupt the Puerto Rican Independence movement,
COINTELPRO agents conspired to craft and distribute hundreds of
anonymous letters, leaflets, and cartoons designed to provoke suspicion,
conflict, and overall discord in organizations like the Movimiento Pro-
Independencia de Puerto Rico (MPIPR) and the Federacién Universitaria
Pro Independencia (FUPI).'*® One such letter, “purportedly by an anon-
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ymous veteran MPIPR member,” would allege a “Communist takeover
of the organization” in order to provoke factionalism around members’
views of communism and Cuba.'®¢ Others publicly targeted established
MPIPR leader Juan Mari Bras with various accusations, condemnations,
and warnings in order to prevent unity between the MPIPR and other
local groups.'®” In such cases, COINTELPRO agents strategized about
how to manipulate assumptions about the sources of these documents
and went to great lengths to create “secure conditions to protect the Bu-
reau as the source”’*® While casting doubts about movement leadership,
the FBI was strategically working to incite conflict between different pro-
independence organizations that might otherwise forge bonds of political
solidarity. As Ward Churchill and Jim Vander Wall argue, “These methods
were used not only to divide Puertorriquefios among themselves, but to
forestall alliances between any of the various elements of the independen-
tista movement and progressive groups on the U.S. mainland.”*** While
clearly deceptive and misdirectional, such a strategic and subversive use of
anonymity is designed to direct the suspicions, accusations, and hostilities
of two or more parties against one another, thereby backgrounding their
similarities and weakening their common cause.

In all of these cases, the exposure of previously classified FBI memo-
randa and official directives (once protected internal communications) re-
vealed the segregated “back region” where such anonymous performances
were planned. In such back regions, members of the “performance team”
(those who operate behind the covers of anonymity) strategize and co-
ordinate their efforts to manage the impressions of their targets.?*® Ac-
cording to the plan, the very existence of the FBI in the dynamic should
have remained unknown, obscured behind the constructed cover. Such
operatives used their anonymity to subvert the subversive activities of
others while remaining invisible as a party to the situation.

Conclusion

In this chapter, I analyzed a wide variety of cases from different times and
places to illuminate the ways that actors use anonymity and pseudonymity
for subversive purposes. In each case, actors bring subversive characters to
life and perform their hidden identities in ways that undermine some in-
terpersonal, cultural, political, or moral norms while advancing alternative
ideas, values, and ways of seeing and being in the world. As they subvert
personal identity itself, they work to make meaning—to define situations,
events, issues, and relationships while challenging or undermining some
form of social power.



SUBVERSIVE ANONYMITY 103

Whether acting as individuals (as with many of the authors and artists
I discussed) or collectives (as with masked social movements), anony-
mous subversives bring anonymity to life in their particular contexts to
perform for their particular audiences. Taken together, these performances
of subversive anonymity demonstrate the utterly social and situational
character of our hidden identities. Actors craft and animate their cover
representations to advance certain causes—for better or for worse —that
are rooted in their social and historical circumstances. We need to inter-
pret the rich semiotic significance of their cover representations, along
with the formal, dynamic, and interrelational dimensions of their anony-
mous performances, to fully understand the subversive character of their
anonymous acts. As I will discuss in the next chapter, actors can also use
various impersonal institutions and social systems to shield their personal
identities as they act and make meaning in the world around them.






* 4 *
The Anonymity of
Social Systems

Consider the following exchange involving a sharecropper defending his
home from a tractor driver employed to raze several farms, as portrayed
by John Steinbeck in The Grapes of Wrath.

“I built it with my hands. Straightened old nails to put the sheathing
on. Rafters are wired to the stringers with baling wire. It’s mine. I built it.
You bump it down—TI’ll be in the window with a rifle. You even come too
close and I'll pot you like a rabbit.”

“It’s not me. There’s nothing I can do. I'll lose my job if I don’t do it. And
look—suppose you kill me? They’ll just hang you, but long before you're
hung there’ll be another guy on the tractor, and he’ll bump the house
down. You’re not killing the right guy.”

“That’s so,” the tenant said. “Who gave you orders? I'll go after him.
He’s the one to kill”

“You're wrong. He got his orders from the bank. The bank told him,
‘Clear those people out or it’s your job.”

“Well, there’s a president of the bank. There’s a board of directors. I'll
fill up the magazine of the rifle and go into the bank.”

The driver said, “Fellow was telling me the bank gets orders from the
East. The orders were, ‘Make the land show profit or we’ll close you up.”

“But where does it stop? Who can we shoot? I don’t aim to starve to
death before I kill the man that’s starving me.”

“I don’t know. Maybe there’s nobody to shoot. Maybe the thing isn’t
men at all”!

With this passage, Steinbeck creates a scene and dialogue that captures the
desperation of farmers displaced in the midst of the 1930s dust bowl, but
one that could easily be transposed to the twenty-first-century housing
market crisis. In fact, writing about the frustrations of struggling home-
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owners who applied to the Obama administration’s Home Affordable
Modification Program to stave off foreclosure, David Peterson and Daina
Cheyenne Harvey comment, “Respondents voiced their irritation over
the failures of the program . . . yet their responses lacked the unity that
would be expected if there were a clearly responsible agent. Like the man
from the country waiting to see the Law [a reference to Franz Kafka’s
The Trial], it was unclear who or what was responsible.”* Central to both
situations is the anonymity of the actors who, shielded by financial or gov-
ernmental institutions, took measures that impacted countless lives. Stein-
beck’s sharecropper is left perplexed about the personal identities of those
who would destroy his farm and starve him. Those who are foreclosing on
the farm are provided a significant degree anonymity due to their ability to
act behind the cover of a bank, or the even more bewildering “East,” both
of which represent a large and impersonal system that stands in contrast
to the personal character of the sharecropper’s house. Their anonymity
comes to life in the act of repossession and demolition that prompts the
tenant’s question, “Who can we shoot?” Notably, this anonymity does not
fully extend to their conspicuous pawn-like surrogate driving the tractor
who is the local face of the operation. While Steinbeck refers to him as “the
driver,” he is also recognized as “Joe Davis’s boy” by the tenant.> However,
as the driver insists, if he did not do the job, someone else would. Despite
the fact that he is seen and known, it could be anyone acting on behalf of
the powerful and impersonal system.

As Steinbeck illustrates with this scene, actors can use impersonal in-
stitutions, including committees, organizations, corporations, states, and
nations, along with the general social systems in which they are rooted,
as cover representations for their actions. Such institutions take on a life
of their own, allowing individuals operating within them, and especially
those with the power to steer them, a certain freedom to act while avoid-
ing personal recognition, accountability, and liability for their actions.*
However, such institutions also shape and constrain the actions of their
functionaries at various levels who often act according to broad system
logics, “led by an invisible hand to promote an end which” is not their own
by design.® Even personal interests and rational thought can be assimi-
lated and scripted by institutions and social systems that actors, working
in complex arrangements according to system logics, collectively deploy
to accomplish daunting and sometimes horrifying objectives without the
weight of personal responsibility.® By acting behind the covers of imper-
sonal institutions, actors bring these powerful social forces to life in ways
that shape the meanings of various experiences, situations, and events in
the world.
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Formal organizations and bureaucratic institutions obscure personal
identities by casting particular individuals as generic anyones. As Max
Weber recognized, and Talcott Parsons later elaborated, bureaucratic en-
vironments are characterized by instrumental-rational logics expressed
in the form of official rules and procedures that render the particular and
personal identities of individuals irrelevant.” Such impersonal systems,
often defined by strategic objectives and calculated tactics—what Weber
called “the specifically modern calculating attitude,”® can be contrasted
with the more personal and intimate character of what Jiirgen Habermas
referred to as “lifeworld” settings.” We tend to see actors as generic in
the former and uniquely distinguishable in the latter, which shapes the
ways we relate to others in each type of situation. Thus, we tend to see
the functionaries of bureaucratic institutions or complex systems as com-
pletely replaceable by anyone else who could do the same job.'® While
I may exchange pleasantries with the person behind the counter at a bank,
an officer of my state division of motor vehicles, or a technician working
for a computer support service, I really do not care who they are, nor do
I care if someone else steps in and replaces them, as long as the individual
is competent with regard to the requirements of the functional role.

Our experience of institutional actors as anonymous anyones can be
enhanced by the sheer scale of the systems in which they work. As Georg
Simmel famously argued, large and complex cities provide for an expe-
rience of anonymity that contrasts with life in small towns, villages, and
local communities.’! In the former, people blend into the crowd; in the
latter, they carry their personal identities with them (and those who are
not personally known are often marked and conspicuous). For Simmel,
the larger the group, the less personalized and more anonymous are its
members, which allows for heightened degrees of both obscurity and
freedom.'? Such an anonymity, provided by the cover of mass groups and
populated environments, accounts for the relative ease with which one
can observe strangers in populated public places,® or while at crowded
nude beaches,'* where the act of seeing is depersonalized. The anonymity
provided by large groups also accounts for the fact that students enjoy a
greater ability to hide in jumbo lectures compared to small seminars, the
different regard with which we hold mass emails versus direct personal
messages, and the ways that personal distinctions are blurred into an un-
differentiated mass during some large religious pilgrimages,'* for example.
In each case, the crowd provides an impersonal cover for individuals who
can blend into the collective.'® Even when some insiders are personally
known to other insiders, as is commonly the case in large crowds,'” such
environments depersonalize interactions with others who are not known.
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They render actors anonymous to spectators both inside and outside the
group.

In addition to these dimensions of impersonality, we tend to see
groups, institutions, and systems as sui generis actors, as agents that exist
and persist “over and above [their] individual elements,” assuming an in-
dependent character of their own.'® Especially as institutions and social
systems become more organizationally or technologically complex—
requiring significant degrees of internal differentiation and highly spe-
cialized forms of knowledge —their complexity greatly enhances their
social opacity.'® It becomes harder for outsiders to understand how such
institutions and systems actually work and to know who is responsible for
their operations. In fact, “individual contributions may not be identifiable
atall” and often “cannot be distinguished significantly from other people’s
contributions.”*° Thus, we tend to attribute such actions and operations to
the institution or system itself. Even when the personal identities of those
who act on their behalf are known or easily traceable, when functionaries
are personally exposed and high-profile officers are widely recognized,
and even given that insiders to such systems are often personally known
to one another, actions are often impersonal, and responsibility is often
diffuse and unclear. We experience the system itself as the primary actor
and locus of agency while its representatives lack the power to do much
beside follow its rules and facilitate its larger objectives. Therefore, any
meaningful “decision appears to be made by some super-individual au-
thority,”*! an anonymous no one that holds great power without being a
definite and accountable who.

These dual characteristics of anyoneness and no oneness complement
and reinforce one another to establish the anonymity of social systems.
Thus, we commonly attribute the actions of real people who bring these
systems to life to the “ideal type of the social collective”** Such a logic
pervades common language as “we frequently use sentences in which ideal
types like ‘the state, ‘the press, ‘the economy, ‘the nation, ‘the people,
or perhaps ‘the working class’ appear as grammatical subjects. In doing
this, we naturally tend to personify these abstractions.”?® In other words,
we treat and experience the system and its institutions as responsible for
the actions of its anonymous functionaries.>* Consider the ways we attri-
bute different decisions (as well as legal powers and responsibilities) to
organized collectives such as parole boards, organ transplant committees,
and grand juries; or the ways we attribute agency to social movement

groups, corporations, society, or even “civilization”;

or simply explain
various phenomena with vague reference to “the system.” Such ways of

thinking and speaking, which involve attributions of motive and agency to
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impersonal social forces, shape the meaning of various actions and events
for different audiences.

When we ascribe agency to an impersonal entity or system, we often
focus our attention on its major operations and ignore a variety of partic-
ular activities, decisions, and interactions that occur behind the scenes.?
We void personal agencies in light of impersonal system proceedings. In
the process, we also let real people off the hook, including those who steer
these institutions and use them for personal gain. Such a way of com-
prehending agency also prompts people acting within (or on behalf of )
the system to detach their individual actions from their consequences, to
experience their contributions as relatively insignificant and impersonal,
and even to perceive those whose lives might be impacted by the broader
institution or by systemic forces as anonymous units rather than particular
people.”” Such system functionaries can “view the world through a set of
particularistic codes” linked to system objectives “that involve a certain
blindness to the wider social effects of their operations.”*® Thus, the ano-
nymity afforded by social systems can detach persons from their actions
in ways that define social interactions and relationships for all parties in-
volved.

In this chapter, I explore the ways that anonymous actors use institu-
tions and social systems as cover representations to shape certain rela-
tionships, accomplish particular tasks, and define situations for various
audiences. While acting with such system fronts, actors make meaning
in the world. They also marshal the power of particular institutions to
accomplish both personal and system objectives. To this end, I present
focused analyses of five cases: the early twenty-first-century financial cri-
sis, the concept of corporate personhood and the 2010 US Supreme Court
ruling in Citizens United v. Federal Election Commission, the electronic
surveillance of US citizens by the National Security Agency (NSA) and
“big tech” companies, the phenomenon of distance killing that evolved to
characterize war over the last century, and modern state executions in the
United States with particular attention to the method of execution most
commonly used today—lethal injection. While addressing each of these
cases, I focus on the ways that institutions and social systems of various
types facilitate anonymous acts. In each case, those who act within and
through social system fronts create and define events and situations that
are deeply consequential for others. They bring social systems to life and
endow them with agency, responsibility, and power. Others then expe-
rience the system as the actor, which renders the personal identities of
the operators obscured or negligible in the relationship—anonymized
in various ways by structures, technologies, procedures, and rules. Next,
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complementing my discussion of anonymous consumption in chapter 2,
I briefly discuss the social character and consequences of anonymous la-
bor and production. While developing all of these discussions, I consider
how the anonymizing force of social systems can promote social alien-
ation, apathy, and a diffusion of responsibility that can run counter to our
ideals of community, democratic participation, and public accountability.

Institutions and Systems as Cover Representations
WALL STREET AND THE FINANCIAL CRISIS

The massive financial crisis that unfolded from late 2006 through 2010
took off with an unprecedented wave of foreclosures on homes, which
then had “a catastrophic domino effect” that hobbled the US economy
and rippled throughout the world. In the years building up to this eco-
nomic meltdown, lending agents issued millions of unsustainable sub-
prime and adjustable rate mortgages to borrowers who were eventually
overcome by their mounting debt and unable to make payments. As debts
surged and housing values plummeted, many homeowners ended up ow-
ing more than their homes were worth. The resulting flood of defaults
and foreclosures devastated the housing market, which ultimately tanked
the stock market and crippled several massive investment banks that used
bundles of these mortgages to back the investments of various clients. In
September 2008, Lehman Brothers, one of the oldest and largest invest-
ment banks in the United States, filed for bankruptcy. Several others, many
on the brink of collapse, would soon take billions of taxpayer dollars as
bailout funding. The overwhelming strain on public coffers led to years of
debilitating social austerity measures.

The financial crisis was marked by an asymmetrical structure of ac-
countability that illustrates the anonymity of institutions and social sys-
tems. On the one hand, the millions of people who defaulted on their
mortgages made financial decisions that turned out to be detrimental, per-
sonally and cumulatively. These individuals, many of whom ultimately lost
their homes, were personally targeted when banks initiated foreclosure ac-
tions. They were held accountable according to an ethic of personal respon-
sibility and suffered consequences in line with an ethic of personal liability.
On the other hand, mortgage brokers and investment bankers worked
to maximize profit despite obvious risks, and regardless of the impact
of their actions on millions of lives. For years building up to and during
the crisis, in a cultural milieu marked by weak regulation and fraudulent
conduct,°
However, while defaulting homeowners suffered personal consequences,

these agents acted in ways that brought the crisis to fruition.
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most actors within the financial industry avoided personal scrutiny and
responsibility for their actions. Most remained anonymous as banks and
the broader financial system bore the brunt of the blame in line with an
ethic of institutional responsibility. Moreover, the public carried a significant
financial burden for corporate losses in line with an ethic of socialized lia-
bility. Despite the fact that real people in the financial arena made strategic
decisions and benefited in various ways from the situation, corporate in-
stitutions and systems served as covers that effectively anonymized most
of the actors behind the operation.

In general, people form and use corporations to achieve goals they
would not otherwise be able to achieve as individuals. In the process,
individual actors split themselves from the actions of the corporate en-
tity, which stands independently and operates according to its own rules
and procedures. By structuring their actions according to the official bu-
reaucratic rules and calculated procedures of their corporate institutions,
actors in the finance industry depersonalized their work and distanced
themselves from the consequences of their pursuits. With regard to the
financial industry in general, “people working in this domain often make
decisions that do not seem to have implications for specific salient individ-
uals.” Furthermore, they “make their decisions in a relatively anonymous
manner which does not create a sense of the ownership of the act.” Con-
sequently, their actions “can feel victimless” as they “work within larger
organizations and institutional systems” that create the sense “that many
are actually not directly responsible for their own decisions.”*! While “the
break between a person’s identity and their deed is not total or altogether
untraceable, . . . the connection is blurred” enough to diffuse personal
responsibility and give everyone involved, including corporate actors
themselves, the sense that the system is ultimately at fault.>> Such a mode
of operation establishes the corporate institution as the locus of agency
and responsibility. From this perspective, foreclosure is a performative
accomplishment enacted by individuals and teams carrying out economic
acts on behalf of a constructed corporate financial entity. In the process of
confiscating or repossessing property, actors mobilize the legal discourse
and deep cultural codes of capitalism (which foreground the individual
responsibilities and liabilities of the homeowners and the economic fair-
ness of instrumental bank actions) in an attempt to legitimate such acts
and define them as legally and morally reasonable. Operating according
to official procedures designed to benefit those institutions, powerful cor-
porate actors depersonalized and legitimated the actions that led to the
crisis itself, pursuing private gain at a social cost and skirting personal
responsibility in the process.>
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When we recognize a corporation as an actor, we give it motive, inter-
ests, agency, and even personality. We also blame it for problems. Given
this attribution of agency and structure of accountability, dispossessed
and struggling homeowners were typically unable to identify particular
individuals who could help them with their personal predicaments. They
struggled to find answers and to locate responsible agents as the banks
they dealt with “remained nearly totally opaque.”** While desperately
searching for effective assistance, the large majority of homeowners felt
that “the real locus of agency” was “their bank” itself, while the people
they interacted with were “mere functionaries” with “little power.” Some
felt the real problem was the entire financial system itself.>> At every stage
of the crisis, homeowners had similar experiences.>® Even when the per-
sonal identities of corporate actors are publicly exposed or traceable, they
stand either as inaccessible symbols of the greater corporate agency (as is
the case with board chairs and CEOs) or as insignificant pawns (as with
service representatives). In the social interactions that defined their expe-
riences, homeowners ultimately faced anonymous corporate systems.>”

In line with homeowner perceptions, many pundits raised some ver-
sion of the argument that “Wall Street,” the “big banks,” the “mortgage
industry,” the “government,” or the unbridled system of capitalism was at
fault. In the broadest sense, some even blamed everyone participating in
the economic system and argued that “the American public, by default,
was complicit.”*® Blaming everyone, or even a broad and diverse range
of players, in effect holds no one accountable and reinforces our sense
that the crisis was caused by a complex and nebulous system. Indeed, for
many the crisis itself became an agentic force, a juggernaut that instilled
fear, ushered in “a new wave of pessimism,” and undermined trust in the
economy, a force that “could drive the country into a full-blown reces-
sion.”*® Thus, the public discourse addressing the situation was marked
by both an “extraordinary breadth for assigning blame for the financial
crisis” and a sense that “the structure of the present financial system, its
culture, and its collective practices and policies” were ultimately at fault.*°

While those who lost their homes were frequently named and person-
ally profiled in various news media accounts detailing their hardships,
most financial actors remained anonymous behind institutional and sys-
tem covers.*! In one typical account, the struggles of Dirma Rodriquez
and her disabled daughter, Ingrid Ortiz, are pitted against the behemoth
Bank of America. In this and many similar public narratives, the bank is
represented by a named spokesperson who, like Steinbeck’s tractor driver
featured in the quote at the beginning of this chapter, merely represents
an otherwise impersonal institution that operates outside of anyone’s per-
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sonal control.** Likewise, Jennifer Ryan Voltaire is pitted against Wells
Fargo.® Similarly, while meticulously detailing the complicated and diffi-
cult ordeal of Sheila Ramos, who lost her Florida home to foreclosure, one
journalist points to “the Wall Street mortgage machine” (with its various
institutional parties) as the power behind the crisis.** A great number of
stories fit this model in which named people suffer due to the actions of
institutions that create harm through the fault of no one in particular. Even
activists, such as those affiliated with the Occupy movement, commonly
identified systems and institutions, such as “Wall Street and the Banks,”**
as responsible agents. The very fact that commenters can publicly assign
and debate responsibility in such vague terms with regard to such a seri-
ous global situation, and typically while blaming impersonal institutions,
creates an atmosphere of plausible deniability for everyone involved. Thus,
the “big banks” (as institutions) and “Wall Street” (as metonymic code
for the financial system) function both as the actors that are central to the
financial crisis and covers for “the position and concentration of power in
the hands of certain privileged agents.”*¢

CORPORATE PERSONHOOD AND ELECTORAL POLITICS

Corporate organizations function as cover representations for individu-
als in a wide variety of economic, political, and legal activities. This phe-
nomenon has been reinforced by court decisions upholding the principle
that corporations have rights of personhood under the law, thereby en-
hancing the anonymity of the individuals acting as such entities in cer-
tain situations. The concept of corporate personhood originated in the
late nineteenth century with the notion that the Fourteenth Amendment
clause guaranteeing every “person” equal protection under the law applied
equally to corporations. However, more recent Supreme Court decisions,
especially those rendered in First National Bank of Boston v. Bellotti (1978)
and Citizens United v. Federal Election Commission (2010) (along with sev-
eral related cases) extended this logic by recognizing First Amendment
constitutional protections of free speech for corporations, freeing indi-
viduals to use them to finance political initiatives and electoral campaigns.

While the courts have generally upheld the basic requirement that po-
litical campaigns name their donors in line with democratic principles of
transparency and public accountability, the Citizens United case opened
new avenues for wealthy financiers to exert disproportionate influence on
electoral outcomes while masking their identities behind layers of cor-
porate cover. The decision specifically overruled previously established
restrictions on corporate funding in politics, freeing corporations to spend
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massive amounts of money to influence elections as long as they do not
officially coordinate with the campaign they act to support. Practically
speaking, the ruling created a framework that allows agents to form “su-
per PACs” (political action committees), which, in addition to raising
unlimited amounts of corporate money, are often funded by “shadowy
nonprofits” that themselves raise corporate funds but “don’t disclose their
donors.”*” This allows powerful actors to act behind various organized
groups, often with “innocuous names,”*® to steer democratic politics
anonymously.*’

Using an organized political action group as a front separates political
speech acts (such as print, television, or web-based advertisements) from
the personal identities and interests of their financial sponsors. It also
obscures motives for political endorsements and attacks and distances
them from the benefiting candidate, generalizing and popularizing the
opinion while enhancing perceived credibility and objectivity.>® Despite
contradicting the general democratic tenet of personal accountability to
the public, and the mandate to disclose political funding sources estab-
lished by the Federal Election Campaign Act of 1971, such “dark money”
has become a powerful force in the contemporary political arena. In such
cases, wealthy actors and even foreign agents can obscure their identities
behind multiple layers of corporate cover while shaping US democratic
processes and outcomes. They can “mask their values and policies behind
a deceptive veil of anonymity”*! while using the super PAC as a front with
which to manage the impressions of the public.

THE NSA, BIG TECH, AND ELECTRONIC SURVEILLANCE

In early 2013, Edward Snowden, a computer consultant who worked for
the National Security Agency (NSA) contractor Booz Allen Hamilton,
began leaking classified information to the press. In June 2013, several
major media outlets including the Guardian and the Washington Post
started publishing stories based on this leaked information, detailing pre-
viously undisclosed NSA surveillance operations, most notably the highly
controversial PRISM program. Under the rationale of state security, the
NSA—in coordination with several major private technology and com-
munications companies (including Google, Facebook, Verizon, Yahoo,
Skype, and others) —was secretly tracking, logging, and analyzing the
personal internet and mobile phone activity of millions of American cit-
izens and people around the world, including many high-ranking leaders
from different nations, friend and foe. The extent of governmental and
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corporate surveillance, Snowden showed, was both deep (monitoring the
most intimate aspects of people’s lives) and global.

The Snowden revelations serve to make us aware of the fact that we
are being surveilled. Even if, pre-Snowden, we suspected, we now know
that our lives are continually monitored and recorded while we are per-
sonally profiled for various governmental and commercial purposes. In
the wake of these revelations, large media and technology corporations
like Facebook, Google, and Apple have repeatedly come under fire for
their routine approaches to the privacy rights of individuals, both users
and those indirectly connected to their platforms.’* Snowden showed
us that state institutions depend on these corporations for access to the
“big data” (the aggregated and searchable content of the online activity
of millions of users) and metadata (which includes IP addresses linked to
specific devices, location information about mobile activity, details about
relationships and contacts, and other information that can, often quite
easily, be directly linked to personal identities) upon which their massive
surveillance practices are based.** These private technology companies
follow a business model that involves the regular collection and storage of
data that users generate with their activities, data that is routinely shared
with third parties. The NSA and other state agencies then use this big data
for profiling, predictive, and preventive purposes in the governmental and
political sphere.>* Many users now have a basic awareness of this fact and
have even become accustomed to these normal terms of our late-modern
lives. Indeed, such surveillance by large and powerful agencies is comple-
mented and facilitated by new norms of self-exposure as individuals reg-
ularly, both knowingly and unwittingly, expose their personal information
online in various public or semi-public forums, or simply by carrying and
using the devices that connect them with others.>®

Whistleblowers like Edward Snowden expose the secrets of powerful
institutions, giving a public audience the message that the once-hidden,
now-exposed operations of these agencies pose some threat or cause some
harm that should be addressed and remedied.* While “challenging and
interrupting dominant system codes” and “abandoning instrumental rea-
soning” central to the institutions they betray, they perform “a democratic
persona” in service to the civil sphere.’” They then take a personal stand
against the impersonal system they once inhabited, often achieving per-
sonal fame (either being celebrated or vilified) in the process. However,
the Snowden leaks also leave the identities of our unnamed voyeurs hidden
behind massive state agencies and private corporations. In other words,
“the surveillers” continue to “remain anonymous to the surveilled.”*® This
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social dynamic, in which our personal exposure is contrasted with the
anonymity of institutions and systems, shapes the character and impact
of mass surveillance in our lives.

From one perspective, we might expect a growing awareness of surveil-
lance to have a controlling effect, rendering the surveilled intimidated and
disempowered.*® Such an awareness can “induce . . . a state of conscious
and permanent visibility that assures the automatic functioning of power.”
It can create an “anxious awareness of being observed” that pushes those
“subjected to a field of visibility” to regulate their behaviors and discipline
themselves.®® Thus, the agents of surveillance often want us to know (or
think) they are always watching us and monitoring our behavior. Frederick
Douglass realized this when he observed the tactics of the brutal overseer
Mr. Covey. Because Covey would often sneak up and surprise working
slaves, or let himself be seen watching them from behind a fence or tree,
the slaves assumed he was always watching even when he was not vis-
ible, and “work went on in his absence almost as well as in his presence;
and he had the faculty of making [slaves] feel that he was ever present
with [them].”®! However, Covey was not an anonymous force. He was a
conniving, violent, and potentially deadly force who maintained a direct
personal relationship with the people he watched.

Alternatively, when watchers operate behind the cover of massive insti-
tutions and are integrated into complex social systems of technology and
communication, their anonymous and ubiquitous character may dampen
the direct impact they have on individual actions. A “peeping Tom” at one’s
window or even an anonymous hacker who steels password-protected in-
formation will likely inspire righteous indignation, but the diffuse effects
of nameless and faceless operators who use massive institutions to steer
an omnipresent system of watching feel more distant and thus more easily
evade the sustained concern of those whose privacies are violated. Their
operations, and the technologies of big data surveillance, are also bewil-
dering and “opaque for outsiders, including lawmakers and citizens.”*>
Moreover, the rationale for such ubiquitous surveillance is meshed with
the broader functions of these institutions in our lives. While opponents
of surveillance culture see it as an oppressive practice, others may accept it
as a necessary condition and measure of personal freedom and security.5®
Likewise, anonymous surveillance is now deeply associated with tailored
and personalized experiences and inseparably linked to our ability to
maintain interpersonal relationships (professional, casual, and intimate)
facilitated by our chosen social media and communications platforms.**
To do without depersonalizes our experiences and disconnects our lives.

Post-Snowden, little has actually changed. With the flood of media
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coverage detailing NSA and corporate surveillance practices, there was a
corresponding spike in internet searches for the anonymizing web browser
Tor, suggesting that more people sought to establish a protective anonym-
ity online.®® However, despite this limited growth of interest in anony-
mous web browsing, Snowden’s revelations were met with an astonishing
degree of nonchalance among the majority of the general population and
“brought few new users to privacy-enhancing technologies.”®® Further-
more, both state and private institutions continue to engage in substan-
tial surveillance activities as a part of their normal modes of operation.
Private companies that engage in routine internet-based surveillance of-
ten promise to protect user privacy by anonymizing the information they
collect and share, which is generally aggregated (“big”) and thus “often
[goes] beyond direct representation to simulation, and from narrative
to numerical form,”’ turning particular people into obscure no ones.
Yet corporate promises of anonymity (which are often stated in ethical
terms) can be contrasted with the increasingly personalized character of
the online services and advertisements individuals receive via their web
browsers, email, and social media platforms, clear evidence that “the sub-
ject of surveillance is hence not simply population, . . . but above all the
individual subject of communication.”®® The assurances we receive about
anonymous data-collection procedures can also be contrasted with the
increasingly common phenomenon of data breaches that expose our per-
sonal information to public scrutiny. Currently, our personal information
can be retrieved by anyone with technological know-how, and such skills
are more commonly “reappropriated by lay persons”® as computer tech-
nologies saturate our lives. In short, the practitioners of mass surveillance
are obscured by opaque institutions and complex technological systems
while our personal identities are actively profiled, digitized, stored, and
distributed. The anonymity of institutions and social systems is a key fac-
tor shaping the dynamics of surveillance and information control in our
rapidly changing world.

DISTANCE KILLING AND THE NATION AT WAR

Acts of war, always carried out by real people who bring violence to life,
have historically been performed by organized armed forces. Armies typ-
ically blend the personal identities of individuals into a formal system to
express violence on behalf of a kingdom, state, or nation. Uniform regalia
and collective symbols (often national or religious) serve as fronts that or-
ganize, motivate, and justify the coordinated actions of individual soldiers.

For centuries, the typical mode of combat was face-to-face, “within
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arm’s reach,” and soldiers saw one another on the battlefield.”® Even
though the personal identities of combatants were obscured by a collective
identity and the military front, killing was an intimate act. However, as the
technologies of war developed with the Industrial Revolution, and espe-
cially throughout the twentieth and into the twenty-first century, “killing
from a distance” became “the normal form of combat.””* This ability to kill
from a distance expanded with the development of weapons technologies
that allow for mass killing (e.g., the dropping or launching of explosives,
including atomic and nuclear bombs, from afar) and targeted long-range
killing (as facilitated by increasingly precise and powerful guns and, more
recently, drones). Despite the fact that one mode of killing is indiscrimi-
nate (mass) and other discriminate (targeted), these technologies of war
deepen the cover for the individual agents carrying out acts of violence,
further depersonalizing the act of killing in the name of the nation, ren-
dering the agents of death even more anonymous to their victims.

With mass killings, including many acts of terrorism, victims are also
typically anonymous to their killers. In such cases, the perpetrators of
mass violence usually target nations, governments, or financial systems,
and sometimes entire religious or ethnic groups, rather than particular in-
dividuals whose deaths are deemed part of the broader objective.”” How-
ever, acts of targeted or “precision” killing, such as those carried out with
unmanned aerial vehicles, or drones, are intended to be more personal in
their objective. While often criticized as a form of summary execution,
targeted drone strikes are typically justified as a means of avoiding mass
casualties that would result from other forms of assault. They have become
more common in modern conflicts that are deemed “asymmetrical” be-
cause state militaries are engaging nonstate agents and paramilitary orga-
nizations.”®> Moreover, these acts of war rely on “virtual technologies that
mediate both combat and decision making.”’* Such technologies facilitate
“respatialization dynamics” that make conflict even more asymmetrical,
separating “weapon and weaponeer” by great distances.”® Thus, a core
dimension of this form of warfare involves the fact that the targets of vio-
lence are surveilled and personally exposed (some are named and hunted)
while the perpetrators are sheltered and anonymized, not just behind the
cover of a military institution, but via the distance between them and
the weapon itself. Given this distance, the weapon (via its violent effect)
serves as the cover representation for its anonymous operator, which is
evident in the language we use to describe drones and their operations.
When the military refers to drones as “unmanned aerial vehicles,” or when
we refer to them as “machine assassins,”’® name them “predators,” or run
headlines like “Obama Apologizes after Drone Kills American and Italian
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Held by Al Qaeda,””” we depict the technology as an independent actor
rather than a tool of agent-operators who, however far away, do the acting
with a drone. From this perspective, the operators could be anyone; their
status as generic functionaries liquidates their personal relevance to the
operation, a phenomenon that whistleblowers attempt to undo by publicly
outing themselves as operators and taking personal responsibility for acts
of killing.”®

In contrast to the fact that the personal identities of drone operators are
typically obscured, the US Central Intelligence Agency refers to its drone
attacks as “personality strikes” when a known individual is targeted for
assassination, and “signature strikes” when particular individuals, whose
personal identities are often unknown, are targeted after surveillance re-
veals “patterns of life associated with terrorism.””® Both terms convey the
notion that the violent act is justified by the personal guilt of those who are
targeted and killed. From the perspective of the attackers, these specific
individuals are targeted because they have orchestrated violence (usually
indiscriminate terrorist violence) in the past and/or, it is claimed, will
likely do so in the future. Thus, using their technologies and systems of
“precision” killing, violent actors anonymously perform acts of war as
smart, surgical, civilized, and humane endeavors that remove and pre-
vent evil and harm in the name of the good and peace-loving civil society.

Yet the extent to which such violence is “precise” is disputed. While
“evidence suggests that drones are technically capable of satisfying the
condition of discrimination,” the practice of intelligence gathering and
data interpretation is imperfect and “often suffers from insufficient and
potentially unreliable ground information to contextualize the tactical
situation.”®® With regard to the targeting process, “it has become clear”
that drone operators “often do not know who they are killing, but are
making an imperfect best guess.”®! Because “signature strikes” are often
based on surveillance profiles that rely on metadata gathered from mobile
phones, any innocent person might be mistakenly deemed a terrorist or
enemy combatant and executed via Hellfire Missile, along with anyone in
the vicinity, without any sort of legal process and without warning to the
local community.?” Thus, critics claim that drones regularly cause large
numbers of civilian deaths and foment outrage among the general popu-
lations of the nations in which they are deployed, where “they are viewed
as fearsome indiscriminate killers of civilians.”®® Estimates regarding the
number of civilian casualties vary. Some claim that up to fifty civilians
are killed per every targeted militant.®* While US government represen-
tatives have typically denied or downplayed civilian casualties resulting
from US drones strikes, in effect rendering these victims either invisible
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or anonymous to the world outside their local communities,®® mounting
evidence and a growing number of cases, including the August 2021 strike
that killed an Afghan aid worker and multiple children, serve to under-
mine those denials.®®

From the perspective of those who are attacked, such acts of violence
represent an oppressive foreign system. The weapon—an impersonal
force of death—becomes the face of the national entity that wields it.
For example, as Farea Al-Muslimi stated in his testimony to the US Sen-
ate Subcommittee on the Constitution, Civil Rights and Human Rights,
“drone strikes are the face of America to many Yemenis.”®” Furthermore,
even before they strike, drones can indeed be noticed by those living be-
low, as in one case of a Pakistani village where it was reported that “the
buzz of the hovering drone terrifies the villagers, who live in constant
fear of an explosion from the sky”*® Given all of these factors, drones are
experienced as faceless agents that perpetrate terror and ongoing trauma
on behalf of the nation they represent.®’

Considering the asymmetries of identification and meaning that char-
acterize targeted drones strikes allows us to better understand how other
long-range precision weapons anonymize the perpetrators of violence.
Sniper rifles allow operators to remain unseen while zooming in to tar-
get a specific person. Likewise, consider the M230 Chain Gun mounted
on US Apache helicopters, which has an attack range of up to 4,000 me-
ters (2.49 miles). This weapon is featured in a video that was leaked by
whistleblower Chelsea Manning via the WikiLeaks website, where it was
dubbed “collateral murder.”®® The video shows an attack that took place
in Baghdad on July 12, 2007, from such a great distance that the targets
appear completely unaware that a helicopter was surveilling them. The
perpetrators are totally shielded by the distance afforded by their weapons
technology. Those operating the helicopter and its weapon, and we who
view the video online, see the men on the ground only as technologically
mediated images, their beings transformed into avatars not unlike those
encountered in war-themed video games, thereby making it very difficult
“to distinguish between combatants and non-combatants” during the op-
eration of war.”! In this case, the distance also allowed particular individu-
als on the ground to be erroneously defined as combatants and therefore
as legitimate targets (at least two were professional journalists, carrying
cameras that were defined as weapons). From the perspective of people on
the ground, the US soldiers in the helicopter are represented only by the
act of violence itself, which becomes the manifestation of the United States
as nation in that moment. We can contrast such depersonalized violence
with the more personal character of violence in past eras, as captured by
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the American Revolutionary War command “Don’t fire until to you see
the whites of their eyes.”

With “the increasing use of impersonal forms of warfare,” especially
“among affluent states,” and especially with the rise of war “by remote
control,”? violence commonly manifests as an anonymous act. Very soon,
we will likely see the deployment of automated or robotic weapons that
further anonymize violence and death.”® From this perspective, war is a
performative accomplishment enacted by individuals and teams perpe-
trating violent acts while shielded by organized military fronts and their
technological systems. Such individuals act behind, and with, the fronts
of nations or paramilitary organizations for particularly violent purposes
while divorcing their own personal identities from their actions.

THE MODERN STATE AS “HUMANE” EXECUTIONER

When medical doctors and other healthcare professionals perform state-
mandated executions by lethal injection in the United States, they typically
do so while anonymous to the condemned prisoner, attending witnesses,
and the public at large. Their names are usually withheld from official rec-
ords, “and they are often paid in cash.”** Several states have established
laws reinforcing the anonymity of those who facilitate executions, argu-
ing that such measures are necessary for their safety and security, as well
as to protect the integrity of the system itself.”> Beyond simply keeping
the personal identities of individual participants hidden, some—like the
state of Missouri, for example— deem anyone who knowingly identifies
participants in the execution process legally liable for damages.”® Indeed,
modern executions in the United States are characterized by anonymity,
along with a more general strategy of concealment and obscurity—what
John Lofland calls “a concealed dramaturgics.”®” Keeping the personal
identities of executioners concealed allows us to define the modern state,
with its impersonal legal-rationale authority, as the punitive agent of the
execution process. Such an attribution of agency to the state system is
evident in the way we communicate, allowing us to assert and understand
that “Texas has executed 33 people since 2017” or, pitting the impersonal
system against the personal prisoner, “Alabama has executed Nathaniel
Woods despite looming doubts.”?®

In contrast, during premodern and early modern eras in Europe, ex-
ecutions were typically open acts of public spectacle that often involved
large crowds and conspicuous theatrics.”® During these eras, a sovereign or
some state authority employed a professional executioner to organize and
carry out the act. The professionalization of execution served to displace
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mob killings, centralize the authority behind corporal punishment, and
“symbolize the power and wrath of the state.”'°° Executioners did not hide
their personal identities. Rather, they actually “comported themselves in
ways that endowed them with distinctive public and personal identities,”
and each was publicly known for their “personal style.”'°" In fact, the image
of the hooded and anonymous medieval executioner appears to be a myth
of modern design, one that serves to make modern state killings appear
civil and just in contrast.'®> As the modern era advanced, state-mandated
killing became increasingly controversial (both morally and politically),
its legitimacy and fit with modern liberal ideals of civil society repeatedly
questioned. Thus, in the United States, political authorities became more
and more concerned with establishing refined and enlightened methods
of execution. Growing concerns and mounting controversies spurred
changes in method and stimulated the impetus to anonymize the execu-
tioners behind state systems and institutions.

Over the past four decades, lethal injection has, by far, been the most
common method of penal execution in the United States. In the wake of
several legal challenges to the constitutionality of the death penalty,'®
states began to adopt lethal injection protocols, claiming the method to be
humane, backed by medical science, and, therefore, legally sound and in
line with Eighth Amendment protections against cruel and unusual pun-
ishment. The new procedure emerged as an alternative to death by electro-
cution (which was increasingly seen as grotesque and painful despite pre-
viously being adopted as the humane method of choice), hanging (which
was deeply associated with “the conduct of southern lynch mobs whose
savage violence had recently given new and unwelcome meaning to the

”),°* and firing squad (which was, at its roots,

age-old symbol of the noose
a military method that likely seemed at odds with the civil autonomy of
the penal system in modern society). These previously established meth-
ods often made the pain, bodily harm or disfigurement, and even suffering
of the condemned individual plainly visible for those witnessing the act.
As an alternative, the basic protocol used in executions by lethal injection
was designed in 1977 by Dr. Jay Chapman, medical examiner for the state
of Oklahoma, and reviewed by Dr. Stanley Deutsch, an anesthesiologist
at the University of Oklahoma.'®® These doctors marshaled the insights
of modern medicine to control the pain and suffering of the condemned.

This is not the first time a new form of capital punishment was justified
as more humane because it was designed and sanctioned by doctors. The
famous French doctor Joseph-Ignace Guillotin used the same rationale
to push a method that became quite famous in the wake of the French
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Revolution.’*® However, lethal injection was not simply designed by med-
ical authorities; it actually medicalizes the entire killing act. Thus, as Atul
Gawande explains,

officials liked this method. Because it borrowed from established
anesthesia techniques, it made execution like familiar medical procedures
rather than the grisly, backlash-inducing spectacle it had become. . .. It
was less disturbing to witness. . . . And officials could turn to doctors and
nurses to help with technical difficulties, attest to the painlessness and
trustworthiness of the technique, and lend a more professional air to the
proceedings.'%’

Despite its medical design, however, legal challenges persisted and plain-
tiffs continued to allege the unconstitutional cruelty of the process. Today,
the method of lethal injection (along with the death penalty in general)
remains utterly controversial, both morally and politically.'*®

Given that this new process relied on medical expertise, state authori-
ties were now faced with the practical and legal necessity of soliciting the
participation of doctors and nurses. In order to secure their cooperation,
prison wardens and state officials promised healthcare professionals that
their work would remain anonymous. Anonymity protects participating
doctors and nurses from the possibility of rebuke by their peers and from
potential damage to their reputations in the eyes of the public at large,
both of which may have consequences for their careers and professional
standings. However, given the quite serious implications of execution, this
promise of anonymity has itself become a matter of legal and political con-
troversy. Many have argued that the condemned prisoner, the press, and
the public at large have a right to know the personal identities of execution
team members in order to ensure that they are qualified to provide legally
appropriate and constitutionally sound executions.'® If named health-
care practitioners oversee lethal injections, we can evaluate them based on
their personal reputations. However, when an anonymous medical doctor
conducts or oversees the killing, the depersonalized medical degree and
license to practice medicine—that symbolic capital shared by all practic-
ing doctors—is foregrounded over the personal identity and history of
the individual actor, allowing a general medical authority to grant legiti-
macy to the act while the specific individual ducks personal accountability.
Moreover, such an arrangement also allows for one doctor to participate
in multiple executions over the course of his career while his anonymity
leaves open the possibility, and can even generate the perception, that
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many doctors have been involved.''° The anonymous doctor could be any
doctor, reinforcing the impression that the penal act is sanctioned by the
institution of modern medicine.'!!

By assimilating an anonymous and impersonal medical authority, state
officials have blended the otherwise contradictory social logics of med-
ical and penal institutions into a complex system front that shapes the
meaning of state-sanctioned acts of killing.''> They merge the medical
professional role with the penal role, an act of care with an act of kill-
ing, dissolving otherwise significant moral boundaries that separate our
institutions of healing and punishment. Human life is coded differently
according to the values of each social sphere—sacrosanct in one and for-
feitable in the other. Bodies are the target of nurturing repair and healing
in one, and disciplinary force and harm in the other. Moral questions of
guilt and innocence are irrelevant to one and central to the other. The aim
of healthcare is liberation from disease and escape from death; the aim
of the penal system is bodily confinement, mortification, and social or,
sometimes, physical death.

The contradictions of this blended system front allow actors rooted in
one sphere to justify their actions by referring to the other. Thus, medical
professionals often justify their killing actions by pointing to the fact that
they are compliant with state law and democratic mandate.'' At the same
time, state authorities justify their killing actions as humane and even
caring according to the logic of modern medicine. The very presence of
healthcare professionals, hospital equipment, a medicalized room, phar-
maceuticals, and the use of medical language serves to make the activity
appear less brutal, even painless and peaceful, and therefore more agree-
able to a public audience, generating what David Garland calls “a civilized
aesthetic.”''* By assimilating the general characters and props of the medi-
cal system to set the mise-en-scéne of the killing ritual, state actors are able
to code the execution as modern (vs. primitive and antiquated), clean and
sterile (vs. dirty/bloody/odorous/defiled), and civilized (vs. barbarous).
As some witnesses and critics have observed, the setting of an execution
by lethal injection resembles a hospital room, and the act “mimics a pro-
cedure performed thousands of times a day in hospitals across the United
States.”!!'> Some doctors and nurses even dress for medical procedures and
use sterilization techniques when participating in the process, as if the
prevention of post-operative infection was a concern.''® Furthermore, the
mandated use of a pharmaceutical paralyzing agent intended to prevent
the body of the condemned from signifying struggle for life furthers the
presentation of the scene as peaceful and surgical. From this perspective,
execution is a performative accomplishment steered by anonymous med-
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ical professionals who sanitize the ritual act of state killing and package it
for the conscience of the public.

As some have argued, the “image of a white-coated symbol of care
working with or as the black-hooded executioner is in striking contrast
to established physician ethics.”''” Indeed, the American Medical Asso-
ciation takes the position that “as a member of a profession dedicated to
preserving life when there is hope of doing so, a physician must not partic-
ipate in a legally authorized execution.”!*® Other professional medical as-
sociations take similar positions.''® Nevertheless, by blending medical and
penal logics, state actors use the anonymous medical credentials of their
execution team members to legitimate their otherwise controversial ac-
tions, framing the modern state as humane executioner.

*

The anonymity of social systems is a performative accomplishment.
On the one hand, actors use social systems and institutions, like cor-
porate banks, intelligence agencies, national militaries, or state depart-
ments of corrections—with their rules, procedures, and technologies of
operation—as impersonal fronts with which to act and define various
situations. On the other hand, when we attribute an economic crisis to
Wall Street, when we speak of surveillance by “big tech,” when we say
a nation is at war, or a state executes a prisoner, we actively anonymize
the agents involved in these activities. We attribute motive and agency to
institutions and systems, which are often opaque and quite impervious
to outsiders, rather than the particular people who bring them to life. By
facilitating anonymity, these organized social systems license individuals
to act in ways that they would not likely otherwise act if they were held
directly and personally accountable. While this anonymity thus provides a
degree of freedom, it also imposes its own form of social constraint. When
individuals act within these system structures, they render themselves
subservient to the purpose and power of those collective agencies. As a
result, their actions and relationships can become molded by institutional
objectives and strategic practices; they are assimilated into the impersonal
system that they perform.

When Stanley Milgram conducted his famous electric shock exper-
iments, he was primarily concerned with understanding how and why
individuals would obey the commands of an authority figure who required
them to act in ways that they might otherwise find morally objectionable.
Deeply concerned with understanding the circumstances that prompted
millions to follow the genocidal Nazi regime in Europe, Milgram explored
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the conditions under which authority figures could successfully command
ordinary people to harm others. The more removed or distant his research
subjects were from another human being, Milgram found, the more likely
the subjects were to obey the commands of the experimenter to shock
that person (a confederate to the experiment) at increasingly painful and
dangerous levels. The greater the divide, the less they saw “the act of de-
pressing a lever”—the lever they were told would deliver the shock—to
be “relevant to moral judgment, for it [was] no longer associated with the
victim’s suffering.”*° As he explored the implications of his research for
understanding the dynamics of interpersonal and mass violence, Milgram
made a more general point that pertains to the ways that certain social
contexts cultivate impersonality via their social logics and normative defi-
nitions of action. He speculated that the greater the boundary between the
research subject and the confederate who supposedly received the shock,
the more the subject could be wholly or primarily concerned with his per-
formance as a good assistant to the experimenter, “so concerned about the
show he is putting on for the experimenter that influences from other parts
of the social field do not receive as much weight as they ordinarily would”
in other situations.'”! In other words, being good meant performing ac-
cording to the codes of the experimental frame, which required actions (in
this case, electric shocks) that made sense according to the instrumental-
rational logic of the scientific process. The more anonymity was a factor,
the more easily and thoroughly these actions were made meaningful and
legitimate according to the logic of the research and its setting—what
Milgram refers to as the “background authority” of institutions.'*>
When individuals act as anonymous functionaries of institutions and
social systems, they become “enmeshed in a social structure” with its own
logic, objectives, relationships, and strategic rules of operation.'>* Their
personal motives are subsumed and reshaped by institutional forces that
functionally depersonalize and anonymize them in particular situations,
and in situated relations to others, while defining those situations (and
the nature of their actions) according to impersonal institutional ob-
jectives. To be good means to act in compliance with these impersonal
objectives—to animate the will of the system one inhabits. From such a
standpoint, we hone our moral focus on “the job to be done and the excel-
lence with which it is performed.”*>* Moreover, we shift our assessment of
responsibility away from the personal and to the system.'>® Even though
the personal identities of many who act with system covers are publicly
knowable or traceable, the social system itself allows for their anonym-
ity to emerge as a fundamental part of the performance of system objec-
tives. This can lead to what Zygmunt Bauman has called “a free-floating



THE ANONYMITY OF SOCIAL SYSTEMS 127

responsibility” in which “the organization as a whole is an instrument to
obliterate responsibility”*?¢ By anonymizing its functionaries and thereby
depersonalizing their actions and relationships, not only do institutions
and social systems make it difficult to assign personal responsibility, but
sometimes to ascertain responsibility in general—to hold anyone or any-
thing accountable in any meaningful way. A similar liquidation of per-
sonal identity and a general anonymization of labor characterizes many
social systems of production in the world today.

Anonymous Labor and Systems of Production

Modern economies have rendered many types of labor invisible. In such
cases, we fail to acknowledge that work exists. We may see the laborer (as
in the case of those who routinely work in the home while their work is
ignored, conditions traditionally experienced by women'*”) or not (as
in the case of those who clean offices at night while others are not pres-
ent), but in both cases we are blind to the work itself. It “remains hidden
from view,” and people often act as if it doesn’t exist.'*® However, in many
situations the activity of work and/or its product are quite visible while
the laborer remains anonymous. In such cases, we are aware of the fact
that someone is working to produce the commodities and services we
consume, but we divorce those products and services from the personal
identities of those who do the actual work. Instead, we experience some
corporation, industry, or brand, or in some cases a famous individual, as
the agency behind the act. Such an anonymity of labor has become an
increasingly prevalent part of our late-modern economies as a growing
number of people perform their work as generic and interchangeable func-
tionaries of broader corporate systems of production or institutionalized
service relationships.

Ashe developed his critical analysis of the capitalist system of produc-
tion, Karl Marx illuminated the roots of both invisible and anonymous
labor. For Marx, workers who engage in the industrial activities of capi-
talism are detached in various ways from their work (which is deperson-
alized) and their product (which is abstracted from its human character)
as a routine matter of course.'*® To the capitalist (or, we might add, more
generally from the vantage point of many corporate systems), the worker
is like any other tool, and their labor is like any other raw material in that
it is indispensable yet generic and replaceable. Following this logic, as
the processes of production (and today we can include service provision)
become more systematized, they also become more impersonal and an-
onymized. The producers of goods and the consumers of their products
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often experience one another as distant, “abstract,” and “absolutely anon-
ymous.”!3°

Developing a related set of ideas in his discussions of commodity fe-
tishism, Marx explored how the relationships among people take “the
fantastic form of a relation between things,” and therefore “the products
of labour” appear to us as if they are independent of their producers, di-
vorced from the real human and social conditions that would otherwise
give them meaning.'*! Thus, as consumers in the world, we see the com-
modity (labor’s product) as an abstraction, as something separate from
work, and “the social character of labour appears to us to be an objective
character of the products themselves.”'** Such a separation of the prod-
uct from the circumstances and history of those who work can render
the work itself invisible in some cases (it disappears into the product,
the existence of which we take for granted) and the workers anonymous
in others (the product appears to exist independently of anyone’s per-
sonal contribution)."** With regard to the latter situation, even in cases
where workers can be seen, heard, or named, they often work as part
of a system front that renders their personal identities irrelevant to the
entire process, to the product, and to the economic exchanges of their
field. Such workers are typically not anonymous to their local employ-
ers, colleagues, and communities, but with regard to the broader public
and to consumers at large, their personal identities are obscured by a
corporate front or by some named producer who gets all of the personal
credit.

Consider food production in the industrial world as one of many pos-
sible cases. Consumers in industrial and post-industrial economies are
typically unaware of who produces their food. Rather, food products are
more commonly represented by corporate brand names, to which con-
sumers attribute credit and responsibility for the act of production. If one
purchases Tyson chicken or craves Campbell’s Soup, Tyson and Campbell
(both the last names of company founders that are no longer associated
with particular people) are named as the agencies behind the product.
Such impersonal brands are foundational to commercial culture but also
render the people who work and bring them to life generic and replaceable
anyones—anonymous functionaries who are personally irrelevant to their
product. One indication of our attribution of productive agency to the
corporate brand is that we expect the product to be consistent and predict-
able across time and space, despite the fact that different people actually
do the work of producing it. When we order a McDonald’s cheeseburger,
for example, we expect it to taste the same whether produced in a Cali-
fornia plant and cooked in Seattle or produced in Germany and cooked
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in France. In any of its roughly 39,000 locations (as of 2020), McDonald’s
makes the food while the workers are anonymous.

In some cases, entrepreneurs seek to personalize food products and undo
the anonymity that characterizes most contemporary food production. To
this end, local food movements, farmers’ markets, food cooperatives, and
community-supported agriculture (CSA) initiatives often facilitate a di-
rect connection between consumers and farmers and other food producers
(such as bakers and fishing crews). These and other agents promote such
connections as an ethical practice, thereby working to dissolve the ano-
nymity of labor and the invisibility of the productive process. Moreover,
as a result of such movements, the personalization of food has become a
way of signifying superior quality. Within this cultural milieu, some local
and personal operations have grown into large-scale corporate enterprises,
while other more traditional corporate firms have worked to connect their
products to particular people. The eggs I sometimes purchase feature pho-
tographs of the family that owns the farm along with information about
their chicken-raising and egg-farming practices. The chicken I recently
purchased advertises “meet your farmer” with a web address. Such entre-
preneurs work to counter consumer alienation from food by stressing the
consumer’s relationship to the named food producer (providing personal
information about the farmers) and often by locating production practices
(providing information about the farm). By foregrounding such informa-
tion, which is typically hidden by more traditional corporate production
systems, they work to transform our relationship to the product itself.

Consider also the practice of branding a commercial food product with
anamed family member (Tia Lupita hot sauce) or simply the first names
of the company founders (Ben and Jerry’s ice cream) or the founders’
daughter (Amy’s soups). Likewise, consider the contemporary practice
of distinguishing food products by associating them with a named ce-
lebrity chef who claims personal credit for the recipe and responsibility
for the culinary quality of the product, or cases in which a notable per-
sonality takes responsibility for the ethical standards of production and
thereby safeguards the moral quality of consumption (as with Paul New-
man’s charitable Newman’s Own food company). Such cases of personality
branding call our attention to the fact that most food products are indeed
not marked in this way; most are not directly associated with any personal
identity."** By adding a personal name to a product, or developing a brand
around a personal identity, companies attempt to create trust around the
portrayal of personal accountability and perhaps even an illusion of per-
sonal connection. The person behind the brand in effect becomes the “au-
thor” of (the one who authorizes) the product. Their personal character is
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written into the meaning of the food and the experience of consumption.
However, despite such efforts to personalize food, the vast majority of
those who produce it remain obscured behind the personality brand.
Likewise, while some anonymous authors and artists produce an un-
signed piece of work, ghostwriters and art restorers obscure their personal
identities behind the name of another more celebrated person who typi-
cally gets credit."*® These systems are engineered and contracted by pub-
lishing corporations and museums, which are also credited with producing
or curating the product. When the contributions of ghostwriters and art
restorers are unacknowledged, the labor can remain invisible. However,
when the fact of assistance or restoration is known but the craftspeople
employed are unnamed, the labor is anonymous despite the fact that it
creates or fundamentally alters the product. Indeed, ghostwriters are most
commonly employed to help celebrities write autobiographies.'*® Thus,
“ghostwriting can also be seen . . . as the apotheosis of the star [i.e., celeb-
rity] system,” one that “precludes anonymous publication as absolutely as
it requires anonymous composition.”'*” In other words, ghostwriters are
anonymous specifically in their contrast to the identified people to which
the texts they compose are attributed. In a similar vein, “designers Freder-
ick Law Olmsted and Calvert Vaux scored much of the credit for” the con-
struction of New York’s Central Park, but those who did the physical work
of building the park remained relatively anonymous."*® Likewise, journal
reviewers in academia engage in an officially anonymized form of labor that
generates credit for named authors and profit for corporate publishers.'’
In this regard, consider the case of the Stammaim, the anonymous ed-
itors (“redactors”) of the Babylonian Talmud. Critical Talmud scholars
distinguish “between two primary literary strata: meimrot, traditions at-
tributed to named sages (the Amoraim, c. 200-450 CE), . . . and setam
hatalmud, the unattributed or anonymous material,” which were added by
Stammaim over the course of several later generations (~450-650 CE).'*
These anonymous scholars “did not act as passive conduits” but rather
were creative anonymous agents who “added extensive discussions and
commentary” while organizing, contextualizing, and ultimately changing
the meaning of the sacred text.'*! Like contemporary ghostwriters, their
contributions are distinctly anonymous in contrast to the named rabbin-
ical authorities credited within the text. Moreover, the anonymity of the
Stammaim allowed them to perform a generalized, authoritative, and even
ancient and divine voice that framed their interventions into the text and
their contributions to its meaning.'** However, their interventions were
always based on their evolving perspectives and social concerns.'** Thus,
the Talmud was produced over time as anonymous actors continued to
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inject their contemporary understandings and practices of Judaism into
the text, revising past understandings in the process.'**

Moreover, as Jeftrey L. Rubenstein convincingly suggests, the Stam-
maim actors were in fact anonymized in the context of an emergent insti-
tution of their era—the formal rabbinical academies that were “perma-
nent organizations with corporate identities that transcend the individuals
present at any given time.”'** The academies were bustling and competi-
tive arenas of discussion and interpretive debate—what Rubenstein calls
“dialectical argumentation”—that likely replaced earlier more intimate
and personalized practices of the Amoraim.'*S Thus, the Stammaim
“were speaking on behalf of the institution that” itself served as “the sage
whose tradition they were conveying.”'*” Their redaction of the Babylo-
nian Talmud led to a multivocal, complex, and even argumentative text
that reflected generations of dialogue and debate among large groups of
scholars in the academy. The text ultimately came to express a social sys-
tem of retroactive interpretive authorship that anonymized many produc-
ers of “a document that became the basis of the rabbinic curriculum, the
foundation of Jewish law, and a source of biblical interpretation, customs,
theology, and ethics.”'*® In short, this system of anonymous production
defined a core aspect of the religion of Judaism itself, both in its product
and in the process reflected in those sacred writings.

Anonymity is also a core feature of various service relationships and
modes of economic exchange. Consider the common practice of out-
sourcing customer service (as when call centers are organized and based
in different parts of the world). Globalized communications technol-
ogies shrink geographic distance and integrate otherwise disparate time
zones,'*’ yet they simultaneously enhance the anonymity of the workers
who are masked by technologies and corporate scripts that facilitate their
generic roles. In such cases, even when voices are heard over telephones
or faces are seen by clients on computer screens, and even when names
are used (or are easily traceable via an employee identification number,
an email address, or an internet chat log), these markers of personal iden-
tity often do not matter to the relationship because workers are, in effect,
mediated impersonal functionaries. Furthermore, the computer-mediated
character of other forms of support labor (such as website design or data-
base management) converts the work itself into “a disembodied flow of
signs and symbols” transmitted electronically,'*° which can render the
personal identities of the laborers obscured by the system and its tech-
nologies. Likewise, retail companies can also serve as mediating agents
while their brands serve as cover representations that mask the identities
of those who produce the commodities on the shelves. When consumers
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buy clothing from a Gap store, for example, they often think of “Gap” as
the agent behind the product, despite the fact that clothing sold by Gap,
Inc,, is produced by workers in factories in various locations around the
world."!

The now common practice of ordering an increasing variety of products
online allows for an enhanced social distance and a deeper anonymization
of labor and production. When we order our food, clothing, or books, or
even purchase a car or a home from a website or phone app, we do not
even see or directly interact with another individual. While buyers are
often identifiable via their credit card information or delivery address,
the producers of goods and others involved in production, distribution,
and exchange processes are more deeply anonymized. In this regard, the
impersonal and anonymous character of labor is enhanced by the medium
of the computer code and hardware.'*> As the product shows up at our
door, the system is convenient but entirely opaque. In many cases, online
commerce may create the illusory feeling that items produced in other
parts of the world are “local” in character. We order clothing from our
personal computer and it shows up at our personal residence, despite the
fact that it was produced by anonymous others working in foreign con-
ditions unseen. As Ethel C. Brooks shows with regard to the globalized
conditions and gendered character of work in the garment industry, the
lives of those who produce our clothing often remain obscure. We experi-
ence the product as real but the labor as abstract. As Brooks argues, “The
provision of living proof—in the forms of testimony and the bodily pres-
ence of Third World women as witnesses—lays bare the impossibilities of
abstract labor.”*** In other words (addressing her point within the frame
of my current discussion), what Brooks calls “living proof” personalizes
the conditions and experiences of workers who are otherwise masked and
anonymized by global systems of production and exchange.

Conclusion

Throughout this chapter, I have shown how actors use and experience or-
ganized social systems —including corporations, states, nations, and other
institutions—as cover representations as they work to accomplish various
tasks and achieve their goals. In the process, they obscure personal identi-
ties while bringing these system entities to life, defining various situations
for their audiences, which include the people who are directly impacted by
their actions. While actors use social systems and institutions in ways that
obscure their personal identities, audiences play a part in the meanings
such actors create when they accept that, and speak as if, the system itself



THE ANONYMITY OF SOCIAL SYSTEMS 133

acted. In other words, the anonymity of social systems is an utterly social
and performative accomplishment that manifests when and only because
people use system covers to define actions, situations, events, products,
and issues in the world.

Social systems and institutions can free individuals and teams to act,
but can also constrain them by molding their actions and experiences
(along with their motives and rationales) to system logics, creating various
tensions between the ethics and values to which we typically hold individ-
uals accountable and those we apply to impersonal agencies like corpora-
tions and states. In the words of Louis Wirth, these powerful entities have
“no soul,”"** meaning that when such entities act, or more precisely when
people act through such entities, their depersonalized actions become
bound to no one in particular. Thus, when individuals use systems and
institutions as cover representations, they can accomplish goals that would
otherwise be out of reach, but they can also act in ways that transcend or
violate moral standards associated with personal behavior. Furthermore,
in many of the cases I discuss throughout this chapter, individuals can ex-
perience greater degrees of alienation, replaceability, and even dehuman-
ization, both when working as generic functionaries of the systems that
anonymize them and when acted upon by those who are anonymized by
a system front."** In general, the anonymity of social systems might feed
a more pervasive manifestation of the psychological malaise and political
frustrations that C. Wright Mills associated with a distinctly bureaucratic
form of modern life.’>® In some cases, such feelings lead to social apathy.
In others, they spur rebellion. However, in all of the cases I have discussed
in this chapter, the anonymity of social systems raises profound issues of
moral and political concern, prompting us to consider ways of enhanc-
ing personal accountability and personal recognition in the world. In the
next chapter, I build on this discussion to consider the tensions between
personal recognition and the anonymity we create when we see people as
types and categories.
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The Anonymity of
Types and Categories

Within the first few pages of The Souls of Black Folk, W. E. B. Du Bois
described a childhood experience in which his visiting card was rejected
by a white classmate. The girl, a “newcomer” to his integrated school in
Massachusetts in the era following the Civil War, “refused it, peremptorily,
with a glance.” Reflecting on the impact of this encounter, he wrote, “Then
it dawned upon me with a certain suddenness that I was different from
the others; or like, mayhap, in heart and life and longing, but shut out
from their world by a vast veil.” With these words, Du Bois captured an
important dimension of the lived experience of racism. He evoked the
metaphor of the veil to describe being seen as his darker skin and “shut
out” from the world of his white peers. Furthermore, Du Bois tells us, the
divisive force of the veil creates a duality of self-consciousness. He saw
“himself through the revelation of the other world . . . that looks on in
amused contempt and pity” but could also see out from behind the veil,
“gifted with second-sight,” a vision that allowed him to know the world
from a perspective that his classmates lacked." In just a few words, Du Bois
portrayed a key social-psychological dimension of oppression. A core as-
pect of his experience involved being rendered anonymous, judged and
dismissed as a generic member of a detested group, stripped of personal
identity within a structured relationship defined by a social imbalance of
power.

While Du Bois used the metaphor of the veil to describe the inter-
personal and social-psychological experience of racism, his famous in-
troductory remarks to The Souls of Black Folk also provide a particular
example of the more general phenomenon of typification. Typification
involves seeing and treating people as generic types or categories rather
than particular and unique individuals with distinct personal identities.
Alfred Schutz developed the general theory of typification as a central
component of his sociological view of knowledge. He also connected this
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way of seeing and experiencing people to anonymity.> For Schutz, social
life involves “a system of relevances and typifications,” a social structure
of perceptions, classifications, and expectations that “transforms unique
individual actions of unique human beings into typical functions of typical
social roles, originating in typical motives aimed at bringing about typi-
cal ends.” Furthermore, “the incumbent of such a social role is expected
by” others “to act in the typical way defined by this role.”® According to
Schutz, we see many of the actors we encounter as types rooted in the
structure of social relations, often obscuring their individual personhood
while imposing generic labels and routine modes of behavior. Thus, over
the course of our interactions and encounters, we impute social identities
that eclipse the personal identities of others.* When we act toward others
based on the way we perceive their type or categorical standing, and antic-
ipate their motives and behaviors based on such “acts of typification,” we
essentially anonymize them. In such cases, the other is “anonymousin the
sense that [their] existence is only the individuation of a type.”® This idea
was later expanded by Peter Berger and Thomas Luckmann, who briefly
discussed “the anonymity of the type” and argued that “every typification,
of course, entails incipient anonymity.”” According to these scholars, we
organize many elements of the world (including other people) into gen-
eral types and categories as we interpret them and grasp their significance,
and such interpretive work is always shaped by social norms that structure
the meanings that those types and categories have for us.

Georg Simmel also addressed the general phenomenon of typification
to describe the perilous existence of certain people who “are not really
conceived as individuals, but as strangers of a particular type,” a social sit-
uation that “contains many dangerous possibilities.”® From Simmel’s per-
spective, we objectify and type people who embody a “unity of nearness
and remoteness,” meaning those who are both present in our lives and
simultaneously outside of our more familiar and intimate circles. When
we encounter such strangers, we may interact with them, even frequently,
but they remain distant in a sociomental sense. From this perspective, we
can typify someone as we meet them for the first time or someone we have
encountered for years (such as a janitor or store clerk in either scenario)
just as we can typify someone in our physical environment, someone we
read about or see in a photograph, or someone we interact with online.
In any case, when we see an individual as a type and therefore anonymize
them, we often express and reinforce this sociomental distance when we re-
late to them. We construct a meaningful boundary that excludes intimacy
or personal knowledge of the other.

In this chapter, I build on this foundational work. I explore how the
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anonymity that stems from typification manifests within and gives mean-
ing to various encounters, situated interactions, and socially structured
relationships. Putting people into types and categories does not neces-
sarily make them anonymous. However, socially established typification
schemes provide ontological frameworks that we often use to eclipse per-
sonal identities in meaningful ways that make actors anonymous units rather
than particular people in certain situations. As opposed to recognizing a
group membership or categorical designation as an important part of an
individual’s personal identity—which preserves the individual’s auton-
omy and also allows for multiple groups, classes, and identifying traits to
converge in the unique person who carries them'®—such acts of typifi-
cation obscure the personal identities of particular individuals behind an
ascribed categorical cover representation and an associated set of assumed
qualities based on generalized characteristics and expectations. For ex-
ample, when during the course of an encounter or a social interaction,
an actor sees and refers to another individual as “the nurse,” a “home-
less person,” or “the waiter,” or when she describes someone as “the old
woman,” a “terrorist,” or “the Jew,” that actor renders the personal identi-
ties of those individuals irrelevant to the portrayal. This process of typing
people requires the sociomental accentuation of one or a small number of
generalized characteristics (which are sometimes imagined or invented)
that are used to label and define all members of a category while a much
greater number of potentially meaningful and more personal attributes are
ignored.!! Furthermore, the labels actors use to type others are themselves
inherently impersonal. Thus, “no matter how many people are subsumed
under the ideal type, it corresponds to no one in particular.”** Such labels
include a vast and diverse array of widely used categorical designations
and official titles, as well as common slang terms that can consist of his-
torical references, euphemisms, dysphemisms, metonyms, synecdoches,
or other linguistic devices, and that can be derogatory, deferential, or rel-
atively neutral.'®

While this anonymity of types and categories involves obscuring anoth-
er’s particular and unique characteristics on an individual level, it simulta-
neously involves accentuating homogeneity and ignoring heterogeneity
on a group level. Individuals who are typified as “members of culturally
marked social categories are thus often seen as ‘representing’ other mem-
bers of those categories,”** further reinforcing the sociomental homoge-
nization of the group and leading “outsiders [to] make general inferences”
about the characteristics of all individuals who are lumped together.'s
Furthermore, such homogenizing portrayals often involve essentialist log-
ics, as typifying others can entail associating members of the type with
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intrinsic and immutable characteristics, manifesting in the expectation
that all members of the category are always the same.'® The anonymity at
the core of this process is expressed by the fact that actors often see those
they typify as interchangeable with other individuals of the same type.'”
Such a perception of interchangeability allows for the rather awkward
experience of mistaking one member of a typified group for another, a
phenomenon that reveals the classificatory and discriminatory assump-
tions that underlie our perceptions of others.'® Such logics of typification
also guide profiling practices in multiple spheres of social life, which in-
volve creating descriptive and predictive categorical generalizations with
which to sortindividuals. As a sorting practice, acts of typification primar-
ily seek to answer the question of what kind of person is this, rather than
the question of who is this. As we lump individuals into a type or category,
we also split them off from others, essentializing or naturalizing the dis-
tinctions between groups.'® In the process, actors express and reinforce
typification norms rooted in cultural and interactional settings.

On a basic level, typification is fundamental to human thought and
knowledge. Without this ability, we would not be able to organize and
know the world in any meaningful way. However, typification always oc-
curs within a social system of types and categories—in a socially struc-
tured “matrix of abstractions.”?° Furthermore, such a matrix of abstrac-
tions is often organized and expressed as what Patricia Hill Collins calls
a “matrix of domination.”*' Thus, typification norms are often organized
around entrenched power dynamics that characterize the structured re-
lations of race, class, occupation, sex, gender, disability, citizenship, and
more. As we typify others, we often define them, along with ourselves,
according to culturally coded inequalities, bringing those inequalities—
along with conflict and contention—to life in our interactions and rela-
tionships. In this way, anonymity by typification stands in contrast to the
leveling effect that can occur when anonymous actors escape social cues
that signify status, rank, class, or category and thereby establish a more
equal position vis-a-vis one another.?? Instead, certain characteristics of
otherwise different persons serve as culturally meaningful markers with
which we (often somewhat automatically) position them as anonymous
representations of certain standpoints within complex power structures,
leading to both a perception and an experience of anonymity that is rooted
in dynamic relations of privilege and oppression, as well as normality and
stigma. In such a social environment, uniforms (with regard to occupa-
tion and class), clothing styles (with regard to class, gender, ethnicity, or
religion), skin color (with regard to race), body parts (with regard to sex
or ability status),?® voice (with regard to age, race, and /or sex),** and hair
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color (with regard to age) all do signifying work. They function as “signs

in a system of sign relations™*®

that are structured according to various
dynamic axes of power. My focus on the anonymity of types in social
interaction is therefore also a query into a social semiotics of power—an
exploration of how actors use various social signs and imputed charac-
teristics to organize people (others and themselves) into impersonal and
categorical relations of inequality.

Considering this anonymity of types and categories calls our attention
to the fact that categorical cover representations can be voluntarily donned
or imposed. Thus, we need to distinguish between acts of self-typification
(the self-driven performance of a type to obscure one’s personal identity)
and acts of other-typification (which involve the performative ascription
of categorical covers to others in our social interactions and relations).?®
With regard to the former, individuals actively type and anonymize them-
selves. With regard to the latter, individuals type and anonymize others,
so we must distinguish between typifier and typified in the social dynamic.
However, we also need to keep in mind that our social interactions can
be structured by a “reciprocity of anonymity: I am anonymous to most
Others just as most Others are anonymous to me.””” In other words, in
“my social relationships with my contemporaries,” typification is often
“mutual.” For example, “corresponding to my ideal type ‘engineer’ there is
the engineer’s ideal type ‘passenger,” and “we think of each other as ‘one
of them.”?® I am the customer to the store clerk, and she is the clerk to
me. I am the white man to the pedestrian I pass on the street, and she is
the Asian woman to me. Those who we type and anonymize often type
and anonymize us in return.

Furthermore, actors who are typified and anonymized in one context,
interaction, or relationship are often simultaneously known personally
and uniquely in another context, with regard to another community or
set of relationships. In general, while “most of the time, most of us are
anonymous in public,” where one is often “seen as a member of a category,
not as an individual, by the signs he produces—inevitably or by choice,

accident, or compulsion,”®

we are simultaneously seen as unique persons
by our close friends and family members. Thus, over the course of our lives
and each particular day, our different relationships are defined by “varying
degrees of intimacy and anonymity.”*° Consequently, whether one recog-
nizes and experiences another as personally distinguishable or generically
anonymous depends on one’s particular standpoint in the world—within
the fold of some communities and outside the boundaries of others.*!
Finally, we may be aware of, or have access to, the personal identities of

individuals and still typify them. Du Bois’s classmate may have known his
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name (or at least she was able to easily learn it), yet she still saw him as a
racial type in the context of a racist society. A waiter serving a customer
might be wearing a name tag yet still be seen as “the waiter,” just as the
customer may use a credit card to pay but still be seen as “the customer.”
Police officers usually display badge numbers and license plates yet are of-
ten experienced as “cops.” In these examples, the impersonal type defines
the individual in particular interactions and situated relationships with
others while the individual’s personal identity is ignored and rendered
irrelevant. Despite the presence of unique identifiers, a social anonymity
marks the dynamics of such interactions and situations.

Typification and Social Performance

As they work to define their situations for various audiences, actors often
use categorical covers to cast others and themselves as culturally coded
character-types. In the process, they anonymize the parties involved in par-
ticular circumstances, encounters, and exchanges.

On the one hand, actors perform self-typifications using a categorical
front. In this regard, when anonymous authors of the early eighteenth
century signed their work “By a Lady,” they performed “a particular type
voice,” that of “a wise, educated, older woman with a moral mission, a
type of ‘universal’ wise woman,” regardless of who was behind the cate-
gorical cover. This had the “effect of appealing to a female community as
having shared interests—an authoritative woman speaking to women.”
Furthermore, it gave rise to “a shared community of writers and read-
ers, not distinguished by individual features, but a shared femininity and
shared concerns.”** Such cases, in which one’s pseudonymous cover is
also a categorical designation, show how types and categories can more
generally serve as fronts for various activities, even when the actors do not
explicitly hide their personal identities. For example, when members of an
antiwar social movement speak as war veterans, when individuals criticize
apolitical policy as Christians, or when advocates demand political reform
as members of the LGBTQ community, they de-emphasize their personal
identities and emphasize their categorical standing to establish political
authority. Such acts of self-typification often serve to establish one’s
right to speak on behalf of, or to otherwise represent, a group or commu-
nity. Thus, actors accentuate the general characteristics they share with
the group over their personal identities. They act as a type or category of
person to make their voice and actions meaningful and generalizable in
that regard.

Actors can also typify themselves in ways that deceive others by falsely
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claiming a type or category, a phenomenon that is more easily achieved
and therefore more common in the age of computer-mediated commu-
nication. For example, when in two cases men used pseudonyms to pose
as lesbian bloggers, they adopted a categorical cover to establish an au-
thoritative voice on behalf of the lesbian community. When the personal
identities of these bloggers were exposed, critics and readers expressed
feelings of anger and betrayal for their transgressive performances.** Such
a betrayal is less about the general fact that these writers adopted pseud-
onyms to disguise their personal identities, and more specifically about the
fact that in doing so they deceitfully used a categorical cover that conflicts
with the social standpoint they routinely and genuinely occupy. Some ex-
pressed a similar sense of anger and betrayal after three men ( Jorge Diaz,
Augustin Martinez, and Antonio Mercero) revealed themselves to be the
award-winning female author Carmen Mola,** or when a white woman
used “a distinctly South Asian name” to publish a children’s book “featur-
ing a brown-skinned main character.”* In general, when authors obscure
their personal identities using a misleading categorical cover, they acquire
an authoritative voice that allows them to market stories centered on the
perspectives and experiences of others for their own gain.*é Furthermore,
“the ability to masquerade as others” whether online or via some other
medium, can “perpetuate stereotypes” when actors pseudonymously per-
form in line with harmful portrayals while legitimating such portrayals by
presenting themselves as members of the category portrayed.”

On the other hand, actors cast others as character-types, actively ano-
nymizing them while establishing meaningful boundaries between groups
of people as they define their situations. For example, Iddo Tavory shows
how non-Jews typify religious Jews during everyday interactions, and oc-
casionally while making anti-Semitic remarks, due to the yarmulkes and
other signs that religious Jews wear on the body. Such items, which are
routinely taken for granted and disattended by the individuals who wear
them, become highly marked indicators of “ethno-religious belonging”
and create meaningful boundaries in socially situated interactions. As
people perceive the yarmulke, “the wearer is re-constituted as a ‘Jew,” even
when the wearer is not consciously focused on his or her Jewishness.*®
Outside typifiers act toward the typified Jew in various ways (benignly
and hostilely) that make the Jewish type meaningful and relevant in the
encounter. As Tavory wore a yarmulke during the course of his ethno-
graphic research in a Hassidic community, he “became both visible and
invisible,” marked as a religious Jew yet typed as one too.>* Such a pro-
cess illustrates how, from an outside perspective, others see religious signs
(yarmulkes) and not personal identities, actively typifying the observant
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Jews they come across. Echoing Du Bois’s theory of double consciousness
and the veil, Tavory argues that these typifying acts impacted the identity
and self-consciousness of those who were typified, in this case bringing
“the marginal consciousness of Jewishness” to life in the midst of social
interaction.*’

Typifying others simultaneously involves self-typification.*' As one
lumps others into a group or category, one also situates oneself as mem-
ber of an alternative group or category, separating other from self and them
from us, establishing the social anonymity of both camps in relation to one
another.** Thus, antithetical and interdependent character-types come to
life in our performances and interactions, and in the stories we tell, forming
“relationship schemas” that we “use ... to enact the obligations of solidar-
ity”*® while simultaneously expressing divisions and contentions between
typified groups in the world. Such interrelational typifications can involve
a basic designation of complementary duties (as in Schutz’s example of
the passenger and the engineer). However, other-/self-typifications are
also commonly structured according to morally and politically charged
binary codes, such as the antitheses of weak and powerful, subservient
and dominant, barbarous and civilized, polluted and pure, dangerous
and safe, or sick and healthy, as well as corresponding emotion codes that
usually revolve around feelings of fear and trust, contempt and pride, or
hatred and love. In such cases, acts of other-/self-typification structure
and express social relations of power, inequality, conflict, and contention.
In many cases, actors degrade or dehumanize others as they typify and
anonymize them,** justifying certain feelings and actions toward those
others that they would deem morally reprehensible if perpetrated by oth-
ers against members of their own group. As they vilify others with their
acts of typification, they sanctify themselves (or, in some cases, they may
sanctify others as they vilify themselves) while defining and justifying
their motives and actions.

The famous Stanford Prison experiment, conducted by Philip Zim-
bardo and his team, demonstrates how such other-/self-typifications can
come to life in situated social interactions.*® In this experiment, research-
ers divided the subjects (male college students) into two groups—guards
and prisoners—and constructed a mock prison in the basement of the
Stanford University Psychology Department in which these participants
were placed to play their assigned roles. Guard-participants were given
power and authority. They were “dressed in identical uniforms” and “all
wore . . . silver-reflecting sun-glasses [that] prevented anyone from see-
ing their eyes or reading their emotions,” which “helped to further pro-
mote their anonymity.”*® Meanwhile, prisoner-participants were removed
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from their homes by police, stripped of their personal belongings, and as-
signed a generic uniform and an impersonal prison number that replaced
their personal names. Each was also made to wear a “stocking cap on the
head [as] a substitute for having the prisoner’s hair shaved off,” which
was “designed in part to minimize each human being’s individuality.”*’
The prisoners were also frequently blindfolded. As the regular blocking
of eye contact (via sunglasses and blindfolds) between guards and pris-
oners signified, “strict impersonality was the rule” in this experimental
drama.*® The guards quickly committed themselves to controlling the
prisoners. They justified their oppressive actions under the experimental
frame of law and order, and the most dominant among them even became
rather sadistic—"extremely hostile, arbitrary, inventive in their forms of
degradation and humiliation, and appeared to thoroughly enjoy the power
they wielded when they put on the guard uniform and stepped out into
the yard, big stick in hand.”*® In contradistinction, and in direct response
to the depersonalization and degradation imposed by the experimenters
and their guards, the prisoners were forced to act as prisoners, whether
through deference or resistance to authority, and ultimately to fear and
obey the guards. In this case, the participants were made to be anonymous
character-types in a social drama, one that brought culturally coded dis-
tinctions and power dynamics to life.

Historically, powerful actors have created and imposed other-/self-
typification schemes to justify violent and oppressive actions while
anonymizing the parties involved. For example, as Europeans typified
non-European others throughout history, Edward W. Said shows, they
simultaneously typified themselves, establishing a rationale for exclusion
and colonial exploitation.’® Thus, “the Orient is an idea” that Europeans
produced to construct “the idea of Europe” in contrast, anonymizing mil-
lions with broad categorical covers and “reiterating European superior-
ity over Oriental backwardness” in the process.>! Powerful agents have
used more particular variations of this broad and evolving typification
scheme to anonymize enemies in warfare, cast them as evil or inhuman,
and to thereby justify violence against them. Consider the blanket use of
the acronym “VC,” or the related slang term “Charlie,” to designate Viet-
namese people as anonymous enemy-communists during the American
war in Vietnam,*? along with the racist term “gook”® used in reference to
anyone of Asian appearance. As Vietnam War veteran and conscientious
objector Edward R. Sowders testified to a congressional panel on May 24,
1973, “the Vietnamese were . .. all considered less-than-humans, inferiors.
We called them ‘gooks,’ ‘slopes.” Their lives weren’'t worth anything to us
because we’d been taught to believe that they were all fanatical and that
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they were all VC or VC sympathizers, even the children”** By typifying
any and all Vietnamese people as “VC” and “gooks,” American military
personnel coded millions of individuals as anonymous manifestations of
a homogeneous, uncivilized, and evil enemy force. They simultaneously
established themselves as the antithetical heroic and good counterforce.
By virtue of the racialization of the contrast, such a typification scheme
also excluded Vietnamese Americans, and Asian Americans more gen-
erally, from the category of “American” underlying the moral of the war.
In comments that illustrate how such a typification of the enemy-other
rendered all who were lumped into that category morally legitimate tar-
gets of violence, General William Westmoreland, commander of the US
armed forces in Vietnam from 1964 to 1968, stated, “The Oriental doesn’t
put the same high price on life as does the Westerner. . . . Life is cheap in
the Orient. . . . Life is not important.”>> Such acts of typification, of other
and of self, thereby framed the drama of war and justified acts of violence
against anonymized people in the name of righteousness, freedom, and
“life” itself.

More recently, US and other “Western” forces have typified and an-
onymized Arabs and Muslims as evil menacing terrorists, thus coding
themselves enlightened, civil, and free in contrast.*® Such cultural codes
are directly evident in the titles given to international campaigns of vio-
lence such as the “War on Terror” and “Operation Enduring Freedom”
(names given to the US-led military assaults in the Middle East in re-
sponse to the attacks of September 11, 2001), both of which provide in-
terpretative frameworks that prompt participants and observers to define
the anonymous character-types engaged in conflict and to understand
their actions. Those who bring military violence are civilized and valiant
freedom fighters called to duty against savage terrorists.*” The “funda-
mental brutality” ascribed to “the opponent” complements and reinforces
“a heroic or patriotic mythology” that frames the image and actions of
one’s own team.>® Such a typification and anonymization of the enemy
as terrorist is made visible in widely circulated photos of men deemed
terrorists who have been imprisoned at Guantanamo Bay, Cuba, and made
to wear bright orange uniforms and caps, signifying both extreme danger
(in color) and criminality. However, the typification and anonymization
of this enemy-other is perhaps most visibly blatant in the widely circu-
lated images of hooded detainees being tortured by US military person-
nel at the Abu Ghraib prison in Iraq (fig. 14). Faces covered, stripped of
clothing, and totally depersonalized, they are rendered generic and anon-
ymous in acts of brutal humiliation.*® Notably, such codes and catego-
ries are often contested by the parties to conflict who compete “over the
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FIGURE 14. Hooded and tortured prisoner at the Abu Ghraib prison in Iraq. Photo
taken November 4, 2003. From Wikimedia Commons (https://commons.wikimedia
.org/wiki/File:AbuGhraibAbuse-standing-on-box.jpg). Image in the public domain.

legitimacy of violent acts.”®® From the perspective of many who live in
Middle Eastern or Southeast Asian countries, anonymous Westerners
are deemed the “terrorists.” As with the dynamics of conflict in general,
the moral quality of the character-types corresponds to the standpoint of
those performing the typifications. Consequently, typification schemes
often express various positions within relations of power.
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While all acts of typification reduce people with otherwise complex
and multifaceted personal identities to uniform profiles, and many involve
the ascription of invented or fabricated characteristics, certain cases in
which actors misrecognize and mistypify others can expose how multiple
axes of power intersect to anonymize people in line with dominant and
discriminatory cultural assumptions.®’ For example, when someone refers
to a child’s mother as her “nanny” because her raced skin tone is darker
than that of her child’s, the ascription of a gendered, raced, and classed
occupational label obscures both her personal identity and her particular
connection to that child. Deeply entrenched cultural judgments associ-
ated with race and gender, along with normative beliefs about the ways
these identity attributes intersect with the work of child rearing, guide
the mis-ascription of the “nanny” label and the anonymization of the
individual in this hypothetical (though not uncommon) case. Likewise,
gender and occupational status are intertwined in acts of mistypification
when patients refer to female doctors as “nurse” or male nurses as “doctor,”
an experience that various healthcare workers commonly share on social
media platforms. Illustrating another form of anonymization via mis-
typification that operates by an intersectional logic, when an actor refers
to a citizen as an “immigrant” based on perceived ethnic features (such as
skin tone, clothing style, or accent), visible religious symbolism, or simply
because the typified person is speaking a particular language that the typ-
ifier deems foreign, the ascription of the “immigrant” label reveals the
ways that ethnicity, religion, and linguistic proficiency can intersect with
normative modes of distinguishing between citizen-types and foreigner-
types to establish social frameworks of inclusion and exclusion. When
actors typify others in such ways, they anonymize them while reinforcing
powerful cultural visions of national purity and fears of foreign pollution.

Actors who are typed and anonymized by others might performatively
embrace and conform, refuse and resist, or otherwise adapt to their cate-
gorical cover representations. In some cases, typified actors perform the
character-type, fulfilling the expectations of their designated role and
maintaining a functional (and sometimes protective) degree of personal
obscurity.5? In other cases, they challenge the social position assigned to
their ascribed character-type, but in the process they reclaim and perform
the very types and categories that render them anonymous. When an actor
works to publicly protest the unjust treatment of a particular class or cate-
gorized group of people, for example, “one is acting more as a member of a
category than as an individual.”®® Measures designed to address historical
wrongs by mandating the inclusion of previously excluded groups, such as
policies widely known as affirmative action, indeed require typification to
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boost categorical representation. In these cases, the typifications imposed
by others are claimed and often redefined by the typified actors for vari-
ous reasons. Yet, in other cases, actors may actively defy the classificatory
logics of types and categories.®* In such cases, noncompliance with a nor-
mative typification scheme can be deeply rebellious, but it is also often
marked as dangerous and pathological by those adhering to the dominant
social norms of types and categories.

Anonymous Others in Situated Encounters

I will now address several cases to illuminate the ways that actors use cat-
egorical covers to typify and anonymize people in the midst of different
situated encounters, experiences, and interactive scenarios. In the pro-
cess, I explore what the anonymity of types and categories tells us about
common dynamics of power and the connection between interpersonal
relations and broadly relevant cultural structures of classification.

THE ANONYMITY OF CLASS AND OCCUPATION

In 1946 the photographer Walker Evans published a series of photographs
in Fortune magazine. The subjects were all unidentified people passing
by the same intersection on a Saturday afternoon in downtown Detroit,
Michigan. These people were all typed and framed under the title of the
spread, Labor Anonymous, to be experienced by reader-viewers as indi-
viduations of a national and economic class—“the American worker.”®*
With the exception of one woman who is accompanying a man, all of the
subjects in the eleven published photos are men, and only one of those
men appears to be Black, signifying the gendered and raced character
of the American working class as imagined by those who produced this
piece.%® The people featured in this series of photos were certainly not
anonymous to their families, friends, colleagues, and local communities.
However, each is anonymous to the general viewer, who is prompted to
ponder them as manifestations of a class type. From this outside perspec-
tive, while we might find their particular features interesting, each is only
generically present in the display and might as well be any other person
of the same demographic. Each individual becomes an expression of “la-
bor anonymous” because of the way Evans and Fortune present them to a
community of viewers. They are not engaged in anonymous acts. Rather,
they are typified and defined by the photographer, publisher, and viewers,
who anonymize them in the process of doing art and media.

As Evans worked to present images of unsuspecting strangers as indi-
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viduations of American labor, his status as foreigner to both class and local
community certainly shaped his perspective. Evans came from an upper-
middle-class Protestant and “white-collar” background,®” a class outsider
looking at his subjects as anonymous manifestations of a group that was
strange to him, and Fortune indeed catered to a similar professional class
of readers. This social distance, manifest in the act of standing on an un-
familiar street corner covertly snapping images of strangers as they went
about their local business, is key to the reader’s frame of reference and
their ability to experience the individuals displayed as a class type. In this
sense, Evans’s photo spread calls our attention to the more general and
common experience of encountering and engaging strangers, whether via
print or digital photographs, in film or video, or in person. In such cases,
deep cultural norms and situational frames commonly call our attention
to signifiers of class, occupation, race, gender, and other categorical stand-
points, prompting us to see people as anonymous manifestations of social
types. While such categorical anonymity emerges in various situated and
mediated social encounters, it also takes form according to deeply rooted
cultural norms of classification that structure the distinctions we make
and the meanings they carry.

In addition to the more general category of class, we can also consider
how typification according to profession or occupation obscures the per-
sonal identities of individuals working various jobs, leading others to see
them as janitors, nannies, retail clerks, doctors, or police officers, for ex-
ample, rather than particular people. We commonly make assumptions
about individuals based on their presentation of occupational role or pro-
fessional standing, whatever their particular abilities may be and regard-
less of their personal identities (which allows occupations and professions
to make great covers for spies, thieves, and con artists). When actors typify
individuals with an occupational category, they hold them accountable to
both the functional responsibilities and social status associated with that
position.%® In this sense, Schutz reflected, “I am always expecting oth-
ers to behave in a definite way, whether it be postal employees, someone
I am paying, or the police . . ., merely as anonymous entities defined ex-
haustively by their functions.”®® Thus, “the particular individuals who are
involved with the mail are and remain almost entirely anonymous. Their
identities are irrelevant to the act of mailing a letter.”’® In a similar vein,
some otherwise famous and personally celebrated musicians can go incog-
nito and remain unrecognized when they perform in quotidian spaces like
urban metro stations precisely because they are seen by most via the label
and status of street buskers.”* Likewise, when we refer to someone as “the
maid” or “housekeeper,” we obscure personal identity with a classed and
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gendered label and act toward that person according to the power relations
such a categorization entails. Alternatively, when we refer to someone as
“the manager,” the categorical cover grants them status and authority in
the situation, regardless of one’s personal identity or particular abilities.
Such a cover granted by a position of high status is depicted in the Old
Testament book of Genesis, when Joseph’s ten brothers traveled to Egypt
to buy grain. Upon their arrival, they failed to recognize their brother, who
“was the governor of the land.” They saw him not as Joseph, but as “the
man who is lord over the land.””?

Consider also the synecdochic character of labels such as “blue collar”
(referring to manual laborers) and “white collar” (referring to professional
or managerial staff ), or the derivative label “pink collar” (which borrows
the established synecdochic framework to reference those who work jobs
traditionally filled by women). The material symbolism of these labels,
which refer to conventional characteristics of dress or normative class
and occupational “uniforms” (or in the case of the “pink collar” label, a
sex/gender color code) serves as a mechanism of typification that allows
various otherwise different persons to be reduced to generic types.”* The
same process of symbolic typification and anonymization occurs when
we refer to corporate executives as “suits,” farmworkers or rural laborers
as “rednecks,” or bureaucrats as “paper pushers.” With regard to “cops,” a
term that evolved from the verb “to cop,” which in the eighteenth century
commonly meant “to seize, to catch, capture or arrest as a prisoner,””*
various individuals are often anonymized behind their general status and
authority in relation to “civilians.” Their occupational typification is also
facilitated by the symbolism of their uniforms. As public servants, police
officers are generally supposed to be personally identifiable, yet others
frequently typify them during the course of their interactions. However,
when cops in uniform evade personal identification, as was the case when
some officers covered their badge numbers with black bands while work-
ing to police protests against the 2020 murder of George Floyd by po-
lice officer Derek Chauvin,”® or when activists use the acronym “ACAB”
(which stands for “all cops are bastards”) on their protest signs, they re-
inforce the occupational cover and anonymity that shields individual po-
lice officers, freeing each individual cop to act, and to be seen, as any or
all cops. Laws requiring police officers to personally identify themselves
to civilians, such as New York City’s 2018 Right to Know Act, are intended
to undo this anonymity of the type.”

In addition to the typification and anonymization of people based on
categories of work and occupation, the status of homelessness, especially
with regard to those who reside or dwell in public places, serves as a cate-
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gorical cover with which various individuals are typified and anonymized
as members of a social underclass. Actors commonly use a normative set
of signifiers to define people as “the homeless,” including unclean and un-
groomed bodies, the wearing of unseasonably warm clothing or excessive
layers, the carrying of a large quantity of personal belongings, sitting or
sleeping on a public walkway, or carrying a sign and asking for money.”’”
Often lumped together, marked and visible yet undifferentiated and de-
personalized in public spaces, those typed as the homeless are simulta-
neously rendered outside the boundaries of civil society, both present and
coded as sick (physically or mentally), dangerous, and unlawful.”® In this
regard, the discourse of the “homeless problem,” while often used by well-
intentioned social actors, reinforces the typification and anonymization of
an otherwise diverse lot of people who lack an officially recognized place
of residence.”” Somewhat ironically, while commenters frequently ex-
plain homelessness as a problem that stems from personal faults, personal
identities are simultaneously obscured by the social type.®° Furthermore,
homeless people also typify the homeless, either to distance themselves
from the stigmatized group or to embrace their membership in the home-
less category and distance themselves from the normalized population of
domiciled people.®! In all of these cases such acts of typification obscure
personal identities with categorical covers.

ANONYMOUS SEX

Sexual encounters can be impersonal and anonymous, involving the typi-
fication of the interactants. In such cases, the performance and experience
of a sexual type or generic role obscures the personal identities of the
participants and renders them irrelevant to the interaction (in contrast
to cases in which the personal identities of the partners are fundamental
to their sexual exchange). In fact, anonymity and typification can even
contribute to the sexual intensity of the experience, enhancing the allure
of the other and of the situation itself.®>

Anonymous sexual interactions occur between relative strangers in
public parks, public restrooms,®* pornographic movie theaters, bath-
houses, and clubs, as well as at group sex parties, where the number of
participants establishes their relative anonymity during sexual activity. In
each case, participants engage with one another because of their generic
types. Bodies and actions are foregrounded while the personal aspects of
identity are irrelevant.®* Today, such impersonal sexual encounters are
facilitated by websites and smartphone apps that allow participants to
communicate and locate one another. However, an archetypical structural
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expression of the anonymous sexual encounter that predates the internet
is the “glory hole”—a hole cut through the wall that partitions stalls in a
public restroom.? The glory hole allows participants to engage in anony-
mous sexual contact (with the penis of one participant inserted through
the hole) or to anonymously observe one another. In its basic structure,
the glory hole expresses an anonymity of typification. It is not the person
in which the fellator is interested, but the penis, and participants are re-
duced to fellator and fellatee. Likewise, it is not the personal identity of
the masturbator that attracts the voyeur, but the act of masturbation, and
participants are reduced to voyeur and exhibitionist. In effect, the hole
reduces the encounter to its basic impersonal elements (penis and mouth,
or eye and act of masturbation) while the surrounding wall blocks out
everything else. It is an archetypical structural expression of the informa-
tion control at the heart of sexual typification and anonymity.

We can also consider various types of sex work.*® While some sex
workers—including pornography actors, erotic dancers, peep show
performers, phone sex operators of the late twentieth century, web cam
workers of the twenty-first century, and prostitutes and escorts of various
stripes—work without concealing their personal identities, many work
anonymously and many others use professional pseudonyms. The act of
concealing personal identity expresses something of the deep normative
stigma that characterizes the sex industry, and those who participate in it,
whether the sex work involved is legal or not. When participants obscure
their personal identities, they separate their sexual actions from their per-
sonal relationships and histories, which serves a protective function in
many cases but can also facilitate exploitation and victimization in oth-
ers. However, participants in many commercialized sexual encounters
are often further anonymized via their typification in the situation. In
general, the commodification of bodies and sexual activities, which are
performed and consumed, sold and bought, depersonalizes the product
and the consumption, reinforcing the fact that personal identities are in-
significant. Thus, pornography is most commonly a mutually anonymous,
or an anonymous-to-pseudonymous, encounter. Consumers usually re-
main anonymous, confined to private spaces while consuming the bodies
and actions of characters who either use stage names or who are simply
unnamed, viewed solely for their performed character-type.

Likewise, in its most basic form, prostitution is an exchange relation-
ship first and a sexual relationship second. Whereas many sexual rela-
tionships are characterized by a high degree of personal intimacy and are
generally limited to the exclusive involvement of two particular people,
exchange in many cases of sex work occurs between professionals (who
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often use occupational pseudonyms and are most generally referred to as
“prostitutes,” or with some synonymous slang term or euphemism) and
clients (who often obscure their personal identities and are most gener-
ically referred to as “johns”). In the most formal sense, it is typically not
the person that the client buys, but the sex act itself (or temporary access
to another’s body). Conversely, it is not the person that the sex worker
pursues, but the client (or possession of the impersonal money). Con-
sequently, each typifies and anonymizes the other to the degree that it is
primarily the objectified representation of the other that comes into play
during the association, making it a “striking instance of mutual degrada-
tion to a mere means.” In this sense, the typification and anonymization
of the interactants facilitates the temporally bounded and focally brack-
eted character of the situation, which is “fleetingly intensified and just as
fleetingly extinguished,”®” allowing both parties to focus on their primary
objective while bracketing out the many aspects of their lives linked to
their personal identities. Expressing the significance of the boundary that
separates commodified sexual encounters from personal lives, one anon-
ymous sex worker reported that she never works close to where she lives,
never too close to personal acquaintances and family, “because,” in her
words, “I never want anyone to find out what I do.”®® Likewise, a client re-
ports, “Nobody knows I do this. Nobody knows.”®® In these statements, the
words “anyone” and “nobody,” seemingly all-encompassing terms, actually
exclude those with whom these individuals engage in commercial sexual
relationships (those who very clearly know what they do) and thus their
comments express the segmentation of identity at the heart of anonymous
activity.

However, within the general framework of these formal characteris-
tics, particular interactions between sex workers and their clients are more
complex and situationally variable. They involve different concerns and
objectives and, consequently, different performances of anonymity and
pseudonymity that shape the character and mark the boundaries of the
commodified sex act. In many cases, these bounded encounters and rela-
tionships involve a situated intimacy, performed by the sex worker and ex-
perienced by the client.”® Furthermore, when prostitutes and clients have
“regular” interactions, otherwise bounded encounters become bounded
relationships with their own histories and particular interactive routines.”*
While situated intimacy and repeated meetings might undermine the
strong sense of anonymity experienced in more fleeting encounters, such
commodified sexual relationships often take on more of a pseudonymous
character. Despite the fact that feelings of intimacy may grow for clients in
such situations®” and that “commercial sexual relationships can mirror. . .
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‘ordinary’ relationships” in many ways,”® they are often still bounded and
separated from the personal lives of both participants. Even when per-
sonal names are known or personal homes are used as meeting places, an
interactive typification continues to define the roles of both parties (in
terms of who they are to one another and what they can and cannot do in
one another’s lives), which segments the commercial relationship from
their respective personal relationships (such as with spouses or long-term
partners). In other words, this element of intimacy does not necessarily
negate typification—it simply changes the character of the performance.

The connection between typification and intimacy is illustrated by
the phenomenon of the “girlfriend experience,” a particular form of com-
mercialized sexual encounter analyzed by Elizabeth Bernstein, which is
marketed and performed by sex workers and preferred by many clients.”*
The girlfriend experience promises physical and emotional intimacy “in
denaturalized and explicitly commodified form.”®> Such an encounter is
performed so that it seemingly transcends the impersonal character of
more traditional forms of commercialized sex, but it nevertheless remains
strongly typified as the “girlfriend experience” (an interaction in which the
sex worker is clearly and necessarily distinguished from an actual girlfriend
in the view of both parties). In other words, the “girlfriend experience”
is a categorical cover that frames the interaction as personal/intimate/
authentic yet can also obscure and bracket out the personal identities and
personal relationships of the interactants in the scene. The pseudonymous
character-types—“girlfriend” and “boyfriend”—are vital to the meaning
of the distinctive experience and to maintaining strong “barriers between
‘real life’ and the commodified encounter.”®® In a similar sense, sexualized
food servers in “breastaurants,” usually “attractive young women who are
dressed in revealing, sexually provocative costumes,” perform their food
service duties while “offering customers vicarious sexual entertainment
and simulated intimacy”®” Such “simulated intimacy” is performance work
that involves “aesthetic labor and erotic capital” as the worker is reduced
to a typified being—“the embodied brand of the breastaurant”®—in her
commercial interactions and is only hired and tipped to be that type.

In addition to the ways that interactive typification anonymizes or
pseudonymizes the participants in commercial sexual encounters, various
moral crusaders—including religious authorities, politicians, state agents,
and others—have historically typified sex workers and their clients in
different ways. Many have defined the anonymous prostitute, for example,
as dirty, diseased, immoral, and threatening to family and civil society.”
In the late twentieth century, a sex workers’ rights movement began to
challenge this moralizing typification scheme, advancing a labor-oriented
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framework to advocate for the rights of sex workers to consensual, safe,
and legally protected sex commerce.'” Around the same time, some be-
gan to see sex workers as victims while defining clients as lewd, immoral,
and threatening actors, as well as, in some cases, perpetrators of sexual
violence.'®! Shifting over time, such broad discursive frameworks serve
to typify and anonymize the participants to the sexual exchange, defin-
ing them as morally coded character-types regardless of their personal
identities while often reinforcing the shame associated with sexual com-
merce.'®> Authorities seek to personalize such shame when they threaten
to publicize the names of men who have been caught with a sex worker,
thereby threatening the anonymity of the client in order to deter the act
of prostitution.'®?

RACIAL TYPIFICATION, LAW ENFORCEMENT,
AND POLICE VIOLENCE

In aracialized society like the United States, actors typify and anonymize
others by obscuring their personal identities behind racial categories. Such
acts of typification rely on norms of “racial signification” by which actors
classify people according to the ways they perceive and demarcate “dif-
ferent types of human bodies,” using historically rooted processes of ra-
cialization to make assumptions about individuals and define distinctions
between those who they assign to different racial groups.'®* However,
beyond a mere classificatory measure, this process of racial typification
often involves the attribution of deep-seated racial character codes that
bring structured inequalities to life in situated interactions and events.'%°
While the ascription of a typified racial character is indeed a social accom-
plishment, this process creates and perpetuates “the notion that members
of different ‘races’ have essentially different natures, which explain their
very unequal positions in our society”!°® Moreover, because race is such
a pervasive mode of classifying and defining people, “persons involved in
virtually any action may be held accountable for their performance of that
action as members of their race category,” and “engaging in action” means
doing so “at the risk of race assessment.”’%” As “race becomes . . . a way of
comprehending, explaining, and acting in the world,”*°® the nuances and
particularities of personal character and personal identity are obscured
behind racial types and categories in the process.

People are variously subjected to coded racial typifications, and thus
anonymized and defined as different racial character-types, depending on
the category to which they are assigned in time and place. Bringing the
ideas of Alfred Schutz and Maurice Natanson to bear on the critical work
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of Frantz Fanon, the philosopher Lewis R. Gordon has argued that racism
imposes “peculiar forms of anonymity” on “black bodies,” a phenomenon
that takes form “in an antiblack world.” This is, according to Gordon, a
“perverted” and “racially relative form of anonymity” in which “the black’s
individual life ceases to function as an object of epistemological, aesthetic,
or moral concern.”*?” Notice Gordon’s use of the phrase “the black,” which
stresses objectification, genericity, and typification.''° In addition to being
stripped of individuality, “the black” in the racist world, Gordon argues, “is
crime and licentious sexuality” along with other manifestations of threat,
pollution, and evil, as well as “inadequacy, failure, perversion, pathology,
weakness, irrationality, and a host of deficiencies.”*!! Thus, for Gordon,
the moral coding at the core of racism defines the Black experience of
anonymity. Like the unnamed narrator and protagonist of Ralph Ellison’s
Invisible Man,"'> “to be seen in a racist way is an ironic way of not being
seen though being seen.”"> In other words, Black personhood and even
individual Black consciousness is rendered invisible and only the racist
characterization of blackness as a type remains, which is, in the words of
Fanon, “fixed” by the “white gaze” that sees only a “type” and “species”
rather than a person.'**

Given the normative character of race and racism in the United States
and other societies, a darker skin color, as W. E. B. Du Bois recognized,
is symbolically linked to these moral and political qualities regardless of
the personal identities of those deemed “black.” Lighter or “white” skin
is typified in contrast, establishing goodness and superiority through a
cultural and political antithesis, regardless of the personal identities of
those deemed “white.” Whatever the racial category used to classify any
individual, none are anonymous to their families, friends, or any other in-
timate acquaintance. However, given the durable and pervasive character
of racial typification, the anonymization of people in many public encoun-
ters and other situated interactions is often “color-coded” according to this
dominant scheme, as Elijah Anderson has observed. As people perceive
strangers, “white skin denotes civility, law-abidingness, and trustworthi-
ness, while black skin is strongly associated with poverty, crime, incivility,
and distrust.”*!s Thus, racial typification, with its concomitant ascription
of racial character-types, usually anonymizes individuals in ways that ex-
press the entrenched power dynamics of racism. Actors bring these racial
character-types to life through acts of other- and self-typification in par-
ticular situations, which are often rooted in, and structured by, durable
institutions.

With regard to law enforcement, racial typification often shapes the
practices of police agencies in the field—from common surveillance to
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the use oflethal force. In 1999 the American Civil Liberties Union released
a groundbreaking report titled “Driving While Black,” which detailed sev-
eral cases and presented newly compiled data on race and policing that
was gathered over the course of three lawsuits.''® These testimonial and
statistical data revealed clear patterns of racial profiling in which Black and
Latinx drivers were targeted for stop, search, and arrest in numbers that
were quite disproportionate to general population and road-use demo-
graphics, and also radically disproportionate to frequencies of criminal
activity, all of which showed these police practices to be “based on race,
not results.”''” Moreover, the evidence for racial profiling also reveals that
white drivers are disproportionately seen as law-abiders, and, further-
more, police agents often perform racist acts of typification to patrol and
guard the geographic boundaries of racial segregation. For example, when
a Black state politician was pulled over while driving through a majority-
white area, police agents asked him if he knew where he was. When one
Black pastor was approached by police, they asked her if she knew anyone
in the area, and when a Black reporter was pulled over in a predominantly
white neighborhood, police agents asked him: “Are you lost?”'® In such
cases, personal identities and other defining characteristics are obscured
behind the categorical cover of blackness, which is marked and typed as
threatening and out of place in contrast to whiteness.

Consider also New York City’s controversial “stop-and-frisk” policy,
which refers to the police practice of stopping, searching, and sometimes
using force against civilians. This practice is disproportionately used to
police people of color and, despite recent decreases in overall frequency,
“black and Latino people have continued to be overwhelmingly the targets
of stop-and-frisk activity.”!'® Notably, the most commonly reported justi-
fications for stops in recent years have been that the targeted civilian “fitsa
relevant description” or “matches a specific suspect description,” and most
other reported justifications are also based on police agents’ perceptions
of suspicious activity on the part of the targeted civilian.'?° Thus, most of
the time, such police interventions occur regardless of whether or not the
targeted person actually committed a crime. Whether on a highway or a
neighborhood sidewalk, officers commonly use “pretext stops” (stops un-
der the pretext that the officer has observed or reasonably suspects some
criminal activity) to justify further intervention (search and/or the use of
force) with the hope of actually revealing evidence of a crime.'*! However,
as the data show, race becomes a significant prompt to suspicion—a signi-
fier of potential criminality and thus the de facto pretext in the situation.
Such practices of racial typification, despite being done under the guise of
legitimate law enforcement concerns, reveal that darker skin color serves



THE ANONYMITY OF TYPES AND CATEGORIES 157

as “a proxy of criminality”'?* in particular situations and on a collective
scale.

As these cases show, the mental conflation of people of color with the
category of criminal and the cultural code of guilt, along with the tacit con-
flation of white people with the category of lawful and the cultural code of
innocence, is evident in the ways that police agents surveil citizens, perform
their interventions, exercise state authority over bodies and movements,
and sometimes apply force and perpetrate violence.'** During the dramatic
realization of these judgments and actions, such acts of typification render
many targets of police intervention anonymous behind a systematized
dynamic that downplays their personal characteristics and particular cir-
cumstances while accentuating a generic racialized justification scheme.
In other words, those who become the objects of police intervention and
violence are often typed and anonymized as the act unfolds, even though
their personal identities will be known, and sometimes they become
quite well-known, as a consequence of that intervention and violence.

Consider the case of Amadou Diallo, the Black immigrant from Guinea
who was killed by police officers in the Bronx in 1999 after, they claimed,
they mistook his wallet for a gun. Before the officers shot and killed Diallo,
they profiled him, consistent with New York Police Department stop-and-
frisk practices of the time, as a suspicious character for standing outside
late at night, in front of his apartment in a poor Black neighborhood. Their
assessment expresses an entrenched racial typification scheme with which
particular signifiers attached to bodies and spaces communicate meaning
according to underlying racist codes. This typification scheme, which ex-
isted before those four police officers approached Diallo that night, likely
shaped their preliminary interpretation of his character, actions, and
motives. It is very difficult to imagine a similar situation occurring with
a white man standing in front of his expensive residence in an affluent
neighborhood on New York’s Upper West Side. Incidents that follow this
pattern cannot simply be explained as information-processing errors stem-
ming from the stress of the situation, as Malcolm Gladwell suggests. They
are not simply “mind-reading failures” or cases of “temporary autism.”***
Rather, police agents are typifying and anonymizing the subjects they
approach in line with a culturally coded racial system (one that intersects
with class distinctions as well). They bring racial character-types into be-
ing as they exercise state authority. In other words, high-stress confron-
tational circumstances do not make “wallets invariably look like guns.”*?®
Rather, police agents type poor Black people as suspicious criminals with
guns regardless of their personal identities or characteristics and animate
this definition in their encounters. As is evident in the high-profile killings
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of Trayvon Martin and Ahmaud Arbery, who were both typed as criminal
while simply moving about in public, vigilantes use the same ascription of
racial character-types to justify their interventions and, ultimately in many
cases, their violent actions.

While there are many other cases that we might consider to illustrate
the operation of racial typification in police work, I discuss the following
case because of the way it shows the complementary character of the ra-
cial typification structure as it unfolded in a dynamic social situation. On
June s, 2015, police officers in McKinney, Texas, responded to a call about a
high school pool party that had grown large and boisterous. The following
day, video of the incident appeared online and quickly went viral.'?¢ The
video showed multiple officers on the scene while an irate police corpo-
ral Eric Casebolt (who is white) aggressively chased Black teenagers in
bathing suits and ordered them to sit on the ground, handcuffing some
before wrestling a fifteen-year-old girl, Dajerria Becton, to the ground, pin-
ning her down with both of his knees, and eventually handcuffing her as
she screamed for her mother and cried.'?” During the incident, Casebolt
pulled his gun to threaten two Black male teenagers who were attempting
to help Becton. About two and a half minutes later, two other officers
(both white) return to the frame of the video escorting a handcuffed Black
teen, one of the two Casebolt threatened, who now appears to be bleeding
from the mouth, and sit him on the ground.

The racial dynamic in this video is evident as white police officers target
and apprehend children of color. However, an additional key to under-
standing this event as an instance of racial typification lies beyond the
frame and behind the production of the video itself. Brandon Brooks,
the fifteen-year-old partygoer who was able to stand unscathed amid the
chaos of the scene and shoot the seven-minute video, is white. He would
later explain to a reporter, “Everyone who was getting put on the ground
was black, Mexican, Arabic. . .. [The cop] didn’t even look at me. It was
kind of like I was invisible.”'*® Apparently, he was never ordered to the
ground, never questioned, and never even acknowledged by the police
officers all around him. In other words, the typification of this white teen-
ager, from the perspective of police agents, rendered him an anonymous,
innocent, lawful, and harmless bystander, and therefore unmarked to the
discriminating eye of law enforcement.'?* The signification power of his
white skin typed him as a sociomental antithesis to the darker-skinned
children who, in the same space, were defined and targeted as threaten-
ing and criminal. In other words, the racial typification scheme at work
during this incident anonymized all of the children in the situation, but
in different ways according to different character-types. In all cases, their
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particular identities, personal characteristics, and degree of personal cul-
pability were irrelevant to police actions. While this anonymizing force
classified darker-skinned children as criminal problems, it simultaneously
rendered the lighter-skinned amateur videographer outside of the prob-
lem, even outside of the scene, and left him free to look back in."*® Acting
in their official capacity on behalf of the state, police agents performed the
typification of blackness and whiteness via their engagement with young
civilians on the scene.

Racial typification also shapes the meanings that members of the public
at large attribute to visible cases of police violence, and thus the debate
over the moral and political character of these violent acts. More generally,
such acts of racial typification guide the ways that actors define individual
subjects in relation to the power and authority of the state. With regard
to public interpretation of such situations, the racist perspective is often
that Black subjects, despite their innocence, perform criminality (e.g., they
“looked suspicious,” appeared to be a “thug,” wore a “menacing” hoodie,
or resisted police authority when they should have complied). Such vo-
cabularies of racial typification blame Black individuals for police or vigi-
lante actions. Instead, however, police and vigilante actors often perform
the criminality of Black people when they typify and anonymize them
according to the racial codes of the dominant order. They then use their
acts of typification to justify aggression and violence. Such a performance
of racial typification is also evident in the actions of many individuals who
threaten to call the police and report Black individuals who have broken
no laws. In such cases, along with those discussed above, criminality is
ascribed as a property of the racial type. In many cases, those who define
the Black person as a criminal character-type are also performing their
own whiteness in contrast—as pure and innocent protectors or enforcers
of the law and moral order. From this perspective, blackness and whiteness
take on meaning in performative acts of typification and anonymization in
the context of a racial hierarchy. Until we grasp how such culturally coded
racial typification schemes shape perceptions, structure accounts, and
provide for vocabularies of motive with regard to acts of police violence,
we will not fully understand the cultural and interactionist foundations
of this social problem.

There are a great many cases in which Black people have been typed as
dangerous and criminal by agents who ultimately killed them. To counter
this anonymizing racial characterization, activists have worked to call
public attention to the names and personal characteristics of those who
have been killed by police officers. For example, the campaign to publi-
cize and oppose police violence against Black women is called “Say Her
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Name” (#sayhername),'*! which is also the title of Kate Davis and David
Heilbroner’s 2018 HBO documentary focused on the case of Sandra Bland,
an African American woman who suspiciously died in police custody in
Waller County, Texas, after being pulled over for a traffic violation and
detained.'*? Likewise, the chant “Say their names!” is a common refrain at
protests against police brutality. Similarly, when activists produce posters
and placards featuring the names and faces (either as photographs or artis-
tic renditions) along with other personal details of individuals who have
been killed by police officers, they counter the anonymizing force of racist
typification that shapes the phenomenon of police violence'*? (see fig. 15).
The artist Kadir Nelson used the same tactic in his cover illustration for
the June 22, 2020, issue of the New Yorker, titled “Say Their Names,” which
features the faces of several contemporary victims of police violence along
with renditions of several anonymous enslaved people of the past.'** Con-
sider also the choice of activists to lead a 2014 march protesting the police
killing of Eric Garner in New York with enlarged panel photos of Garner’s
eyes produced by the artist JR. The eyes are the feature of the face that
is most personal. As A. David Napier notes, “Prosopon [the Greek word
meaning both face and person] derives from the Greek pros, meaning ‘to,
‘toward, or ‘at,’ and dpa, ‘the face, ‘the eye.”'*> Furthermore, eyes typi-
cally peer out from behind most veils, which is evocative of the notion of
“second-sight” that Du Bois associated with the self-affirming perspective
of those who are oppressed in a racial hierarchy. By calling attention to
names, faces, and eyes, activists highlight the personal identities of victims
who are otherwise anonymized behind a racist typification scheme.

CISGENDER TYPIFICATION AND
THE SEGREGATION OF PUBLIC RESTROOMS

Social theorists have long established that the characteristics of sex and
gender reinforce one another to function as a system for classifying other-
wise diverse individuals into polarized male and female types.'*S In the
dominant cisgender frame of interpretation, female birth sex (usually
defined and assigned according to genitalia) coincides with female gen-
der attributes and feminine appearance. In contradistinction, male birth
sex coincides with male gender attributes and masculine appearance.'®’
Moreover, these polarized male and female categories are culturally coded
and associated with distinct personality traits, tastes, preferences, emo-
tions, and behaviors that are commonly treated as natural characteristics
of people based on their impersonal cisgender designations.'*®

While such cisgender designations do not obscure personal identities
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in many intimate relationships, where they may be seen as partial aspects
of more complex and unique persons or simply inappropriate or inappli-
cable to some lives, cisgender notions of “male” and “female” often serve
as categorical covers that obscure personal identities in various social
encounters, situated interactions, and institutional relationships.139 In
such cases, actors use culturally coded cisgender character-types to make
assumptions about others in ways that typify and anonymize them. Thus,
“regardless of how an individual personally identifies . . ., others will still
interact with them based on cisnormative gender expectations.”'*° At the
core of this process of attributing a cisgender character-type to others (or
to one’s self ) are deep-seated social norms that govern “what it means to
be a male or a female,”**! and actors often hold people accountable for per-
forming in line with these coded prescriptions.'** In sum, these cisgender
characterizations are deeply engrained in culture, actors use them to typify
and anonymize others in particular situations and interactions, and such
cisgender typifications are often structured and reinforced according to
institutional conventions.

On the one hand, cisgender typification involves using dominant social
logics and definitions of sex to lump various individuals into the same
gender.'*® In such cases, gender is assigned and assessed “in relation to
normative conceptions of appropriate attitudes and activities for particu-
lar sex categories.”'** This mode of cisgender typification is quite evident
in the contemporary phenomenon of “gender reveal parties,” in which
expectant parents, after learning the medically assigned in utero sex of
a fetus, publicly announce its gender as if information about gender was
available to them. At such events, parents effectively cisgender-type fe-
tuses, associating male sex with the color blue, mustaches, bow ties, and
footballs, while associating female sex with the color pink, eyelashes, hair
bows, and pom-poms.'** Such cases not only show how cisgender char-
acteristics are generalized and impersonal, but also that they can even be
prepersonal, imposed before birth, prior to the assignment of a name, and
indeed before the acquisition of most other aspects of personal identity.

On the other hand, cisgender typification involves using gender expres-
sion to determine an individual’s “correct” or “proper” biological or ana-
tomical sex, which is often defined as an essential element of one’s being.
Such acts of typification involve “treating appearances (e.g., deportment,
dress, and bearing) as if they were indicative of underlying states of af-
fairs (e.g., anatomical, hormonal, and chromosomal arrangements).”**¢
They involve assigning what Suzanne J. Kessler and Wendy McKenna
call “cultural genitals,” which are commonly “assumed to exist” by others
who believe and act as if specific genitalia “should be there”**” This mode
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of cisgender typification is evident in the common assumptions adults make
when they perceive children with long hair to fit the sex category “girl” and
children with short hair to be rightfully classified as “boys,” or when people
rather automatically perceive a stranger with facial hair to be male.'*®
These dual modes of cisgender typification underlie normative as-
sumptions behind the common practice of segregating public restrooms
and other spaces, such as locker rooms and saunas, along conventional
lines demarcating the categories of male and female. The conventional
signs on restroom doors—a human figure either in pants or a skirt, or
perhaps the common male symbol (J'), which was originally associated
with Mars, the Roman god of war, or female symbol (Q), which was origi-
nally associated with Venus, the goddess of beauty—are abstract signifiers
of general and impersonal categories. As such, they convey information
about who can rightfully walk through the door of a public restroom, sort-
ing people into anonymous types. When actors encounter strangers in
such segregated spaces, they ordinarily perceive them as anonymous men
or anonymous women, depending on the room they use. For many, the
room itself regularly serves as a normative frame signifying the cisgender
type of its occupants regardless of their particular and personal identities.
In recent years, several US states have introduced legislation, com-
monly referred to as “bathroom bills,” designed to legally restrict access
to public restrooms and related spaces according to some notion of biolog-
ical sex.'*® Perhaps the most famous of these efforts is the North Carolina
Public Facilities Privacy and Securities Act (also known as House Bill 2,
or HB2), which was passed by the state legislature in March 2016 and
then partially repealed in 2017 after a year of national controversy with
the remaining components expiring in 2020."*° This legislation required
individuals to use public restroom facilities based on the sex assignment
that appears on their birth certificates, thereby prohibiting many trans-
gender individuals from using restrooms in accordance with their gender
identities.!>! Under such a framework, when individuals who were born
with male genitalia and live as women (presenting with a female gender
identity) enter restrooms designated for women, they risk reproach, as-
sault, and arrest because they are legally sex-typed as men. However, when
individuals who were born with female genitalia and live as men (present-
ing with a male gender identity) enter that same room, the same risks exist
when they are gender-typed as men.'>* In all cases, people are at risk when
their gender expression is determined by others to be incongruent with
their sex designation, which is consistent with the reports of many trans
individuals."** When actors (whether state agents, private security guards,
or vigilantes) police bathrooms based on such determinations, they are
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policing normative cisgender types and categories—the expected norma-
tive alignment of birth sex, physical body, gender, and sexuality.">*
Social anxieties about restroom segregation, and the interpersonal in-
terventions that result (from stares and direct questions about an occu-
pant’s legitimacy in a segregated space, to verbal harassment and physical
assault), reveal exactly how normative acts of cisgender typification render
trans people out of place in the public world. Using cisgender typification
norms, some actors commonly mark transgender individuals as dishonest
deviants who violate the “true” and “natural” order of types and catego-
ries."S Such actors also define trans people as problems or contradictions
that can and should be resolved by placing them into the “proper” category,
thereby denying and negating their personal identities while affirming a cis-
gender reality and solidifying the boundaries between mutually exclusive
cisgender types.'*® The same actors also tacitly use a cisgender typifica-
tion scheme to anonymize most of the other individuals they encounter in
public and semi-public contexts (including trans individuals who incon-
spicuously pass in accordance with their gender identities) by automati-
cally designating them as unproblematic and unmarked versions of either
maleness or femaleness, imposing cisgender character-types that obscure
individual nuances, personal identities, and lived experiences. These un-
marked others are the hardly noticed co-occupants of public restrooms and
other spaces, both segregated and integrated. In other words, such a deeply
rooted cisgender typification scheme, which obscures personal identities
and nuances among individuals who are put into normative cis-male and
cis-female categories, provides the social framework within which the per-
secution of trans individuals can occur. Only by imagining that all or most
people we see are anonymous cisgender types—and only by obscuring the
fact of considerable variation in the composition of sex, gender, and sexual-
ity in the human population— can we mark and target some as threatening
anomalies in relation to the rigid boundaries of the dominant social order.

Analytic Typifications

As social scientists and other scholars seek to explain various aspects of
the world, they commonly typify and anonymize the people they study.
From the organization and aggregation of large-scale survey and census
data to the formulation and presentation of anonymous or pseudonymous
ethnographic and psychoanalytic case studies, researchers commonly ac-
centuate various impersonal variables (including class, income bracket,
occupation, race, sexuality, gender, age, location, or political orientation)
over personal identities. In the process, they are not simply using those
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variables in a descriptive sense, but constructing them — establishing or
refining their meaning and significance. To this end, scholars create “mod-
els of actors [that] are not human beings living within their biographical
situation” but are instead “defined by . ... the social scientist,”**” and essen-
tially used as abstract and generalizable character sketches to explain the
experiences and behaviors of certain categories of people in the world. In
other words, the models that scholars use are “not peopled with human
beings...but...with types.”'>® In constructing these analytic types, social
scientists outline a typical set of characteristics, including motives and
“typical course-of-action patterns,” which, they imagine, apply to all the
individuals who fall into the category they have created for their purpose
of study and explanation.'>® Thus, scholars treat their research subjects
as typified and anonymous illustrations of more broadly relevant social
phenomena in order to develop generalizable social insights and theories.

Both Max Weber and Georg Simmel, each in their own way, established
typification as an analytic strategy for sociology, and more specifically for
comparative social analysis. Weber argued that social scientists ought to
create abstract models, or ideal types, via “the synthesis of a great many”
characteristics “into a unified analytical construct”*®® Such ideal types
then serve as analytic tools with which researchers can study, compare,
and know observable cases in the world.!*! However, it was Simmel who
explicitly developed the method of constructing anonymous character
models, or abstract theoretical portraits of actors defined by their posi-
tions vis-a-vis others in generalized “forms of sociation.” Simmel stressed
that otherwise different people can be regarded as being of the same so-
cial type based on their commonly held position within a social “pattern
of coordination and consistent interaction,” regardless of any individu-
al’s idiosyncratic characteristics or personal identity.'®* Thus, “the type
becomes what he is through his relations with others who assign him a
particular position,” and “his characteristics are seen as attributes of the
social structure,” not personal characteristics.'®® Both Simmel and We-
ber explicitly developed theories of analytic typification as methods of
comparative sociology (with Weber highlighting differences as deviations
from a type and Simmel highlighting typical similarities as shared formal
properties across otherwise different cases).!** However, both theorists
were also articulating a more general process of abstraction, typification,
and, when it comes to human subjects, anonymization that has come to
underlie research practices and theory construction in the social sciences.

As Alfred Schutz argued, scholars base their analytic typifications on
the more common and fundamental typifications that people tacitly use
and rely on in their routine interactions and encounters. In other words,
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“the thought objects constructed by the social scientist . . . have to be
founded upon the thought objects constructed by the common-sense
thinking of [people], living their daily life within their social world.”
Therefore, analytic typifications are “constructs of the second degree,
namely constructs of the constructs made by the actors on the social
scene.”'% These “second-degree” or “second-order” analytic typifications
often bring into view the more tacit and routine typifications employed
by everyday actors. When they are theoretically sound, they give us in-
sight into the ways that actors commonly typify others and themselves
in their routine circumstances and situated interactions. In other words,
analytic typifications “give us a purely anonymous reality through which
we are able to comprehend the correspondingly anonymous ‘first-order’
constructs of human beings in daily life.”*% Thus, Simmel’s notion of “the
stranger” highlights the ways that people commonly typify others who
occupy such a position of strangeness—who are “near and far at the same
time”—in their particular contexts and situations.’®” Likewise, scholarly
typifications of the working class, sex workers, blackness and whiteness,
and cisgenderism and transgenderism (typifications discussed in this
chapter) are analytic constructs that help us to grasp the ways that people
type and anonymize others based on these categories. However, when an-
alytic types and categories are well established, they also, in turn, become
common referents and categorical designations that influence how people
typify others and themselves in everyday situations and encounters.
Consider the analytic typification and anonymization of people via
the categorical cover of class, for example. Theories of class illuminate the
ways that actors typify others and themselves during situated encounters
and interactions in various contexts, actively classifying people accord-
ing to style of dress, mannerisms, tastes, speech, and more. The work of
Pierre Bourdieu can in part be read as a theoretical elaboration of such
class typifications.'%® However, social theorists also typify and anonymize
people while defining the abstract category of class, which shapes the ways
that everyday actors use class as a categorical cover that obscures personal
identities. Karl Marx, the iconic father of modern class theory, thoroughly
typified and anonymized people while developing his historical analysis
of class conflict and critique of capitalism. While observing the rise of the
modern factory system across Europe, Marx conceived of the growing and
increasingly centralized and homogenized proletariat as a social force of
production. Thus, Marx could conceive of the proletariat’s ability to act as
a class “for itself,” and therefore as a collective revolutionary force, render-
ing particular people irrelevant to the class, the economic system, and to
history.®® Typed as representatives of an economic category and its his-
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torically situated interests, individual members were mere embodiments
of an exploited and alienated social location with a shared condition and
a collective revolutionary destiny. The same holds for individual members
of the bourgeoisie, who were equally anonymized as an analytic type. This
analytic typification scheme has continued to shape common notions of
class affiliation, solidarity, and conflict into the present era, which has also
structured the ways that actors typify and anonymize people in everyday
life settings and encounters, as with the Walker Evans photographs previ-
ously discussed. In fact, the analytic notion of class has become so deeply
engrained that actors experience class types as a fundamental part of their
commonsense realities. Such analytic typifications can, and often do, af-
fect the ways actors perceive and classify others and themselves. In sum,
scholars use such analytic types to illuminate broadly relevant social pat-
terns and characteristics that transcend the idiosyncrasies of particular
individuals and cases. However, these analytic tools depersonalize and
anonymize research subjects in the process, creating new frameworks that
shape acts of typification in everyday life.

Conclusion

Typification is a basic function of perception and knowledge that takes
form according to deeply rooted social norms. To comprehend the world
in a meaningful way, we need to organize its component parts into types
and categories, employing normative structures of typification with which
we recognize similarities and distinctions among things and people, along
with events and experiences, as we go about our lives. In various situa-
tions, encounters, and interactions, when actors typify others and them-
selves, they use socially established and culturally coded character-types
to obscure personal identities, biographical situations, and the nuances of
people’s lives. They use categorical masks to anonymize people. In such
cases, even when one might be able to know or trace another individual’s
personal identity, the encounter or interaction is defined by a social ano-
nymity of types and categories. We produce this dimension of anonymity
in particular times and places, and experience it as characteristic of certain
socially patterned relationships.

As many of the cases I discuss in this chapter show, actors often typify
and anonymize others in ways that reflect and reproduce structured rela-
tions of power and inequality. There is clarity to be gained, and possibly
some potential for liberation, in understanding how the anonymity of
types and categories shapes our experiences and expectations of others
in line with these established power dynamics. If we can comprehend
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how typification norms and patterns facilitate the anonymization and
objectification of people in ways that perpetuate harmful or oppressive
social relations, we might also develop new insights about overcoming the
most detrimental dimensions of these anonymizing acts in various social
contexts and situations. In other words, by unpacking how the anonym-
ity of types and categories blinds us to otherwise important information
about personal identities and lived experiences, we can potentially alter
the ways that such acts of typification facilitate problematic and harmful
social relationships by rendering people to be formulaic characters in the
social dynamics of power, conflict, and contention.
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The Social Contradictions
of Our Hidden Identities

In the future everyone will be anonymous for fifteen minutes.

BANKSY, words printed on a television screen atop a pedestal,

Barely Legal exhibit, Los Angeles, 2006

When the renowned pseudonymous street artist Banksy made the com-
ment reproduced in the epigraph above (which is an inversion of the well-
known predictive quip attributed to Andy Warhol decades earlier, “In the
future, everyone will be world-famous for 15 minutes”), he was calling at-
tention to the increasingly precious yet fleeting character of anonymity as
an alternative to ever more prevalent forces of surveillance and social con-
trol. In a world marked by the intrusive monitoring of personal behavior,
routine self-exposure via social media, obsession with fame and celebrity,
public acts of narcissism, public shaming, and conspicuous consumption,
anonymity provides a powerful yet temporary and elusive counterbalance
to these social forces. However, from another perspective, the rebel artist
may have been cleverly referring to the fact that a well-performed hidden
identity can lead to a new and valuable type of fame—that it is becoming
more common for anonymous and pseudonymous actors to capture the
spotlight. Banksy, like so many others, has indeed profited from his ob-
scured personal identity—from being famously unknown. In both read-
ings, his aphorism captures something of the contradictory character of
hidden identities in the world today. Anonymity and pseudonymity are
increasingly precarious and even impossible to guarantee, yet simulta-
neously more common. Anonymous actors are obscured and unknown,
yet they can simultaneously be prominent and well-known. They hide
themselves as they actively perform and engage the world around them.
Throughout this book, I have explored several ways that anonymity
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and pseudonymity manifest in the world, along with a great variety of
cases. Despite the many significant differences among them, all of these
cases show how anonymity and pseudonymity come to life as social per-
formances that involve the use of impersonal cover representations to ob-
scure personal identities in particular situations and relationships. When
actors perform anonymity or pseudonymity, they work to define their
situations and impact the world around them. As such, anonymity and
pseudonymity always take form as meaningful acts in relation to particular
audiences. These states of being are never pure or permanent; they are
social accomplishments that always and only exist insofar as an audience
lacks awareness of an actor’s personal identity. In this final chapter, I reflect
on the social significance of those situations in which actors avoid personal
recognition for their actions. To this end, I briefly summarize some key
contradictions inherent in anonymous and pseudonymous acts. I then ask
how the unmasking of anonymous actors can deepen our understanding
of the social character of hidden identities.

As we saw in chapter 2, the protective character of anonymity shields
individuals from punitive consequences, frees people to act in ways that
might otherwise be suppressed, provides for fair and nonbiased assess-
ments, and allows for the creation of transcendent “safe” spaces where
individuals can jointly explore difficult conditions and situations in their
lives. As they obscure personal identities in various ways, actors bring
protective circumstances and spaces to life. They use various cover repre-
sentations and practice various ethics of anonymity to make the meanings
of protection and to establish certain freedoms. Therefore, in its protec-
tive character, anonymity facilitates a refuge from otherwise stifling or
repressive social forces. It allows people to raise issues that they would not
otherwise raise. However, the protection afforded by anonymity also frees
individuals to engage in morally problematic behaviors while avoiding
social accountability for their actions. In some cases, this means that actors
who are protected by anonymity or pseudonymity can continue to harm
or victimize others while enjoying (and even exploiting) the benefits of
an untarnished (or perhaps even favorable) personal reputation, one that
is divorced from their anonymous acts. Furthermore, in shielding small
groups of individuals from the weighty social stigmas associated with vari-
ous conditions and experiences, protective anonymity can liberate people
from harmful social constraints and moral judgments. However, such a
protective concealment might also reinforce the marginalization, isola-
tion, and stigma accompanying those issues and situations. As decades
of various pride-oriented movements show, positive social change often
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requires public recognition. Thus, the protective covers of anonymity may
have a latent consequence of enhancing social foundations and personal
feelings of shame.

Aswe saw in chapter 3, the subversive character of anonymity allows ac-
tors to challenge dominant cultural, political, and moral norms in order to
affect change in the world. Anonymous and pseudonymous art and litera-
ture have been, and continue to be, important means of critiquing power
and expressing alternative ideas and values. The contemporary trend of
wearing masks at political protests, or obscuring one’s personal identity
while otherwise engaged in political activity (whether acting online or in
physical space), allows activists to convey rich and deeply critical mean-
ings and sentiments, express solidarity with their fellow partisans, and
perform on behalf of a cause or movement while avoiding persecution for
their politics. As they obscure personal identities, subversive actors bring
alternative social meanings to life. However, such masking practices can
also be used to propagate morally troublesome or heinous ideologies that
would otherwise wither, and to facilitate deeply controversial and prob-
lematic political actions. They can also be used to deceive or misdirect
audiences. Moreover, such subversive anonymity often frames the basic
democratic rights of free speech and assembly (which are foundational to
our modern ideals of the public sphere) as if they are illegal. In some cases,
activists who obscure their personal identities act as if they are personally
disenfranchised and split from the public forum when they might instead
act as if they are part of it and accountable to it. While an open and trans-
parent politics defined by personal voice and accountability raises the pos-
sibility of public dialogue with fellow citizens, even around difficult and
contentious issues, a masked and anonymous politics inhibits open public
dialogue in various ways. Somewhat ironically, in performing a dynamic
in which we need to hide our faces in order to express our political views,
activists might contribute to normalizing such a repressive environment.

The anonymity afforded by social systems, as I explored in chapter 4,
is a consequence of the sui generis activity of powerful collective forces.
While organized social systems often allow us to transcend our previous
limitations, to engage in otherwise unfeasible operations and accomplish
otherwise impossible tasks, they also often obscure the personal contri-
butions of those who bring them to life and inhibit the personal account-
ability of those who steer them or profit from their activities. As such
actors obscure their personal identities behind the covers of impersonal
institutions and social systems, they act in ways that give these institutions
and systems meaning in the world. They use the covers of states, nations,
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and various corporations in ways that impact the lives of countless people
in different ways, both positive and negative. All too often, those whose
lives are impacted by powerful social systems have no recourse when they
are harmed. They face an opaque and impersonal system that appears to
act on its own. While they may be vital to our lives, the anonymity created
by such social systems can facilitate personal opportunism and corruption
at the expense of social well-being, which can foster powerful forms of
alienation and apathy in the world.

The anonymity that stems from typification, the subject matter of
chapter s, is a consequence of our ability to group people into types and
categories, which allows us to organize our experiences and coordinate
our expectations of the people we encounter in various situations and
circumstances. Typification is a basic property of human thought that al-
lows us to comprehend the complex world in an ordered and predictable
way. When we typify and anonymize others and ourselves, we do so in
ways that make the meanings of relationships and justify actions. We bring
patterns of discrimination to life, whether that discrimination involves
relatively neutral acts of drawing boundaries that demarcate social roles
and responsibilities, or morally and politically charged ways of fostering
social solidarity and division. Thus, as an anonymizing force—as a social
blindness to the personal identities and characteristics of those we lump
together and reduce to categorical labels—typification allows us to ac-
knowledge groups and their unique collective identities and experiences.
However, it is also at the root of our most problematic forms of hate and
oppression, along with routine expressions of favoritism and unequal dis-
tributions of privilege.

Aswe can see from each of these discussions, the general consequences
of hidden identities are not so clear-cut or straightforward. They can be
inherently contradictory and often vary according to one’s situated as-
sessment of the particular anonymous or pseudonymous performance
at hand. By approaching anonymity and pseudonymity as social perfor-
mance, we can make better sense of these contradictions and develop a
more thorough understanding of any particular case we analyze. Such
an approach requires us to consider anonymous acts in their social and
historical contexts, and to unpack the deep cultural meanings that anon-
ymous and pseudonymous actors create for particular audiences. Thus,
this approach requires us to interpret the cover representations actors use
to obscure their personal identities, along with the characters they create
in their interactions with others. Only by analyzing these fundamentally
social dimensions of anonymity and pseudonymity can we grasp the sig-
nificance of hidden identities in the world.



THE SOCIAL CONTRADICTIONS OF OUR HIDDEN IDENTITIES 173

Unmasking Acts

To complement our understanding of the meanings of anonymity and
pseudonymity, we can consider the performance and impact of unmasking
acts—efforts that expose or attempt to uncover the identities of anony-
mous or pseudonymous actors. If anonymity involves obscuring the par-
ticular characteristics of identity and accentuating a generic cover rep-
resentation, unmasking acts involve removing the generic to get to the
particular and specific. They involve linking detached actions and expres-
sions to personal identities. Such unmasking acts often reveal even more
about the motives, meanings, and consequences of anonymous activity via
its breach. Some unmasking acts are slow and processual, such as when
police detectives work to reveal the identity of a serial killer by piecing
together clues. The logic of such a processual unmasking is evident in
the mid-twentieth-century game show What's My Line? (CBS, 1950-67),
in which blindfolded panelists sought to reveal the identities of celeb-
rity guests by asking yes-or-no questions. Others involve a more rapid,
shocking, and momentous revelation, such as when a social movement or
whistleblower exposes a profiteer who was hiding behind the cover of a
corporation, or when those who presumed they were acting anonymously
online are suddenly exposed due to a hack or via subpoena by authorities.
In either case, the revelation provides us with new information and often
prompts a reevaluation of the situation at hand.

Audiences are often quite eager to discover the personal identities of
anonymous and pseudonymous actors, and many even enjoy the chal-
lenge of unmasking an obscured author, artist, criminal, activist, inter-
net troll, institutional power broker, or mysterious stranger. For example,
as James H. Johnson writes, “Part of the fun of carnival was therefore in
guessing the identities of other maskers. If you couldn’t place them or
didn’t known them, you could examine the small telltale signs that might
reveal their status—things like the cut of the costume they wore or the
quality of its cloth.”! John Mullan notes a similar excitement on the part
of those who sought to discover the personal identities of pseudonymous
nineteenth-century authors.? In fact, the mystery of authorship often be-
came a “topic of conversation” that could add a whole additional layer of
public attention to the book.?> Because anonymous and pseudonymous
actors establish a mystery of personal identity as they perform for their
audiences, they stimulate curiosity and invite speculation. Such a social
tension can make revelations of personal identity particularly dramatic. In
many ways, the character of anonymous performance incites its undoing.

In some cases, the unmasking of anonymous actors might expose them
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to potential harm, retaliation, or punishment. For example, a vengeful
motive appears to underlie attempts by US president Donald Trump
and his allies to unmask the anonymous whistleblower who filed a com-
plaint about Trump’s July 25, 2019, phone call with Ukrainian president
Volodymyr Zelenskyy.* Furthermore, a punitive motive underlies many
unmasking laws targeting social activists, including pro-democracy activ-
ists in Hong Kong and Antifa (anti-fascist) activists in the United States.®
As of this writing, the Unmasking Antifa Act of 2018 has been introduced
to the US Congress and is currently under review by the House Subcom-
mittee on Crime, Terrorism, Homeland Security, and Investigations.®
Moreover, many criminal investigations are in fact unmasking efforts, but
some, like the international effort targeting illegal activity on the dark web,
suitably called “Operation Onymous,” are explicitly designed to person-
ally identify actors who use anonymizing technologies to commit crimes.”
In a similar vein, many vigilante acts of hacking and doxing (publishing
the personal information of others online) are indeed malicious acts of
unmasking. While working to expose personal identities, unmaskers can
also attempt to undermine the legitimacy of anonymous or pseudony-
mous agents by showing that their personal characteristics conflict with
the character they have performed, as when Mexican government offi-
cials revealed that the Zapatista leader Subcomandante Marcos was of a
different social class background than the movement for which he spoke.®
Likewise, computer scientists have recently attempted to show that the
famous Q of the QAnon movement is not, in fact, a high-ranking Washing-
ton insider, but rather a fictive character performed by two rather ordinary
men.’ Such retaliatory, punitive, or discrediting motives for unmasking
underscore the protective character of anonymity by openly displaying
the risks associated with personal identification. Thus, unmasking agents
also bring certain power dynamics to life when they work to expose actors
who shield their personal identities.

In other cases, actors who previously obscured their personal identi-
ties unmask themselves to take a social stand and pave the way for oth-
ers in similar situations to more openly connect their circumstances to
their lives. Consider, for example, Greg D. Williams’s 2013 documentary,
The Anonymous People, in which notable individuals openly discuss their
struggles with addiction and recovery, thereby shattering the protective
anonymity that traditionally accompanies this social standing in an at-
tempt to challenge the associated stigma.'® In this vein, some argue that
anonymity can interfere with recovery by steeping the process in shame
when, they claim, sobriety should be a matter of personal pride. Thus, one
advocate argues that unmasking herself kept her “sober and accountable”
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while allowing her to be “proud” of herself and “comfortable” with her
recovery.'! Such a self-driven defiance of anonymity is also evident in the
case of Chanel Miller, whose book, aptly titled Know My Name, exposes
her as the victim of a highly publicized 2015 sexual assault by Stanford Uni-
versity student Brock Turner. In telling her story, Miller, who was publicly
known as “Emily Doe” throughout the criminal proceedings, also details
her struggles with her prior anonymity, linking it to a sense of isolation,
shame, and typification stemming from the assault itself. Miller opens her
story by stating, “I introduce myself here, because in the story I'm about
to tell, I begin with no name or identity. No character traits or behaviors
assigned to me.”'?> Miller contrasts her anonymity and isolation with the
support she received upon publicly releasing her victim statement in her
own name."? Such cases of self-unmasking show how anonymity might
serve to obstruct valued social progress and enhance a sense of isolation
or shame by separating a crucial part of one’s personal experiences from
the personal identity one presents to others and to the world at large.

In many ways, Miller’s choice to foreground her personal identity and
claim authorship with regard to her personal story, along with the title
of her book, is quite similar to the “say her name” campaign discussed in
chapter 5, which was organized by those calling attention “to the often in-
visible names and stories of Black women and girls who have been victim-
ized by racist police violence.”"* With a similar motivation to personalize
the victims of racist violence, those who designed the National Memorial
for Peace and Justice in Montgomery, Alabama, combat historical ano-
nymity by openly naming victims of lynching.'® While some unmaskers
work to name and acknowledge victims, others, including whistleblow-
ers and documentary filmmakers, attempt to unmask actors wielding the
power of (and often profiting from) large institutions, thereby working
to break through the anonymity of social systems as described in chap-
ter 4. In this vein, Michael Moore’s groundbreaking 1989 film, Roger &
Me, popularized the process of calling public attention to the personal
identities of powerful corporate agents who were previously shielded by
their corporate organizations. Such unmasking acts ascribe motive and
responsibility to real power brokers by pulling back the figurative curtain
that obscured them.

Consider also how medical workers, who were essentially anonymized
by generic and impersonal protective gear (gowns, masks, face shields, and
gloves) during the COVID-19 pandemic, symbolically unmasked them-
selves by wearing name tags and large photographs of their exposed smil-
ing faces on their torsos. Such an unmasking act, which transforms generic
representatives of a medical institution into particular people, was first
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conceived by artist Mary Beth Heffernan to address the same issue with
regard to Ebola in West Africa.'® These unmaskers work to personalize
their interactions with their patients as they deliver care.!” Likewise, when
people from different backgrounds and traditionally divided communities
come together and cooperate to achieve a common goal, the anonym-
ity that stems from typification can dissolve as personal friendships are
formed and camaraderie grows.'®

Unmasking can also confer an additional degree of honor and prestige
when the source of an anonymous good deed is exposed against their will.
Hannah Arendt’s reflection on the Christian ethic previously discussed in
chapter 2, that “the moment a good work becomes known and publi, it
loses its specific character of goodness,”*® does not apply to many cases
in which the personal identity of a benefactor is publicized by someone
else. In such cases, the goodness of the deed is protected and the perceived
good standing of the actor is enhanced by their now-known aversion to
personal credit. For example, when the source of an anonymous chari-
table contribution is exposed by the receiver, the previously anonymous
contributor reaps a double benefit—they are honored by the charitable
act and by their seemingly genuine attempt to keep it anonymous. If such
a charitable actor organizes their own unmasking by subtly and incon-
spicuously guiding observers to discover their personal identity, we have
a self-aggrandizing variety of the same enhanced honor. The character
of this ethical enhancement is hilariously portrayed and deconstructed
in a season 6 episode of Larry David’s Curb Your Enthusiasm, titled “The
Anonymous Donor.” In this episode, David attempts to orchestrate the
seemingly accidental exposure of his identity as an anonymous charita-
ble donor in order to reap this dual social reward. When his motives are
exposed, however, he loses all positive recognition and the goodness of
the deed dissolves, just as Arendt described. The precarity of such ethical
enhancements, and the need to carefully perform unmaskings with this
in mind, is also evident in the case of anonymous authors and artists who
develop strong positive reputations when those who praise their work
are additionally impressed by their personal modesty. While the revela-
tion of such an artist’s personal identity “would add to . . . reputation and
esteem overall if it were to occur by accident, deliberate action on [the
artist’s] part to bring that integration about . . . runs the risk of seeming
immodest.”*°

Finally, unmasking is also always a performative process that exists in
social tension with performances of anonymity and pseudonymity. In
March 2016, Marco Santagata, a professor of Italian literature at the Uni-
versity of Pisa, suggested that the pseudonymous author Elena Ferrante



THE SOCIAL CONTRADICTIONS OF OUR HIDDEN IDENTITIES 177

was University of Naples historian Marcella Marmo.>! In October of the
same year, the journalist Claudio Gatti claimed it was Anita Raja, an Italian
literary translator and editor.?* These suggestions sparked a considerable
controversy in the months surrounding the English-language publication
of Ferrante’s Frantumaglia: A Writer’s Journey, a book of personal essays,
letters, and interviews centered on the author’s life and writing process,
including her poetic musings about her reasons for obscuring her per-
sonal identity.*®* Many have criticized these unmasking efforts, arguing
in various ways that they reek of sexism in their unjustified attempt to
undermine the artistic self-determination of a female writer who wishes to
protect her personal identity as a way of crafting her work.* Some accused
Gatti of acting like “a mafia magnate” and unleashing the “polluting power
of journalistic innuendo” that “shadows one’s reading of” the personal
revelations and accounts offered in Frantumaglia.>® Without insinuating
any strategy or intent, all of these voices of 2016 (Santagata’s and Gatti’s,
those of their many critics, and Ferrante’s in Frantumaglia) came together
in performative and dynamic relation to one another, making for a social
drama of identity obscuration and speculation that was set out for a public
audience. Thus, the unmasking acts became inseparably entangled in the
performance that is Elena Ferrante.

A contemporary battle between the hacker network Anonymous and
the Ku Klux Klan also shows just how complicated the politics of un-
masking can get. In the fall of 2014, during the large-scale internationally
televised protests against the police shooting of eighteen-year-old Michael
Brown in Ferguson, Missouri, and before the name of Darren Wilson, the
police officer who shot Brown, was publicly released, Anonymous pres-
sured Ferguson authorities to identify the shooter. Those acting under the
moniker of the hacker network later threatened to dox (to publicly release
the personal information of ) Ferguson police officers if they harmed those
who were protesting the killing of Brown.?® During this same period of
protest, a local group called the Traditionalist American Knights of the
Ku Klux Klan (TAKKKK) circulated a leaflet threatening “lethal force”
against dissidents who they claimed to be “terrorists masquerading as
‘peaceful protestors.”?’ In response, Anonymous launched “Operation
KKK, also known as “Operation Hoods Off,”*® promising to publicly re-
lease the names and personal information of Klan members and affiliates.
Reacting to Operation Hoods Off and Anonymous’s Ferguson campaign
in general, Frank Ancona, Grand Wizard of TAKKKK, chastised Anony-
mous for “hiding behind pathetic masks” and claimed to publicly reveal
the names of two central Anonymous members, promising, “This is just
the tip of the iceberg.”® Over a year later, Anonymous was still engaged
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in this unmasking battle, threatening to release one thousand names of
individuals they alleged were affiliated with the KKK, while arguing, “We
feel confident that applying transparency to your organizational cells is the
right, just, appropriate and only course of action” and “You are terrorists
that hide your identities beneath sheets and infiltrate society on every
level.”*® Here we have two masked social movements, each threatening
to unmask the other, and each referring to the masks of the other group
as evidence of their illegitimacy (to deem each other “terrorists”). Such a
dynamic social drama highlights the fact that anonymous acts can take on
contradictory meanings from different social standpoints, and that there is
often a persistent tension between performances of anonymity and efforts
to expose personal identities in the contemporary world.

Just as anonymity and pseudonymity shape an audience’s perception
of an action, expression, or product, the revelation of a previously ob-
scured actor’s personal identity causes such audiences to retrospectively
and critically reevaluate their definition of the situation in interesting
ways. In other words, just as anonymous and pseudonymous actors work
to create meaning, so do unmaskers. In many circumstances, actors and
audiences alike are quite heavily invested in performances of anonymity,
as we saw with the cases of Elena Ferrante, Banksy, and Q, as well as with
confessions, anonymous communities and forums, and various acts of
typification. In such cases, personalization radically alters the character
of the relationship and the meanings of particular situations and con-
texts. Personalization stands as the antithesis of anonymity. It undoes the
someoneness, anyoneness, everyoneness, and no oneness of anonymous and
pseudonymous acts, further revealing how our lives and our experiences
were impacted by the performance of hidden identities.
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.com/search?q=gook.
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57. See Ivie (2005).
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60. Bhatia (2005, 6, 13).
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63. Adut (2018, 31).
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with regard to sex and gender.

65. See a reprint of the 1946 Fortune piece in Zander (2016, 20-21). See also Ry-
der (2016). The text that accompanied the photos of Labor Anonymous marvels at
the diversity and “self-possession” of the subjects while simultaneously framing all as
“American labor” with collective strength and character.
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spread. See Zander (2016).

67. Thompson (2016, 7).

68. See West and Fenstermaker (1995, 26-27) on such an accountability.

69. Schutz ([1932] 1967, 185).

70. Natanson (1986, 21).

71. See Weingarten (2007).
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73. See Burke ([1945] 1969, 506-11) on metonymy and synecdoche.

74. Online Etymology Dictionary, https://www.etymonline.com/word/cop
#etymonline_v_19052.
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/4515782/.
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spaces—those that disrupt their social mobility and “regimes of personal hygiene”
(1035) —can inhibit the ability of these individuals to be generally anonymous and
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79. Wasserman, Clair, and Platt (2012).

80. See discussion in Wasserman, Clair, and Platt (2012, 344-47).

81. Snow and Anderson (1987).

82. See, for example, Jones and Hannem (2018, 499).

83. Humphreys ([1970] 2017).
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stems from typification.

87. Simmel ([1978] 2011, 408, 407).
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89. Quoted in Bernstein (2007, 132; emphasis added).

90. See especially Bernstein (2007) on “bounded authenticity”; Sanders (2008);
Jones and Hannem (2018, 494, 507) on “bounded intimacy.”
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92. Jones and Hannem (2018).

93. Sanders (2008, 400).
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104. Omi and Winant (1994, s5).

105. See West and Fenstermaker (1995); Papadantonakis (2020).
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108. Omi and Winant (1994, 60).

109. Gordon (1997, 74, 75)-
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119. NYCLU (2019, 9). See also NYCLU (2011).
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121. Regarding traffic stops, the US Supreme Court has ruled that “the temporary
detention of a motorist upon probable cause to believe that he has violated the traffic
laws does not violate the Fourth Amendment’s prohibition against unreasonable sei-
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additional law enforcement objective” Whren v. United States, 517 U.S. 806 (1996,
806). In other words, police officers can use the pretext of a traffic stop if their ultimate
objective is to search for drugs or evidence of some other crime, regardless of the fact
that they lack such evidence before the stop.
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123. See Ahmed’s (2007, 161-63) important discussion of a racial “politics of mo-
bility” (162).

124. Gladwell (2005, 197, 222).

125. Gladwell (2005, 243).

126. See Mack (2015a,b); Neuman (2015).

127. See also African American Policy Forum (2015, 4, 36-37n3).

128. As quoted in Mack (20152), where the words “the cop” also appear in brackets.

129. One white teenage girl, fourteen-year-old Grace Stone, who vocally con-
fronted local residents for making racist comments to her friends, was handcuffed
only after she insisted on explaining the situation to police officers in defense of her
Black friends. See Mack (2015b).

130. See Goffman ([1974] 1986, 201-46) on “out-of-frame activity.”

131. African American Policy Forum (2015).

132. The documentary is titled Say Her Name: The Life and Death of Sandra Bland.

133. See, for example, African American Policy Forum (2015). See also theirnames
.org. Using a similar logic to identify police officers and hold them personally ac-
countable for their professional actions, New York governor Andrew Cuomo pushed
a multifaceted initiative titled “Say Their Name.”

134. See the New Yorker, June 22, 2020, https://www.newyorker.com/culture/cover
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135. Napier (1986, 8; emphasis in original).

136. See, for example, Garfinkel (1967); Kessler and McKenna (1978); West and
Zimmerman (1987); Butler (1990); Ridgeway and Correll (2004); Ridgeway (2009);
Friedman (2013).

137. See, for example, Cavanagh (2010, 8, 12-13, 53-54) on “cissexist cultures” and
“cissexual privilege”; Sumerau, Cragun, and Mathers (2016) on “cisgendering reality”;
and Mathers (2017) on “cisgendering interactions.” See Friedman (2013, 2) on the
ways that “social norms of selective perception,” which involve “selective attention to
sex differences and selective inattention to sex similarities,” shape the classification of
bodies into opposed male and female types (emphasis in original).

138. See Garfinkel (1967, 116); Kessler and McKenna (1978, 1-12, 113-14); Ridgeway
and Correll (2004 ).
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139. See Ridgeway and Correll (2004) on “social relational contexts” as “the are-
nas in which” cultural norms of sex/gender classification “are brought to bear on the
behavior and evaluations of individuals” (514). See also Ridgeway (2009).

140. Mathers (2017, 300).

141. Kessler and McKenna (1978, 3; emphasis in original). See also Westbrook and
Schilt (2014) on “determining gender.”

142. West and Fenstermaker (1995, 22).

143. The belief that sex is the biological foundation for gender, and for polar dis-
tinctions between maleness and femaleness, arose as a “strategy of the Enlightenment”
and was “intrinsic to” the profound social, political, and economic changes of the new
modern world order (Laqueur 1990, 8, 11; see also 149-54).

144. West and Fenstermaker (1995, 21). See also Kessler and McKenna (1978, 58—
59) on “genitals and gender attribution.” See also West and Zimmerman (1987, 134~
37)-

145. There is an entire industry supporting these associations. See, for example, “35
Gender Reveal Ideas We Love,” https://www.thebump.com/a/creative-baby-gender
-reveal-ideas; or “25 Gender Reveal Ideas to Celebrate Your Exciting News,” https://
www.happiestbaby.com/blogs/pregnancy/gender-reveal-ideas.

146. West and Fenstermaker (1995, 20). See also West and Zimmerman (1987);
Butler (1990; 1991); Ridgeway and Correll (2004, 514-15); Friedman (2013).

147. Kessler and McKenna (1978, 153, 154 ). See also Garfinkel (1967, 123).

148. Friedman (2013, 73-78); Schilt (2010, 65-66).

149. See, for example, Kralik (2019) for a legislative guide. While most of these
efforts have thus far failed, the issue of restroom segregation remains a prominent
political controversy. As Westbrook and Schilt (2014, 45, 49) point out, proponents
often argue that these laws are necessary to protect women and girls from encounter-
ing “people with penises,” which shows how sexuality is also a key factor in cisgender
normativity. On this point, see also Cavanagh (2010).

150. See Fausset (2017).

151. Following Cavanagh (2010, 16), I use “the designation ‘trans’ or ‘transgen-
der’ . .. as an overarching, and necessarily imprecise way to denote those whose
gender identities are, in some way, at odds with conventional sex/gender systems.”
Thus, the term “transgender” is itself both a popular and an analytic typification (see
next section) that requires this qualification. Readers should keep in mind that “the
danger of using an umbrella term is that it posits a uniform collectivity and cannot do
justice to the myriad differences subsumed into the category” (17). See also Friedman
(2013, 8-10).

152. See Platt and Milam (2018) on this “oppressive bind.”

153. Platt and Milam (2018). See Herman (2013, 65) for a study of transgender
experiences in which “seventy percent of survey respondents reported being denied
access, verbally harassed, or physically assaulted in public restrooms.” In the midst
of this climate, many other states and municipalities have passed laws prohibiting
discrimination against trans individuals, explicitly allowing all people to use public
facilities consistent with their gender identities.

154. See Cavanagh (2010, 69—78) and Bender-Baird (2016) on such policing in
restrooms.

155. See Sumerau, Cragun, and Mathers (2016) on “erasing,” “marking,” and “pun-
ishing” transgender individuals and experiences. See also Cavanagh (2010); West-
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brook and Schilt (2014); Bender-Baird (2016 ); Mathers (2017). See also Kessler and
McKenna (1978, 3), who point out that those “who were in the process of changing
from one gender to the other” report that some people feel “uneasy” when unable to
define them as a normative cisgender type, even asking, ““What are you?””

156. Sumerau, Cragun, and Mathers (2016); Mathers (2017).

157. Schutz (1962, 41).

158. Schutz (1962, 255; emphasis in original).

159. Schutz (1962, 40); Natanson (1986, 63—64.).

160. Weber ([1903-17] 1949, 90; emphasis in original).

161. See also Coser (1971, 223).

162. Simmel (19503, 23); [1908] 1950, 403). See also Coser (1971, 182-83); Zerubavel
(2007; 2021); DeGloma (20143, 18-19); DeGloma and Papadantonakis (2020, 98-99).

163. Coser (1971, 182).

164. Cf. Coser (1971, 182).

165. Schutz (1970, 273). See also Schutz ([1932] 1967, 205-6). See McKinney (1969)
on the distinction between “existential” and “constructed” types. Clifford Geertz
(1973, 9) also recognized “that what we call our data are really our own constructions
of other people’s constructions.” See also Reed (2017, 29-31); DeGloma and Wiest
(2022, 16n4).

166. Natanson (1986, 87).

167. Simmel ([1908] 1950, 407; emphasis in original).

168. Bourdieu (1984).

169. See Marx ([1847] 1955, ch. 2, part 5).

Chapter Six

1. Johnson (2011, loc. 3853).

2. Mullan (2007, 5, 76-113).

3. Mullan (2007, 13).

4. The controversy concerning this phone call centers on Trump’s implied threat
to withhold US financial aid to Ukraine unless and until Ukrainian officials publicly
announced an investigation into the financial affairs of Hunter Biden, son of Joe
Biden, who was the leading Democratic Party presidential contender during the time
of Trump’s phone call with Zelenskyy.

5. See Lam (2019). See also Spiegel (2015); Boyd and Field (2016, 354-58).

6. See “H.R.6054—Unmasking Antifa Act of 2018,” https://www.congress.gov
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7. See Foley, Karlsen, and Putning (2019, 1807-8).

8. See “Mexico Unmasks Guerrilla Commander Subcomandante Marcos Really Is
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https://www.spokesman.com/stories/1995/feb/11/mexico-unmasks-guerrilla
-commander-subcomandante/.

9. Kirkpatrick (2022).

10. See also Frois (20093, 163-66; 2009b, 96-99) on “breaking anonymity” with
regard to recovery groups. See also Colman (2011).

11. Leipholtz (2016).
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13. See also Miller’s short film I Am with You.
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16. Aizenman (2015); Wong (2020).

17. See also Zerubavel (forthcoming) on “personalization efforts” (emphasis in
original).

18. See Whitlinger (2020).
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20. Brennan and Pettit (2008, 193). See also Gioia (2017).

21. See Scammell (2016).
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23. Ferrante (2016).
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27. Speri (2014).
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