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Preface

Nowadays, IoT has become a buzz word and we are listening to it everywhere. 

Most people know the name "IoT" and have heard about it somewhere. IoT stands for "Internet of Things". Technically, IoT refers to a system that is connecting different types of devices such as computing devices, digital machines, mechanical devices, and many more with each other across the Internet. In simple words, IoT 

enables us to connect with anyone through the Internet without considering place and time. 

IoT is changing the current business scenario, market and lifestyle. But, to know how it is bringing change, it is vital to understand its meaning, history, background and other related concepts. Thus, this book provides all this information in one place. The book focuses on exploring the theoretical concepts, frameworks and applications associated with IoT. A lot of research has been done to share good examples throughout the book. 

The book aims to assist the reader in getting information about IoT in layman words irrespective of their technical background. The readers will be students, enthusiastic people who like to explore the technologies and researchers who want to learn IoT. One of the interesting features of the book is that readers do not need to have programming knowledge and technical background; basic knowledge about the Internet and gadgets is enough for learning from this book. If a reader is planning to invest using IoT but is unaware of its benefits and how it would happen, the book would be a good resource for them. 

Every chapter is followed by different exercises for the readers to practice their learnings. Key pointers in every chapter would help readers summarize and revise the chapter quickly. 

The word IoT is small, but it is integrated with various concepts. The book covers all essential concepts to understand the basics of IoT as a beginner.  The book covers concepts that include the background of IoT, history, definitions, features and benefits. The book also covers IoT architecture, ecosystem and communication models. The required standards and technologies are discussed for learning and understanding the concepts of IoT. 

The current trends in IoT and the factors driving it are also discussed in the book. 
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Possible opportunities and growth in IoT are also a part of the book. IoT has scope in different fields such as health, education, medical, business and many more and this book discusses multiple applications of IoT in those fields. 

The  book  has  four  parts.  The  first  part  of  the  book  covers  the  essential  IoT 

backgrounds and it consists of the following two chapters. 

Chapter 1: The  first  chapter  covers  all  the  basic  requirements  for  learning  IoT. 

Since everyone is using IoT differently, the chapter helps the reader who is seeking to obtain fundamental knowledge of IoT.  The chapter covers the meaning of IoT, various definitions, history and needs. Along with this, the chapter discusses the word ‘things’ in IoT for learning IoT. Various technologies are enabling IoT, which are also discussed in this chapter. 

Chapter 2: IoT is a big word and consists of various attributes. Thus, the primary purpose of the chapter is to explore the features and characteristics of IoT. The chapter also discusses the advantages of IoT for people, business organizations and societies. Every technology has some positive and negative aspects; thus, the chapter also discusses the opposing sides and disadvantages of IoT. 

The second part of the book covers the essentials of IoT development and consists of the following three chapters. 

Chapter 3: After learning about the basic concepts of IoT in the previous chapters, this chapter discusses how IoT works. The chapter explores the architecture of IoT 

and its various layers and how an IoT system works. The chapter discusses the communication model which also plays a major role in IoT. The IoT ecosystem and related concepts are also covered in this chapter. 

Chapter 4: IoT is a collection of various hardware, software and protocols. So, the objective of the chapter is to discuss all these three concepts with IoT. The protocol provides a set of rules for executing some systems, and it is also applicable to IoT. Thus, the chapter covers IoT Protocols and Standards. Various open-source platforms, tools and programming languages are available for the development of IoT systems. 

Chapter 5: This chapter explores the concept of IoT devices. At first, the chapter discusses the IoT device, its meaning and how it works. How an IoT device or product is developed and its process is also covered in this chapter. Various types of IoT devices that have been developed are explained. How the IoT device is different from a product is also explored. 
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The third part of the book covers IoT in various sectors and consists of the following two chapters. 

Chapter 6:  IoT is changing every industry and also the life of ordinary people. This chapter discusses the typical applications of IoT. The different applications of IoT in various industries such as education, healthcare, government, transportation and many more are explained. Smart cities and smart homes are popular applications of IoT, which are also covered in this chapter. 

Chapter 7: At present, most organizations depend on technology for the automation of business processes. Thus, the main objective of the chapter is to discuss IoT and its business relationships. The chapter explains the meaning of IoT for businesses and different business models. How IoT impacts business and the IoT applications for business are covered in the chapter. The IoT business benefits and drawbacks are also explained. 

The last part of the book covers other mandatory concepts of IoT and mainly consists of the following three chapters. 

Chapter 8: IoT refers to numerous devices that are connected to the Internet and sharing data. The chapter discusses the current scenario of IoT and the new shape it would take in the future. The development of technologies and tools also impacts the IoT; so, the chapter discusses future opportunities and challenges in using IoT. 

Chapter 9: This chapter discusses IoT and related concepts of security. The chapter explains the meaning of security in the computer environment. IoT and security is a vast topic; so after discussing the security, the chapter covers the security requirements for IoT, IoT devices, and IoT environment. It explains the need for security in IoT and the standard IoT security architecture. Various security challenges and issues are also covered in this chapter. 

Chapter 10: Programmers and developers have developed thousands of IoT 

projects. The purpose of this chapter is to help readers who want to explore some existing projects to develop new IoT projects. This chapter discusses some successful IoT projects and new ideas to help beginners. 
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Chapter 1

Basics of 

IoT

The first chapter is all about the basics of the Internet of Things (IoT). It would cover all basic requirements for learning and understanding of IoT. It will explain the actual meaning of IoT before discussing any other topics. Various developments had been done in the past. So, the chapter briefly describes the history of IoT. The chapter discusses various names of IoT given by researchers. The word “Things” is the foundation of IoT, and it is necessary to understand the meaning of this word. 

The chapter will explore the different needs of IoT. Various technologies are enabling IoT, which would be also discussed in IoT. 

Currently, everyone is using IoT differently for doing different works. For instance, people use smartwatches for various purposes. A smartwatch is a popular example of IoT. People are only using it and are unaware of its meaning. A piece of sound knowledge and sufficient information about any technology helps anyone to use it properly. Some people do not have much knowledge about technologies, so this chapter would help them to obtain the basic knowledge of technologies and IoT. 

This chapter would also help students to get core knowledge of the IoT. 

Structure

In this chapter, we will discuss the following topics:

•  Introduction to IoT
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•  Definitions

•  History of IoT

•  Various names of IoT

•  Understanding Things in IoT

o  Meaning of Things

o  Features of Things

•  Need of IoT

•  IoT-driven technologies

Objective

After studying this unit, you will be able to understand the meaning and concept of IoT. You will learn from the existing definitions of IoT and get some insights from history. You will also understand the word  Thing and its importance in IoT. You will be able to describe the need of IoT and understand the technologies that drive IoT. 

Introduction to IoT

The IoT stands for “Internet of Things” which simply says that everything depends on the Internet from building applications to execute it for some purposes. The IoT 

is not a single technology; instead, IoT is embedded with multiple systems, network products, sensors, and interconnecting devices. IoT refers to a concept that connects all these devices and systems through the Internet. It uses these intelligent systems and  connected  devices  for  collecting  data  and  leveraging  it  for  the  execution  of required operations. The different actuators, physical objects, and embedded sensors help in data collection and sharing data. 

IoT  includes  all  things  connected  to  the  Internet  and  establishes  communication with each other. IoT made it easy to collect information, analyze it, build the plan, and execute it to complete a task and help someone in learning. IoT is permitting all devices to make a connection with others on private Internet or intranet connections. 

IoT is removing the distance between the different types of networks. It is forming and building a more connected world by integrating the automated systems and connected  devices.  Internet-based  protocols  and  information  sensing  equipment have been used for sharing information. This thing enables us to achieve monitoring, smart recognition, positioning, administration, and tracing. 

With the availability and omnipresence of inexpensive computer devices and wireless networks, it becomes possible to do any development into IoT. By connecting the different objects, adding network devices and sensors to them, IoT is converting 

[image: Image 3]
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dumb devices into real ones. IoT is bringing a new level of digital intelligence that does not need any kind of human intervention. 

Let us understand the IoT with an example

IoT is converting a common physical object to an IoT device with the help of the Internet that controls that object. A toy that sounds like a real animal, driverless truck, smart toasters, and remote toy car are popular examples of IoT devices. These devices are doing everything on their own. The smart TV that could be control and switch using smartphone apps, AC that uses remotes, and so on are other examples of IoT devices. People are using all these devices in their life. Different smaller IoT 

components are making larger IoT components, such as a traffic management system embedded with sensors and trackers for effective management of traffic. 

Note: The main concept of IoT is to add some kind of sensor and intelligence to any device or object. The IoT is a coalition of the Internet, intelligence, and sense. 

 Figure 1.1  shows many examples of IoT around us. For instance, Assistance Speaker is an IoT-based device. Amazon’s Alexa and Google’s voice assistant are the best examples of the assistance speakers:

 Figure 1.1: Internet of Things
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It should be noted that IoT collects data for specific purposes that are useful for implementing any work. Since IoT needs the Internet for connecting devices, it does not  mean  that  it  can  download  any  data.  For  instance,  the  healthcare  profession uses  data  from  smart  IoT  healthcare  devices  and  uses  it  during  the  medication process. Even near about 35% of US manufacturers use smart sensors and collect data from these sensors. They use these data to increase production efficiency and cutting down waste. A new IoT device, Concrete Sensor has been developed, that could be inserted into the concrete. The device helps in providing data related to the material’s condition. 

Note: The computer is only an electronic device, and it is not an IoT device. 

It is because every device that has an internet connection or can establish communication with the network automatically does not come under IoT 

devices. Even, the smartphone is also not considered as IoT device. 

IoT is permitting business organizations, institutes, and the government to rethink the method that delivers products and services to common people for making them better. IoT has the potentials to make it more efficient and save a large amount of money and time. The first users of IoT are those who are seeking changes in their lifestyles through utility tools. After that, the second users of IoT are those who are seeking security. 

Note: It is predicted by the national intelligence that in the future, IoT 

would also play a role in intelligence services to support the identification of issues, surveillance, monitoring the objects, location tracking, obtaining user credentials, acquiring access to the network. 

Definitions

The  definition  defines  the  meaning  of  the  particular  term,  concept,  device,  and anything through words. It helps people to understand the required thing. Thus, it is also necessary to understand the meaning of IoT through its definitions. IoT becomes a popular technology trend across the world. Despite the huge development of IoT, there is no single universal definition of the word, IoT has been existing. 

The book is sharing a simple definition of IoT,  “IoT is a digital connection of devices and objects that are embedded with the internet, sensors, and intelligence for establishing communication with people or other IoT-based objects.” 

Various software development companies, their executives, business groups, and technology experts defined the IoT in different ways. They are promoting the specific views and meaning of IoT and its characteristics through different definitions. Some definitions of IoT define only the basic concept, whereas some definitions define meaning through characteristics. 
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Here are some definitions of IoT:

According to Oxford Dictionaries

 “The Internet of Things is a noun and refers to an interconnection via the internet of computing devices embedded in everyday objects, enabling them to send and receive data.” 

Oxford considered the Internet as an element of the IoT. 

According to Internet Engineering Task Force (IETE)

 “Smart object networking is IoT and here smart objects have constraints such as memory, limited power, processing resources and bandwidth.” 

IETE defined that they are organizing specific requirements for achieving network interoperability among different smart objects. 

According to Alexandra Deschamps-Sonsion, founder of Design-swarm

 “The Internet of things defines the potential new business service, products and interactions offered  by  embedding  hardware  technologies  and  connectivity  (web/mobile/radio)  in previously unconnected physical products & spaces.” 

According to Dr. Mazlan Abbas, CEO of REDtone IoT

 “The ultimate goal of IoT is to automate your digital lifestyle and propel your business.” 

According to Jessica Groopman, Research Director, and Principal Analyst, Harbor Research

 “The interconnection and interaction of the digital and physical worlds, wherein uniquely identifiable embedded technology connects and integrates physical things (that is, objects, people devices, machines, infrastructure, systems, and so on) to information networks via existing and emerging Internet infrastructure. Put simply, IoT is a platform for connecting people, objects, and environment to inform and enable visibility, interactions, and innovation.” 

All these different definitions are describing the various scenario in which object connection, network connectivity, and capability of computing is extended to the configuration of diverse objects, devices, physical elements, and sensors that are not considered as computers. All these are pointing only to one thing that is to permit data sharing, generation, and consumption without much human intervention. It is emphasizing the different aspects of IoT. It is also to highlight that IoT is all about the capabilities of remote data collection, research, analysis, and management. 

History of IoT

Every computer, whether it is a laptop, mobile, or tablet, requires a chip for processing. 

Earlier, the big size of the chips had been used. Now, it has been replaced by a small 
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chip  for  establishing  effective  communication. Radio  Frequency  Identification (RFID) tags played a critical role in discovering the IoT term. RFID tags are nothing but low-power chips that establish communication wirelessly. The availability of wireless  networking,  broadband  internet  connections,  cellular,  and  so  on  and  its integration with RFID tags made wireless communication successful. The arrival of Internet Protocol (IPv6) supported the IoT in providing services. 

In 1999, Kevin Ashton, a British technology pioneer, used the word, “Internet of Things”  to  describe  a  system  that  could  connect  the  objects  via  the  Internet  and sensors  in  the  physical  world.  Kevin Ashton  was  working  in  Procter  &  Gamble Company and part of Supply Chain Management. He discovered the word IoT after realizing the power of RFID tags that were used in Supply Chain Management at that time. The RFID tags are used for connecting the supply chain to the Internet for counting tracking the good without taking the help of a human being. Ashton thought about the concept of connecting the objects using sensors after watching this. In this way, the word IoT came into existence. 

Integrating RFID tags into heavy and expensive equipment is the first IoT application for  helping  in  the  tracking  of  goods.  Other  researchers  and  technology  experts discussed  bringing  the  concept  of  sensors  and  intelligence  in  connecting  objects so they automatically share data during the 1980s and 1990s. The reduction in the prices of internet connection and development cost of sensor integration cleared that in the future the intent would be an inexpensive method for connecting objects. The IoT was invented in 1999 to promote RFIT chips in communication. The popularity of IoT started in 2010 and acquired a huge market at the beginning of 2014.  Table 1.1 

is briefly describing how IoT become popular until 2014:

Year 

Major developments

2000

•  Announcement of Internet Refrigerator planning by LG

2002

•  David Rose and friends introduced the Ambient Orb device that  looks  like  a  ball  for  monitoring  information  such  as weather, personal portfolios, and many more

2003–2008

•  Different publications such as Scientific American, Guardian and groups like International Telecommunication Union, the 

European Union used IoT as book title and published report. 

Companies initiated various small projects such as Cooltown, Internet0, Nabaztag, and so forth

2009

•  It  was  born  year  of  the  IoT  as  things  such  as  tablets, smartphones,  laptops,  other  similar  devices  started 

connecting with the Internet
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2010

•  Various  incidents  have  become  the  reason  behind  the popularity of the IoT. For instance, information escaped that the Street View service of Google took 360-degree pictures, and  the  company  collected  thousands  of  data  from  the WiFi network of common people. This thing brought some 

misunderstandings  that  Google  started  a  new  strategy  for increasing the web index

•  Wen Jiabao, Chinese Premier of China considered the IoT as a key industry. He created plans for different investments

2011

•  A famous market research company, Gartner brought a hypecycle for the latest technologies. Through this, Gartner started the use of IoT in developments

•  IPv6  protocol  launched  that  encouraged  the  further development  of  IoT.  Famous  companies  like  IBM,  Cisco, developed educational and marketing IoT initiatives

•  Hardware  platforms  like  Arduino  provided  platforms  for developing IoT projects based on DIY

2012–2014

•  Multiple famous companies, such as Wired, Forbes, started publishing articles or other content related to IoT. The LeWeb, Internet Conference of Europe, used the IoT as the theme for the conference

•  Different  companies  published  a  report  that  IoT  would acquire about $9 trillion markets in 2020. The present year is 2020 that already proved that IoT would take place in every field

•  Google declared the purchasing of Nest for $3.2 billion when IoT  took  place  in  the  mass  market  in  2014.  The  Consumer Electronics Show also uses the IoT for their show, which was held in Las Vegas

 Table 1.1: History of IoT

After  2014,  the  development  of  IoT  quickly  took  place.  The  arrival  of  advanced technologies in each year changed the trends of IoT development between 2015 and 2019. Many IoT devices, projects, and applications have been developed in these 5  years.  Multiple  software  development  companies,  business  organizations,  and individuals are bringing new IoT trends and projects to fulfill different purposes. 

According to them, in future, wireless communication, digital sensing, intelligence, and  processing  capabilities  would  be  embedded  into  common  objects  and  will convert them into IoT-based objects. The new paradigm of IoT and its collaboration with  cloud  computing  will  bring  smart  devices  for  collecting  and  processing 
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data. As a result, humans and machines, both will be able to act and take action automatically. 

Even after the evolution of IoT in the last many years, it is found that IoT is still in its emerging stages. There is no doubt that IoT is addressing things and creating a dynamic network around the globe. It will not stop and will grow every year. 

A famous tech analyst company, ITC, already predicted that, till 2025, there would be 41.6 billion connected IoT devices or things. The largest opportunity industries would  be  automotive  and  industrial  equipment  to  leverage  IoT  things.  Gartner also predicted that these industries would receive near about 5.8 billion devices till 2020. TrendMicro predicted that the rapid development of big data analytics and increased use of Internet protocols would connect near about 20.5 billion devices to the IoT by 2020. 

Understanding Things in IoT

The IoT consists of four primary components, including Thing, Internet, Network, and Cloud. The Thing in IoT refers to the objects which are connected to the Internet. 

In simple words, any kind of physical, real, digital, and virtual entity is known as a thing with respect to IoT. The main function of the thing is to describe all possible capabilities of the IoT. Things are used for expressing the IoT concepts. Just like different  definitions  of  IoT,  the  definition  of  “Things”  is  also  wide. All  physical components  and  personal  objects  such  as  television,  bulb,  and  fridge  are  some examples  of  things  in  IoT.  In  any  kind  of  embedded  system,  things  perform  the data transmission to establish user interaction and controlling devices across the network. 

Meaning of Thing

The  thing  is  any  device,  machine,  computer,  application,  physical  object,  virtual object, or other objects that could be connected with the Internet. The thing should have  capabilities  for  creating,  requesting,  accessing,  forwarding,  and  consuming digital information. Thing provides storage identification information, collects and processes information, establishes communication, and performs controlling. 

The  smart  object  is  another  name  of  Thing  in  IoT.  The  smart  object  includes  all types of everyday physical things that are embedded by the electronic device for providing  Internet  connectivity  and  local  intelligence.  Smart  objects  contain  all features that should be present in the Thing of IoT. The unique identifier, group of  physical  features,  sensing  and  storing  measurements,  trigger  actions,  general computing capabilities are major features of the smart objects. 
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Features of Thing

A thing in IoT possesses many features. Each feature defines a specific property of the thing. The following points are describing the features:

•  Identification:  The  primary  characteristic  of  the  thing  is  identification. 

This  means  the  thing  must  have  an  identification  feature  to  verify  the communication. This feature has been introduced in the initial development of the IoT when RFID tags were used to create unique identification. At the time, the location-specific item was used to verify the communication between things. Thus, RFID tags played a major role in enabling object identification. 

Automatic identification technologies are the base of IoT Smart objects. 

A thing must have numbers, addresses, or names to complete the identification process. Since numerous objects communicate through the Internet hence any kind of identification ensures the reliability of those objects. An electronic tag, printed label, and the hard-coded serial number could be used for the identification of the things in IoT. 

•  Tracking: In IoT, the Internet is the medium through which thousands of objects are connected for making the communication. No one is aware of the exact address or location of the objects. Thus, the object or thing must enable with a tracking feature. Developers can track the objects and their locations. 

The property must be present in the movable thing that provides physical location and individual history information.  Embedded geolocation devices or other similar devices could be used for a precise physical location. These can easily interact and communicate with other things of the IoT project. 

•  Sensing: A thing must have a sensing feature for collecting data from the respective environment. The sensor is a significant component of the IoT. 

It enables this feature in the IoT devices. Even ITU named the sensors as, 

“feeling things”. The sensing feature provides the environment and current status information about the thing. The sensors should have to use cloud-based storage services for acquiring the data from the current state of IoT 

devices. 

•  Processing or intelligence:  This  feature  performs  data  processing  and commands  execution.  The  intelligence  feature  makes  the  IoT  devices  to smart devices. It is a kind of embedded processing of autonomy. Availability of the programming languages, communication protocols, and standards are creating IoT devices with different data coding. Thus, interoperability is a must in IoT devices. The plug and play feature enables this feature in the devices. 

•  Actuation/remote controlling: It is another feature of the thing for controlling the  devices  across  the  Internet.  The  actuator  enables  this  feature.  Thing 
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uses the sensed data for remote control of the devices. The feature defines the fundamental process of automation. Using this feature, the object can remotely control the devices for changing the environment. 

All these features are abstracted into the devices. They are having at least one of these features is compulsory to become part of any IoT project. These features can also categorize the thing into different categories—for instance, smart objects, data objects, tractable objects, and interactive objects. 

Various names of IoT

It is a fact that IoT is taking place in different sectors. Various applications have been  developed.  This  diversity  brought  the  different  names  of  IoT.  These  names are  a  little  different  in  meaning  such  as,  Web  of  Things,  Industry  4.0,  Intelligent Systems,  Pervasive  Computing,  Smart  System,  Industrial  IoT,  and  Machine  to Machine communication. Cisco and Intel are using words, Internet of Everything and Embedded Internet respectively to call IoT. The following points are describing various names of IoT:

•  IoT as Web of Things/WoT:  This  name  came  when  things  are  converted into web-present. It is done either through embedding with a web server or hosting a web presence within a web server. Sun Microsystem’s Project, JXTA gave this name to IoT and described the set of protocols for creating applications.  An  architecture  of  web-based  IoT  has  been  proposed  by integrating into as a part of the Web and HTTP protocol. 

•  IoT as Wisdom Web of Things/W2T: This name is used for representing the intelligence and creating the knowledge from the collected data. Here, wisdom is describing that the device is itself aware and can provide accurate services on time for the right objects. 

•  IoT as Future Internet of Things/FIoT: This name came after the development of the IoT using innovative technologies, extracting data from sensors, and transforming it into appropriate knowledge. Here, the word future Internet is representing that use IoT for referring to the future application, which are accessible via the Internet. 

•  IoT as Agents of Things/AoT:  Researchers brought this name for removing the impact of IoT limitations with respect to intelligence. An AoT must have an intelligence capability, critical thinking, and internal reasoning. It enables the devices to interact with other devices or objects automatically. 

•  IoT as Cognitive Internet of Things/CIoT: It is used while intelligence has been added to the IoT devices for improving its performance and obtaining intelligence.  CIoT-based  devices  can  explain  the  existing  business  types 
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and networks. It performs analysis using knowledge and builds intelligent decisions. It can easily control actions within the device to fulfill all types of requirements. 

•  IoT as Social Internet of Things/SIoT:  This  name  is  given  to  IoT  for describing  the  social  relationship  among  objects.  The  Social  Network  of Intelligent Objects is the core theme behind this name. 

•  IoT as the Internet of People:  When  people  started  become  part  of  the Internet  and  intelligent  network  for  establishing,  interacting,  and  sharing information, then this name was used for representing the IoT. 

•  IoT as Cyber Physical System/CPS:  This  name  came  due  to  the  major influence of the real-time, embedded, and distributed sensors system. The integration of this kind of system, which are embedding various computers and  networks  for  processing,  monitoring,  and  controlling  the  physical processes, is generating the sensing. 

•  IoT as Industrial Internet of Thing/IIoT: This name came when IoT projects were  developed  for  manufacturing  industries.  IIoT  is  a  fourth  industrial revolution that is using IoT techniques in the industry business. IoT started connecting the devices and objects in plants, process controls, and dispatch centers. General Electric proposed this name. European initiatives started to  use  the  name  Industry  4.0  in  place  of  IIoT.  Thus,  it  is  also  known  as Industry 4.0. The main objective of the IIoT is to use the sensors, big data, wireless networks, artificial intelligence, big data, analytics, cloud, and other technologies for measuring and optimizing the processes. The cost savings, enhancing  workforce  productivity,  and  generating  revenue  are  primary purposes for bringing IIoT in businesses. Building things to smart such as 

‘smart  manufacturing,’  ‘smart  digital  supply  chain,’  ‘smart  power  grids,’ 

and ‘smart logistics’ are the main uses of the IIoT. 

All  these  names  are  describing  a  different  meaning  of  IoT.  The  developers  and researchers kept the name based on research work. For instance, the increased use of IoT by common people brought the name “Internet of People”. Currently, major names have been discussed that came into existence until last year. In the future, we will get other new names of IoT. 

Need of IoT

The  main  aim  of  the  IoT  is  to  enhance  internet  connectivity  and  establish communication. The IoT is bringing IoT devices to make the life of humans easy. It is encouraging toward building complete internet infrastructure. It is trying to bring automation in all areas of life and works. IoT has the objective of connecting objects for  making  interactions  with  each  other.  The  following  points  are  discussing  the need for IoT:
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•  Monitoring and Management of Infrastructure/Environment:  Any kind  of  infrastructure  and  environment  consists  of  various  elements  and processes. It includes not only the physical environment but also the virtual environment. For instance, the physical environment consists of buildings, factories, railways, bridges, towers, and many more that might bring risks in  lack  of  monitoring  and  ineffective  management.  Similarly,  the  virtual environment  is  referring  to  the  world  of  the  internet  and  social  media platforms where everyone is sharing different personal and official data with the world. Lack of monitoring the web activities are causing security issues in front of individual and organization. Thus, this kind of infrastructure and environment requires monitoring or management tools to avoid problems. 

IoT has already developed many devices for monitoring activities on social media  platforms.  IoT  users  can  track  the  data  and  prevent  its  misuse.  It brought devices for monitoring the environment that can predict any natural incident occurrence and supports in prior planning to prevent losses. These devices have capabilities to check and track the quality of goods. This thing helps people to replace the goods at the right time. 

•  Cost  and  time  reduction  due  to  automation  in  every  field:  Nowadays, organizations and individuals are seeking for automation in their working place  and  house.  This  automation  is  saving  the  cost  and  time  of  human beings. For instance, industries are taking the help of humans to investigate the product qualities to obtain the optimized output. This thing is not only reducing  costs  but  also  saving  time.  They  can  utilize  that  cost  in  other investments. Industries and manufacturing units are seeking the quality of the products for obtaining the optimized marketing strategy. 

Healthcare, energy, automobile, and transportation, and other similar fields require  tools  and  devices  that  help  in  the  automation  of  their  complex business  processing.  All  these  fields  also  realized  the  monitoring  within their  working  environment  without  the  help  of  a  human.  To  fulfill  these requirements, the developers brought the concept of IoT. 

IoT tools and devices are helping all these industries in various ways. For instance,  energy  management  and  its  subsystems  are  using  IoT  devices, which are connecting those systems to the Internet and sensors. It is reducing power  consumption  while  producing  energy.  Healthcare  industries  are utilizing  IoT  techniques  for  medication,  monitoring,  and  controlling  the health of patients. Even patients are getting applications of self-care and self-medication at the right time. Similarly, every industry is utilizing IoT and saving lots of time and money. 

•  Effective decision making: Decision-making process is part of the business. 

A good decision brings positive outputs, whereas a wrong decision directly 
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impacts  negatively.  Organizations  are  seeking  people  who  can  develop strategies and make better decisions. For doing this, they need an appropriate and huge quantity of data. People are also looking for data from any device. 

To fulfill these needs, they need techniques like IoT that are embedded with sensors. These things would help them to acquire huge data from all diverse resources. A massive amount of data generates proper trends according to market needs. These trends are helping business organizations of various industries to make decisions to generate leads in the market. A good decision brings  interactive  performance  for  the  company.  Thus,  IoT  becomes  the indeed need of every business. 

•  Increasing efficiency: It is already discussed that for reducing cost, money, and resources, not only individuals but organizations also need IoT. A product becomes efficient when it avoids wasted time and effort. Organizations also need devices and projects having skills to remove the overhead of times and unnecessary  use  of  resources.  IoT  development  fulfill  these  needs  of  the organization. It is increasing the efficiency and productivity of the business. 

For instance, lights that automatically turn on and off. Nowadays, most the organization, hotels, even individuals are using these lights to save costs, energy, and money. Lights automatically get off whenever someone leaves a  particular  room,  office,  or  place  where  these  lights  are  installed.  It  also reduces the electricity bills. 

IoT makes connections among devices using the Internet. The communication between machines is also increasing efficiency., organizations do not need to  go  anywhere  for  discussion. A  single  call  with  stakeholders  is  making reliable communication. 

•  Quality of life: The changed lifestyle of people is demanding quality of life. 

People are seeking technologies in every time-consuming work or other works that need unnecessary efforts. The busy schedule of people is encouraging to improve their health habits, lifestyle, and wellness. For achieving all these things, people need to use the latest techniques and devices. 

IoT  brought  many  devices  that  are  helping  people  to  track  their  things, manage a to-do list, turn-off lights automatically, monitoring houses, reviews health habits, and other things. Using these devices, people are improving their lifestyles and utilizing their time on other tasks. 

It is a fact that any technology has been discovered to fulfill a requirement. The development of IoT is capable of fulfilling it. These needs can help individuals and business leaders who are looking for automation in every work. 
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IoT-driven technologies

Technologies are the drivers for the development of different systems. The global infrastructure of the IoT enables services by connecting virtual and physical things. 

IoT  is  an  aggregation  of  various  communication  technologies  and  interoperable information.  All these technologies are enabling the things to access, process, and manage required contextual information. It also supports the privacy and security of the things in IoT. 

The  wireless  sensor  network,  sensors,  standards,  augmented  intelligence, communication  protocols,  and  augmented  behaviors  are  the  standard  driving technologies.  It  should  be  considered  as  necessary,  enabling  technologies  for developing IoT applications. In the last few years, various new technologies such as cloud computing, big data analytics, embedded systems, and fog computing have been developed. These technologies become part of IoT enabling technologies and supporting  to  bring  new  IoT  tools  for  various  industries.  The  overview  of  these technologies is as follows. 

Sensors

The sensor is one of the most important IoT-driven technologies that generate the signals.  A sensor refers to a physical hardware device. The main function of the sensor is to generate signals from the object, event, or physical condition. Sensors take  the  non-electrical  signals  and  convert  them  into  electrical  signals.    Sensors produce  all  types  of  signals,  including  electrical,  digital,  and  political.  The  color sensor is one of the simplest examples of sensors that detect colors of the surface in the RGB scale. Another example is the Thermometer, which senses the temperature of the human body. In any kind of IoT application, sensors sense the environment to retrieve data. 

Different types of sensors are available that could be considered as driven technologies of IoT. Develop use sensors according to the need and objectives of IoT applications. 

For instance, a weather tracking system uses moisture, humidity, or temperature sensors that generating signals and pass them to the system. Similarly, various IoT-based security systems use a web camera as a sensor. 

 Chapter 4  discusses the sensors, their types, influencing, and other factors related to IoT in a detailed manner. 

Networks/wireless sensors network

The  network  is  another  primary  IoT-driven  technology  after  sensors.  The  main function of the network is to establish communication among the different elements of IoT. Sensors create senses that must be communicated with other devices and 
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locations to perform analysis. The network does this task by transferring data to the required place. Gateways, bridges, routers, hubs, and switches are some network devices that connect the sensors and other IoT components as per need. 

Like, the Internet is also a kind of network that connects the devices to the internet server.  Without  making  a  connection,  it  is  difficult  to  access  the  Internet.  After establishing a connection, the server transmits data.  Another example, people use WiFi to connect their mobile phones, laptops, tablets, and other devices with the network of internet service providers. Similarly, the network plays a major role in enabling IoT services. 

The  identification  of  all  machines  that  are  connected  to  the  network  is  a  must. 

Especially, find out outsource and destination are the first steps in networking. This step is also applied to the IoT. Here, a unique name is assigned to everything, which is on the IoT network. 

Network protocols define a set of rules for the identification of devices. IoT devices use  these  protocols  for  identification.  Open  and  close  (proprietary)  are  the  two categories of these protocols. The open protocols should be used on those IoT devices that  need  scalability  as  it  supports  operating  on  different  platforms  along  with heterogeneous devices. It enables IoT devices to improve their scalability feature for increasing devices as per need. The closed protocols should be used to identify and authorize devices having specific hardware and software. It offers a customization feature. Internet Protocol or IP protocol is also a required protocol for transmitting data over the network. It assigns a unique address to different devices connected to the Internet. Both versions of IP protocols (IPv4 and IPv6) are providing addressing. 

Two categories of network technologies are as follows:

•  Wired: It uses some kind of wires for making connections. It is a secure and reliable method to cover high-volume network routes. 

•  Wireless: It does not need any kind of wire to connect the device with the network. WiFi is the best example of wireless technology. 

Developers chose the network technologies for IoT devices or tools according to the geographical area need to cover. The energy requirements and data transfer rates must also consider during network technology selection.  Table 1.2  is describing three types of coverage with appropriate technologies for IoT:
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Distance coverage

Suggested technologies

Short distance (room)

Wireless  Personal Area Network (PAN)  technologies (Bluetooth)

Wired connections technologies (USB)

Medium distance 

Wired  and  wireless  Local Area Network (LAN) technologies (Ethernet, Fiber optics, WiFi)

Large distance (city)

Wide Area Network (WAN) technologies (Routers)

 Table 1.2: Distance coverage with suggested technologies Table 1.3  is describing the data transfer rate of some technologies that are mostly used in IoT:

Technology

Data transfer rate (bit per second or 

milliseconds – (ms)]

Bluetooth classic 

Up  to  2.1  Mbps  and  22.5  ms  for  Bluetooth 

Classic

Bluetooth Low Energy

260 Kbps, 0.6 to 1.2 ms

WiFi

10 ms

WiMax 1

1 Gbps

Long Term Evolution (LTE)

300 Mbps

LTE-Advance (LTE-A)

1 Gbps

 Table 1.3: Data transfer rate of technologies

A  brief  description  of  wireless  network  technologies  would  help  the  readers  to understand how it is playing a critical role in the development of the IoT. 

Standards

Standard  refers  to  a  concept  that  measures  the  quality  of  a  system.  It  is  a  kind of  technical  document  that  defines  various  definitions,  rules,  and  guidelines  to accomplish some specific task. For instance, the security system requires following certain rules for capturing data in a particular place. Thus, standards play a critical role  in  the  IT  industry.  Every  tool,  system,  or  application  must  have  to  follow appropriate standards. 

Various  communities  provided  definitions  of  standards  differently.  For  example, International Standard Organization (ISO)  defined  standard  as   “A standard is a document that provides requirements, specifications, guidelines, or characteristics that can be used consistently to ensure that materials, products, processes, and services are fit for 
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 their purpose.”  Institute of Electrical and Electronics Engineers (IEEE) Standards Association defines several standards for IoT development. Microsoft developed a system and standard for building IoT devices. The name of the device is TechCrunch. 

The main purpose of the system is to provide a managed central platform to set up IoT devices. According to Microsoft, it would simplify the process of IoT network development. 

IoT applications must have to follow these two categories of standards:

•  Technology  standards  ensure  all  technological  requirements  for  IoT 

applications. It includes communication protocols, network protocols, and data-aggregation standards. 

•  Regulatory standards ensure the security, privacy, and other issues within IoT applications. It focuses on regulations related to data collection and its safe use. 

These standards would help the developers understand the importance of required guidelines for developing IoT applications as per the needs of users. 

Augmented intelligence

Augmented intelligence is the next driving technology of IoT that extracts insightful information from massive data. The major objective of augmented intelligence is to augment human creativity and intelligence to perform tasks quickly. Augmented intelligence  is  also  known  as  intelligence  augmentation.  It  tries  to  mirror  the cognitive  behaviors  of  human  beings.  The  tools  of  augmented  intelligence  are helping industries to automate various complex works. 

Augmented  intelligence  is  integrating  with  artificial  intelligence  for  improving cognitive  performance,  decision-making,  and  learning.  The  Understanding, Interpretation,  Reasoning,  Learning,  and  Assurance  are  the  five  elements  of  the augmented intelligence. These elements are increasing productivity and enhancing efficiency. It is also saving time and costs. 

Every IoT application looks at all these things like reduced cost, saves time, and increases productivity. Thus, developers are trying to use augmentation intelligence techniques in the development of IoT tools and devices. This technique supports IoT 

in various ways such as extract data, clean datasets, respond to user requests, and generate predictions. 

Augmented behavior

Augmented  behavior  is  another  concept  that  is  driving  IoT.  The  main  concept of  augmented  behavior  defines  the  output  of  certain  actions.  In  other  words,  it generates output from every preceding stage, from data sensing to data analysis 
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processes. It happens in the cycle and augmented behavior in the last step of the cycle.  There  is  little  difference  between  augmented  intelligence  and  augmented behavior.  Concerning  IoT,  augmented  intelligence  is  driving  informed  actions whereas augmented behavior is defining observable actions. 

Augmented behavior could be used in IoT in various ways. Here is the two most commonly manners are as follow:

•  Machine-to-Machine (M2M) Interface: A kind of interface that establishes the interaction between machines using technologies. In other words, one machine can communicate with another machine for taking further actions. 

M2M is also considered as IoT. However, the fact is IoT is a big area of study, and M2M or other similar interfaces are just parts of this study. For instance, smart  grid,  automation  in  industries  are  examples  of  such  interfaces. 

Machines automatically observe actions and perform designed tasks. 

•  Machine-to-Human Interface: A kind of interface that makes the connection between users and machines. Using this interface, the machine interacts with individual users and suggests them do or not do suitable actions. This means machines can give recommendations only to end-users. Now, further actions depend on the behavior of users. 

Most developers used these two interfaces for implementing augmented behavior. 

Both are very simple to apply on IoT devices. 

Cloud computing

Cloud computing is the next latest technology that is driving the IoT. Cloud computing is taking place in every industry due to its unique features. The foundation of cloud computing is the Internet that is making it the most widely used technology for building applications or systems. Technically, cloud computing is an extension of the distributed technology. Cloud computing is connecting thousands of computers via a high-speed network and providing different services using the Internet. The On-demand Service and Pay per Use are two features of cloud computing. These two things are attracting the individual and organizations to adopt cloud computing for automation of various operations. 

The  Software As-a  Service,  Platform As-a-Service,  and  Infrastructure-as-a-Service are the three cloud computing services. All these services are related to software development, infrastructure building, and using platforms for creating an application using the Internet. Cloud Service Provider (CSP) provides these services. Amazon, Google, IBM, and Salesforce are some popular companies that are offering cloud computing services. For instance, everyone is using Google Drive for storing data so he or she can access, edit, or modify it at any time and in any place. 
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With respect to IoT, cloud computing is playing a critical role as a data storage. It is because IoT is generating huge data and storing it into databases is not a feasible method. Thus, the IoT can integrate with cloud computing and utilize its services such as cloud storage, cloud infrastructure, and cloud platforms. For example, IoT 

developers can use cloud storage for storing data that are collected from sensors. 

According to need, they can either scale up or scale down the storage size and pay accordingly. 

Big data analytics

The  next  emerging  technology  is  big  data  analytics,  which  is  driving  IoT.  The primary concept of big data is to identify insightful data and hidden data patterns from  massive  data.  Every  field  is  generating  a  large  amount  of  structured  and unstructured  data.  Effective  use  of  the  data  can  provide  numerous  benefits  to everyone.  Big  data  analytics  is  making  it  possible  to  analyze  the  data  and  make better  decisions.  Organizations  were  also  seeking  intelligent  business  solutions through the latest technologies. 

Big data analytics and IoT are two different concepts. However, their integration has the potential to bring numerous benefits to organizations. Data examination, finding unseen patterns and correlations, future predictions, and generating new information are some of those benefits. The competition among the business markets is influencing organizations to adopt such technologies.  It is giving opportunities to developers to integrate the latest trend of data science with IoT and bring new innovative technology-based solutions for business organizations. 

Developers can utilize big data analytics for analyzing IoT generating data. It is a fact that IoT sensors extract a variety of data. Many developments had been happened by emerging big data with IoT devices. Still, it is in an early stage due to a big spectrum of big data analytics and IoT. 

Conclusion

The chapter explored the different aspects of IoT fundamentals. It explained what IoT is and how it should be defined. Distinct definitions and names are available, which are discussed in the chapter. The brief history of the development of IoT is also described. The meaning and features of the word things in the IoT are discussed. At last, the chapter highlighted the needs of IoT and technologies, which are pushing IoT in a new direction. 

Learning  elementary  concepts  such  as  meaning,  needs,  history,  and  definitions are the necessary skills to learn any new technology. The chapter helped learners obtain these skills to start acquiring various information about IoT. It would help the learners get initial insights into IoT fundamentals. It would help to understand 
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that IoT would grow in the upcoming years for improving the lives of every human being. IoT brings a new dimension of products and services. IoT has a lot of potential for delivering solutions for improving education, health, security, energy, lifestyle, and many more aspects of the life of common consumers. 

IoT has many characteristics and attributes that make it a popular technology. IoT is providing many benefits to everyone, along with some drawbacks. The next chapter will explore all these characteristics, advantages, and disadvantages. 

Points to remember

•  IoT refers to a concept that connects all these devices and systems through the  Internet.  It  uses  these  intelligent  systems  and  connected  devices  for collecting data and leveraging it for the execution of required operations. 

•  A toy that sounds like a real animal, driverless truck, smart toasters, and remote toy car are popular examples of IoT devices. 

•  IoT becomes a popular technology trend across the world. Despite the huge development of IoT, there is no single universal definition of the word, “IoT” 

has been existing. 

•  RFID tags that played a major role in discovering the IoT term. RFID tags are low-power chips that establish communication wirelessly. 

•  In  IoT,  the  thing  is  any  device,  machine,  computer,  application,  physical object,  virtual  object,  or  other  objects  which  could  be  connected  with  the Internet. 

•  The  wireless  sensor  network,  sensors,  standards,  augmented  intelligence, communication  protocols,  and  augmented  behaviors  are  the  standard driving technologies. 

•  A  sensor  refers  to  a  physical  hardware  device.  The  main  function  of  the sensor is to generate signals from the object, event, or physical condition. 

•  The main function of the network is to establish communication among the different elements of IoT. 

•  Standard refers to a concept that measures the quality of a system. It is a kind of technical document that defines various definitions, rules, and guidelines to accomplish some specific task. 

•  In the last few years, various new technologies such as cloud computing, big data analytics, embedded systems, and fog computing have been developed. 

These technologies become part of IoT enabling technologies and supporting to bring new IoT tools for various industries. 
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Multiple choice questions

1.  In which year, IoT word came into existence. 

A)  2000

B)  1999

C)  1980

D)  2010

2.  Who has used the word, “Internet of Things” the first time? 

A)  David Rose

B)  Wen Jiabao

C)  Kevin Ashton

D)  Tim Berners-Lee

3.  RFID stands for______________. 

A)  Radio Frequency Isolation

B)  Radio Frequency Identifier

C)  Route Frequency Identification

D)  Radio Frequency Identification

4.  Which of the following is not an example of IoT? 

A)  Smartphone

B)  Smart TV

C)  Alexa

D)  Smartwatch

5.  Which of the following device monitors looks like a ball and monitors the weather or other personal information? 

A)  Track ball

B)  Ambient Orb device

C)  Smart ball

D)  Tracker
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6.  In which year, LG announced to bring an internet refrigerator? 

A)  2000

B)  1999

C)  1998

D)  2001

7.  Which of the following features of Thing executes commands for IoT? 

A)  Identification

B)  Tracking

C)  Sensing

D)  Processing

8.  The AoT stands for_____________. 

A)  Architecture of Thing

B)  Agents of Thing

C)  Agriculture of Thing

D)  Asset of Things

9.  Which company used the word, Internet of Everything for IoT? 

A)  Intel

B)  IBM

C)  Cisco

D)  Amazon

10.  Which of the following technology is support IoT in terms of ‘extracting meaningful data from collected data by sensors’? 

A)  Cloud computing

B)  Big data analytics

C)  Artificial intelligence

D)  Fog computing
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Answers

  1. B

  2. C

  3. D

  4. A

  5. B

  6. A

  7. D

  8. B

  9. C

 10. B

Answer the following

1.  What do you mean by IoT? Explain with examples. 

2.  Write down; at least two definitions of IoT? 

3.  Briefly explain the history of IoT? 

4.  Briefly explain how IoT came into existence. 

5.  Explain the meaning of Things in IoT. 

6.  What are the major features of the Things in IoT? 

7.  Write down five needs of IoT? 

8.  IoT has various names. List down some names with a brief explanation. 

9.  Explain the standard technologies which are driving the IoT? 

10.  Explain the latest technologies which will drive IoT in the future in various ways. 

11.  What do you mean by IIoT? 

12.  What is the major difference between WoT and W2T? 

13.  What is the main difference between augmented intelligence and augmented behavior? 

14.  What is the role of the sensor in IoT development? Explain in brief. 

15.  Look around yourself and list some examples of IoT devices that you are using in your daily life. 
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Key terms

•  Internet: A big network of thousands of computers and other devices. 

•  RFID tags: A low-power chip that establishes communication wirelessly. 

•  Sensor: A device that senses the electronic signals. 

•  Actuator: A kind of device for controlling the devices across the Internet. 

•  Protocol: A set of rules and guidelines to accomplish a particular task. 

•  Cloud: A distributed network that connects thousands of computers over a high-speed network such as the Internet. 
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Chapter 2

Characteristics and 

Benefits

Each technology has its features and attributes. The attributes help to understand the advantages of those technologies. In the previous chapter, multiple aspects of IoT have been covered. This chapter will explore the further concepts since IoT is a big word and consists of various attributes. Thus, the main purpose of the chapter is to explore the major features and characteristics of the IoT. The chapter would also discuss the advantages that IoT is providing to people, business organizations, and societies. Every technique has some positive aspects and some negatives aspects; thus, the chapter would also discuss the negative sides and disadvantages of the IoT. 

Every learner always looks to find out information about the attributes and features of any technology after acquiring the basic concepts such as meaning, definitions, and needs. These features help to find out more information about that technology. 

It becomes easy to differentiate technology from other technologies. The knowledge of the advantages and disadvantages of the IoT is a must before learning its detailed concepts. It will help students and other groups of readers to understand that IoT 

has a lot of potentials that are making it essential day by day. The lack of information about  the  negative  side  of  technology  may  bring  some  misconceptions  about technology. Therefore, it is essential to obtain both the positive and negative sides of IoT and other technologies. 
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Structure

In this chapter, we will discuss the following topics:

•  IoT characteristics

•  IoT advantages

•  IoT disadvantages

•  IoT for the non-technical group of people

Objective

After studying this unit, you will be able to understand the major characteristics of IoT and describe the advantages and disadvantages of IoT. You will also learn how IoT is also good for the non-technical group of people. 

IoT characteristics

The characteristics define a distinct attribute of any object, technology, or person. All these elements consist of multiple characteristics for describing their uniqueness, which  make  them  different  from  others.  IoT  describes  a  network  for  connecting elements  to  the  Internet.  IoT  transmits  information  to  get  success  in  smart recognitions.  IoT  has  some  preliminary  characteristics  which  are  required  to  be understood. They are as follows:

•  Interconnectivity: This characteristic says that the elements are connected to establish communication or to do any other work. Interconnectivity is one of the most important characteristics of the IoT that defines that every object (things)  within  IoT  is  connected  with  other  objects.  The  interconnection between the IoT objects enables communication between them. IoT could be interconnected with the communication infrastructure. The interconnectivity also enables the accessibility of the network and compatibility for acquiring and creating data. Most of the time, internet connectivity is available within the IoT systems. Developers could use some devices such as a hub, access point, and smartphone for IoT connectivity. 

The  different  objects  of  IoT  devices  can  easily  interact  with  other  objects and  rely  on  them  because  all  are  placed  in  one  single  place.  The  lack  of interconnection among objects might bring difficulty during the analysis. All types of IoT devices must have this characteristic. 

•  Miscellaneous services using things: The previous chapter discussed that things are the critical components of IoT. Things are the base of every IoT 

device and are responsible for providing different types of services. IoT has 
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capabilities  to  offer  miscellaneous  services  to  users.  Some  rules  must  be followed while using things in IoT and providing services to the end-users. 

Data  privacy  and  consistency  between  physical  and  virtual  things,  and security are the major constraints. IoT fulfils all these constraints whenever any device has been developed. For instance, IoT devices designed for the healthcare industry offer various services such as medical diagnosis, tracking medicines, and many more. 

•  Heterogeneity:  It  defines  a  quality  that  comprises  elements  that  are different  from  each  other.  Even  after  the  dissimilarities  among  elements, the  feature  brings  uniqueness  in  any  device  to  achieve  some  desired output. IoT technology follows a heterogeneous characteristic as it supports different programming languages, development platforms, hardware, and networks. Developers can build different types of IoT devices using these heterogeneous tools and techniques. The different devices within IoT can easily communicate with other devices. For instance, the sensor is the main component that is used for sensing. In contrast, software is another different component, but in IoT, both are dependent on each other. Different networks are also used in IoT that connect the devices to various platforms. 

•  Enormous scale: Scalability is a necessary feature of any technology. Lack of this feature within technology might impact the performance of the IoT-based systems. The scalability characteristic of the IoT permits to increase the number of devices or tools according to the requirements. It is necessary to take care that the number of devices that are required to manage and interact with each other would be greater than those devices connected to the present Internet. This thing efficiently supports the scalability of the technology. Also, scalability requires that data must be collected and managed appropriately. 

The scalability of the devices does not impact the meaning of data. 

•  Safety: Developers and designers of the IoT systems always take care of the safety while building any IoT device or system. The safety feature ensures that the system can handle different types of risks and issues, which might cause  problems  for  the  users  and  developers.  Since  the  IoT  system  and device consists of many things such as network, data, and other physical components. Thus, the safety feature should protect the personal data along with the physical safety of devices, networks, and other end-points of IoT 

systems. A secured paradigm within the IoT system is designed in a way so it could be scaled in the future as per the requirements. 

•  Sensing: Sensor is a critical component of the IoT. It implements sensing to understand the requirements of the users. The sensing characteristic enables us to build IoT products and systems for creating experiences that directly influence  the  end-users.  The  feature  is  necessary  for  acquiring  analogue data  from  the  users  and  converting  them  into  suitable  forms.  The  native 

[image: Image 4]

28       IoT for Beginners

supports in the monitoring, tracking, and measuring the various activities and interactions with IoT devices. It is this attribute that relays and broadcast information to users. 

•  Dynamic changes: Any IoT-based system and devices could be changed at any time as per the requirement of the users. Even a specific state of devices could also change dynamically. For instance, at one time, the device could be  connected,  whereas  another  time,  the  device  could  be  disconnected. 

According to the location and speed of the IoT devices, changes can be made. 

•  Quality and energy: Every user seeks quality in any technology product. 

The  diverse  environment  and  changes  in  the  weather  require  that  every device in the IoT operates properly without impacting its working. Only the high qualities of the IoT devices can make them reliable. The energy is the essence of making the device executable. In other words, no one can dream of a life without energy. The power efficiency, energy-efficient, and charging infrastructure are mandates for building and designing the IoT system. 

The following  Figure 2.1  summarizes all these characteristics graphically:

 Figure 2.1: IoT Characteristics

These design characteristics help the IoT developers to develop a reliable IoT system. 

Thus, all these features must be considered in IoT products and devices. 

All these characteristics must be taken care of during the designing of the IoT 

products. Developers require to follow it during the designing period. 
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IoT advantages

IoT is virtually connecting everything to the Internet. These characteristics support the advantages and benefits of the IoT. Understanding the benefits is essential for learning the concept of IoT. The following are some points that describe the benefits of IoT for every group:

•  Automation:  Developers  brought  the  concept  of  IoT  to  automate  things and objects, which has become its biggest advantage. Automation defines a process that automates various business operations. IoT devices have features that not only connect the physical objects but also control those objects. All these automations are happening in the wireless infrastructure and without human intervention. For instance, a thermometer is a common example of an IoT device that automatically measures the body temperature whenever a human uses it. The IoT device automatically controls and communicates with the human. All these reduce the cost and time. 

•  Communication:  It  is  another  benefit  of  IoT,  which  permits  the  users to  communicate  with  anyone  without  any  help.  The  IoT  establishes communications  among  products  and  devices.  In  simple  words,  IoT 

is  encouraging  the  interaction  and  communication  between  the  M2M 

communication. One physical machine can connect with another physical device in a few seconds. Reliable communication also brings transparency to the users, along with quality. 

•  Monitoring: It is very difficult to monitor everyone or any object. Currently, many organizations are permitting their employees to remote work. Even freelancers  are  working  remotely.  Such  kind  of  conditions  requires  using some specific products which can monitor activities, tasks, and own work. 

IoT  products  and  systems  are  providing  facilities  that  easily  monitor various kinds of activities. Organizations can use IoT devices to monitor the employees’ activities in remote areas. Another example, any retail business or manufacturer can also monitor their product sales, qualities, and availability within the warehouse. 

Individuals can use the tools to monitor his or her activities related to personal health, working hours, and multiple daily routine tasks. Thus, monitoring becomes easy with the arrival of IoT devices and techniques. 

•  Reduced cost and money:  It  is  a  known  fact  that  automation  of  every process automatically reduces the time and cost of everything. IoT helps in saving a lot of money, which can be used for completing tedious jobs such as monitoring, automation, security, and other similar work. Simple IoT devices are making it possible to utilize time and money to complete tasks effectively. 

For  instance,  when  IoT  devices  did  not  exist,  people  visited  hospitals  for 
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daily routine check-ups or other medical consultancies. Sometimes, it took a large amount of money and time. Nowadays, various applications and smart gadgets have been developed for the healthcare industry. All these can easily interact not only with each other but also help interact with people in the healthcare industry. In other words, various types of IoT tools and devices can easily communicate with each other that yields in the reduction of cost, energy, and time. It also permits effective data sharing and translation among devices as per the need. 

•  Improved productivity and security: Not only business organizations but also individuals are seeking to improve productivity in every aspect. IoT is helping various industries to improve business productivity through various IoT tools and techniques. It is playing a critical role in acquiring profits. IoT 

is offering services for employees such as just-in-training, automation, and many more, which is improving labor efficiency and increasing productivity. 

The  enhanced  productive  environment  is  supporting  to  build  a  safe environment.  IoT  is  leveraged  with  tools  such  as  sensors,  cameras,  and other security devices for implementing security features and monitoring workplace activities. These security devices help to ensure the safety and security of the workplace from any security threat or attack. 

•  Information and data collection: Digitization is increasing the value of data and information in every field. Different organizations that are working in multiple industries depend only on digital data. Collecting huge data is a challenging task, but the availability of IoT methodologies and models are making it easy. These models are designed in a way so they can easily collect any required data related to customers, sales, markets, or employees. These collected  data  becomes  a  tool  for  making  effective  business  decisions  for improving  work  patterns,  quality  of  products,  and  methods  of  customer retention. It assists business organizations to get a high Return on Investment (ROI) from their business. 

•  Improved quality of life: Everyone knows that technologies are improving the quality of life. IoT devices are gaining popularity because it is giving comfort and convenience to human beings in various ways. IoT has only focused on building smart devices and systems. A smart city is one of the popular examples of IoT achievement. The smart city is converting a normal city to a smart city through smart navigation, traffic system, public health system, tourism, entertainment, energy, water systems, and consumption. 

For instance, when IoT is used for smart city navigation through interactive kiosks,  then  people  can  easily  move  from  one  place  to  another  place. 

The kiosks help people to find out streets, routes, or destinations. In this way, people do not need to spend time searching for specific buildings or locations. The smart navigation system reduces the time of people, which 
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can be invested in other activities. In this way, all types of smart things are improving the lives of human beings. 

The following  Figure 2.2  summarizes all the advantages in one place. It will help readers to remember it easily:

 Figure 2.2: IoT Advantages

The discussed points highlight the common advantages of IoT. Every industry or individual would get these things after IoT adoption. Along with this, some specific industries such as healthcare is getting some additional benefits such as improved medical treatment procedures, remote monitoring of patients, and accessibility of medical / healthcare data. 

 Chapter 6 will discuss the detailed description of the smart city and other IoT 

applications. 

IoT disadvantages

IoT is providing various benefits to all industries and common people. Still, some issues have been found which are happening due to the connected devices across the Internet. The following are some drawbacks of IoT:

•  Compatibility: At  present,  diverse technologies,  devices, and  gadgets  are available.  Developers  use  programming  languages  accordingly  or  as  per the need for developing IoT devices. They are trying to develop devices in 
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such a way that they can be accessed on any platform or device. The lack of international standards of compatibility is causing issues. Without this, it is difficult to tag and monitor any IoT equipment. However, it is not a big issue and can be resolved easily. For instance, the respective developer companies can share a message to a particular device that does not require any specific standard or tool to use that device. 

•  Security and privacy issues:  Each  coin  has  two  sides.  Similarly,  every technology has two aspects. One aspect defines the positive, whereas another aspect  defines  the  negative.  Enhanced  security  is  one  of  the  advantages of  IoT  products.  However,  it  is  also  causing  security  and  privacy  issues. 

Various types of IoT devices and applications collect the personal data of the end-users. All the data shared across the Internet gives opportunities to the attackers to access the data unethically. In case of data loss or unauthorized data, access might cause data privacy and security issues. It could also result in not only data loss but also other losses such as financial loss. Even after providing tremendous experience to users, IoT devices are facing security concerns.  The  diverse  network  within  the  IoT  infrastructure  might  cause glitches, which could bring some serious consequences. 

•  High reliance on technology: Easy availability of the Internet, smartphones, and  tools  are  causing  high  reliance  on  technologies.  People  become dependent on the technologies for their daily routine operations. Business organizations of different sectors are adopting as many technologies for the automation of their business operations. Even after the implementation of advanced security features on IoT tools and techniques, there is no specific guarantee  that  no  error  would  occur.  As  technology  is  man-made,  high dependency on technologies might lead to a ruinous cause of action in case of failure. There is no doubt that IoT and other technologies are making life easier. But it is also found that people are losing control over their life due to over-dependency on technologies. For instance, a medication tracking app or other similar device asks people to do these things and instructs them to avoid other things. In other words, people are taking the help of technologies for normal decisions. 

Also,  there  is  a  probability  of  losing  jobs  and  unemployment  due  to automation. For instance, currently, there are multiple tools and applications available,  which  are  helping  people  to  consult  with  healthcare  specialists directly. There is no need for a person to make an appointment with them. 

There are several examples that indicate the same thing. All these things are encouraging people to start acquiring new skills for working in a technology-based environment. 

•  Complexity: IoT and connected devices may also bring complexity when it fails to execute some operations. Even people can also face losses due to 
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technical faults within the devices. For instance, two siblings using the same IoT-based application for tracking healthcare activities. At some time, both received a message about the expiry of a medicine. Since they were not in the same place, both brought the medicine together. This means that the same medicine was purchased twice that caused financial overhead. It happened due to a bug in that application which caused it to send the same message to the users simultaneously. Such kinds of situations or bugs increase the complexity unnecessarily. 

The following  Figure 2.3  is summarizing the disadvantages in one place:

 Figure 2.3: IoT Disadvantages

It  is  a  fact  that  in  the  last  decade,  IoT  has  changed  everything.  Societies  and business sectors are leveraging IoT and getting numerous benefits along with some drawbacks. However, these drawbacks are very small in front of those benefits. By implementing proper security measures and appropriate implementation, one can easily overcome the drawbacks. 

IoT for the non-technical group of people

IoT is that technology that could be adopted not only by technical people but also by the non-technical group of people. Over the last few years, it was considered that only people with a technical background can work on IoT or related businesses. 

A few years ago, Google bought Nest, which was started by a group of non-tech people that changed this thinking. The arrival of Apple watches, smart lights, etc. 

had proved that IoT would be the future of every industry. Also, the expectations of smart gadgets have increased. 

If anyone belonging to a non-technical background is looking to start an IoT-based start-up, then he or she can easily start it. It is possible because of the development 
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of various software and applications. For instance, nowadays, anyone can create a website using WordPress without the knowledge of web programming languages such as HTML and JavaScript. Similarly, multiple no-code software such as Bubble and  Dropsource  is  available,  which  could  be  used  for  developing  IoT-based applications  without  putting  effort  into  coding.  These  platforms  permit  users  to develop the front end and back end of the application. 

Many non-technical groups of people are utilizing IoT and starting their start-ups. 

They  are  practicing  to  become  app  founders  without  any  technical  background. 

Currently,  Zapier  has  become  a  great  application  that  permits  its  users  to communicate  with  customers  like  an  intelligent  chatbot  automatically.  Thus,  it could be said that the non-technical group of people can also go into the field of IoT 

and related business. Lack of technical knowledge or no technical background is no longer an issue. 

It is expected that the IoT market would hit near about $8 trillion in upcoming years. 

IoT will take place in different sectors and the non-technical group of people can establish themselves as non-technical founders. 

Conclusion

This chapter explored the various characteristics of IoT. It described the standard features that must be present in every IoT tool and device. It explained how IoT 

is providing benefits to everyone, including individuals, society, and organizations using those features. The negative sides and drawbacks of IoT are also explained in the chapter. 

The information about the characteristics, features, advantages, and disadvantages of technology helps the learner to move one step closer to learning the concept of IoT. Thus, the chapter helped learners to acquire knowledge about it, understand its importance, and how IoT could be beneficial for them. The discussion of interesting characteristics of IoT is the best way to get insight into the benefits and drawbacks. 

The knowledge of the positive and negative sides of IoT helped learners to make better decisions in the future while opting for IoT tools or devices. 

Most people try to find out how an IoT device works or a generic working of IoT 

systems. Like other technologies, IoT also has an architecture with multiple layers. The next chapter will discuss the standard workings and architectures. Communication becomes easy due to IoT, so the next chapter will also explore the communication model and the IoT Ecosystem. 
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Points to remember

•  The characteristics define a distinct attribute of any object, technology, or person. All these elements consist of multiple characteristics for describing their uniqueness, which make them different from others. 

•  Interconnectivity is one of the most important characteristics of the IoT that defines that every object (things) within IoT is connected with other objects. 

•  Some  rules  must  be  followed  while  using   Things  in  IoT  and  providing services to the end-users. Data privacy and consistency between physical and virtual things, and security are major constraints. 

•  Heterogeneity defines a quality that comprises elements that are different from each other. Even after the dissimilarities among elements, the feature brings uniqueness in any device to achieve some desired output. 

•  The scalability characteristic of the IoT permits to increase the number of devices or tools according to the requirements. 

•  The sensing characteristic enables us to build IoT products and systems for creating experiences that directly influence the end-users. 

•  The  automation,  communication,  monitoring,  reduced  cost  and  money, improved quality of life, huge information, and high productivity are some advantages of IoT. 

•  Compatibility, complexity, security issues, and dependency of technologies are some disadvantages of IoT. 

•  The non-technical group of people can also go into the field of IoT and related business. The lack of technical knowledge or no technical background is no longer an issue. 

Multiple choice questions

1.  Which of the following is not an IoT characteristic? 



A)  Connectivity



B)   Communication



C)   Sensing



D)   Energy
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2.  Which of the following IoT characteristic defines that IoT-based systems and devices could be changed at any time as per the requirement of users? 



A)   Safety



B)   Dynamic changes



C)   Scalability



D)   Safety

3.  Heterogeneity defines IoT______________. 



A)   Characteristic



B)   Advantage



C)   Disadvantage



D)   Value

4.  Which of the following is not an example of IoT advantages? 



A)   Automation



B)   Improved productivity



C)   Miscellaneous services using things



D)   Compatibility

5.  Which of the following is not an example of IoT disadvantages? 



A)   Security and privacy issues



B)   Complexity



C)   Reduction of cost



D)   High reliance on technology

Answers

 1. B

 2. B

 3. A

 4. D

 5. C
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Answer the following

1.  What do you mean by characteristics or features with respect to technology? 

2.  What are the different characteristics of IoT? Explain them. 

3.  Briefly explain the importance of IoT characteristics. 

4.  What are the advantages of IoT? Explain them. 

5.  What are the disadvantages of IoT? Explain them. 

6.  Is it necessary to have a technical background for a non-technical person to learn IoT? Explain with reason. 

7.  What is the difference between heterogeneity and interconnectivity? Explain it with respect to IoT. 

8.  Security  has  been  considered  as  the  advantage  and  disadvantage  of  IoT. 

Explain the statement. 

9.  Explain how IoT is improving the quality of life. 

10.  Explain, why it is said that human being is losing control on his or her life due to IoT automation. 

Key terms

•  Characteristic: A group of attributes to describe the uniqueness of objects. 

•  Interconnectivity: Elements are connected to establish communication or to do any other work. 

•  Constraints: A set of rules to complete any task. 

•  Heterogeneity: A set of different elements, such as programming languages, development platforms, hardware, and networks. 

•  Scalability:  A  term  that  says  that  a  particular  object  could  increase  the number of devices or tools according to the user’s requirements. 

•  Automation: A process that automates various business operations. 

•  Compatibility: It refers to a term that permits two objects to work together to achieve an objective without any conflict. 

38       IoT for Beginners

 Understanding IoT Workings        39

Chapter 3

Understanding 

IoT 

Workings

This chapter will discuss the further concepts of IoT. The previous chapter already discussed  all  general  things,  including  the  definitions,  features,  benefits,  and other  required  terms.  Now,  the  chapter  will  discuss  how  a  common  IoT  system works. The IoT architecture and its layer will also be described in the chapter. Various communication models and ecosystems of IoT will be discussed in this chapter. 

The next step to increase the knowledge and learning of IoT is gaining information about the working of an IoT system. The understanding of IoT systems working will help learners to get insight into details on how it automates anything. For example, everyone knows that a fitness tracker is an IoT device, and knowing how it tracks activities will make it easy to use it properly. The architecture of any system defines how that system integrates components in one place. Every IoT system needs to follow  an  architecture  that  consists  of  various  layers.  The  information  about  IoT 

architecture  would  help  the  learner  to  get  details  about  the  different  layers  and their  components.  This  learning  is  important  for  developing  a  new  IoT  system and understanding the existing systems. Learning of communication models and ecosystems enables learners to obtain information about how things in IoT interact with each other. The learning of this chapter will make foundation knowledge. 
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Structure

In this chapter, we will discuss the following topics:

•  Working of IoT system 

•  IoT architecture 

•  Communication models 

•  IoT ecosystems

Objective

After studying this unit, you will be able to understand how the IoT system works and  explore  the  layers  of  IoT  architecture.  You  will  be  able  to  demonstrate  the communication models and describe the IoT ecosystem. 

Working of IoT system

IoT system is a set of connected things which are connecting things to the Internet. 

It is integrating different types of data and permitting users to share it with anyone. 

The new prototype of IoT technology is only focusing on simply human life and makes it more comfortable. The previous chapters already recognized that IoT only wanted to extend the connectivity from simple physical devices to multiple non-internet  enabled  physical  devices  such  as  refrigerators,  washing  machines,  and many more for remote monitoring using a mobile device. 

IoT systems work just like other systems. It also consists of some predefined steps and components to complete any work. Although the actual mechanism of the IoT 

system  is  technical,  still  it  is  not  tough  to  understand  how  it  works. A  standard IoT system comprises four components that work together to complete tasks. The following points are describing the working of the IoT system. 

•  Sensors/Devices: It is known that the sensor is one of the essential components of the IoT system. The main function of any system is to collect data and pass it to the next stage. The sensor does the same function in the IoT system. It collects all the required information from the respective environment. The information could be in various forms, such as images, analog signals, or video. For instance, security cameras acquire images as input, whereas the GPS within the car also collects real data from the surroundings. Even after the complexities of surrounding and their changing behavior, the sensors pick up all the data. An IoT system or device can contain multiple sensors for collecting various data. A connected car is the best example in which multiple sensors work together, such as cameras, GPS, Bluetooth, and Radio. 
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•  Connectivity: After collecting data, the IoT system needs to send those data to a suitable platform. Collected data has been transmitted to the IoT platforms or cloud infrastructure using some medium. The Wi-Fi, Bluetooth, cellular networks, WAN, Low-Power WAN, satellite are some popular connecting mediums  that  establish  connections  between  platform  and  device.  All these can connect devices to the Internet directly. According to the size and complexity of the devices, developers need to choose connecting mediums. 

The availability, speed, and data transfer rate of every connecting medium directly  impacts  the  effectiveness  of  the  IoT  systems.  Irrespective  of  the medium, all connecting mediums perform the same function that transmits data to the cloud. 

•  Data processing: After  collecting  data  on  cloud-based  IoT  platforms,  the IoT system performs an analysis of that data. In this stage, collected data is analyzed for further processing. Data processing is a critical task, as output directly depends on accurate data analysis. Integrated software on the cloud server has the responsibility to process the data. For instance, a sensor within the device collected location data and sent it to the cloud server. Now, the cloud needs to check whether the data is within range, or it is identifying the location or not. Sometimes, data processing is very simple in the case of only assessment. However, in some cases, it becomes difficult in the case of object identification. 

•  User interface: The last step of the IoT system working is to transfer the right information to end-users. Interface establishes the interaction between the user and machines in two ways. It could be either a web browser or mobile application that receives information or notifications from the server and  send  them  to  users.  The  system  sends  notifications  to  uses  through various methods such as text messages, emails, or other similar methods. 

The notifications are sent through alerts. For example, a fitness tracker that is connected to the mobile device sends alerts to the user whenever some health activities (like high bp) are not balanced as per stored data. 

It is also possible that users can send their queries or respond to the system. 

For example, currently, many people use their smartphones for controlling the temperature of AC or other connected devices, change the channel of TV, and other activities. This thing directly impacts the performance of the system. 

All these four points have been described that the embedded sensors or devices of IoT devices connect and talk to the cloud. All further operations are completed in the cloud. 
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Note: The study is recommending the developers or mobile app designers to design the IoT system for manual adjustment also. It is because, sometimes, a connected device is not able to perform well due to some environment. The manual adjustment might avoid performance issues. 

Some cases that need to skip connectivity

It is found that sometimes, an IoT system also needs to skip connectivity due to some reasons like latency or massive size of data. Technically, latency defines the time for taking data packets from the sender and send them to the destination. For instance, a person cannot take control of their self-driving car. In this case, what a user will do, send data to the cloud server and wait for receiving notification. Thinking about it for some second may take the life of a people which should not occur. 

Another example is a security camera, that takes tons of data while making streaming videos, and there is only some data, which is important from tons of data recorded. 

It happens rarely, still, such case of connectivity is avoided. Using some methods such as edge computing or gateway, it can be avoided. 

IoT architecture

Architecture defines the complete design of any technology, device, or computing device. An architecture consists of different components such as hardware, software, network, protocol, communications, tools, development methodologies, and many more. Technically, architecture refers to the physical and logical relationship between those  components.  The  architecture  consists  of  multiple  guidelines,  principles, and  frameworks  for  building  a  new  system.  Organizations  or  developers  design architecture as per requirements. The main aim of any architecture is to provide the right direction for collecting, building, implementing, changing, and interfacing various IT resources. 

IoT is a technology that could develop various products or systems. The architecture of the IoT also describes its overall design.  IoT architecture consists of multiple technologies, tools, devices, and other components. The sensors, actuators, protocols, standards, cloud services are some common components. Due to these components, the architecture should be divided into layers and stages. Thus, an IoT architecture comprises some layers, and each layer contains those components. The main aim of IoT architecture is to explain how those components and technologies are related to each other and how they interact with others. Components communicate with each other for increasing modularity, scalability, and configuration of any IoT deployment in various scenarios within IoT architecture. 

Each layer has its tools and technologies to accomplish the objective of a particular IoT device. The first layer consists of all Things that are connected to the Internet 
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using  sensors  and  actuators  that  acquire  data  and  pass  it  to  the  next  layer.  All types of gateway and data acquisition systems that acquire data collection reside in the second layer. All types of processing happened in this layer. The next layer is responsible for further data analysis and processing using the latest technologies and methods. The last layer interacts with the users. 

Why need of architecture

Things within IoT have diverse nature which brings fragmentation within any IoT 

system. Even after these fragmentations, IoT is connecting different resources, so they work properly and generate results. If these resources will not be composed in a single environment, then there is no chance to get an outcome. Thus, IoT is putting these resources into a single framework for bringing reliable and integrated solutions. Without a solid IoT architecture, it is tough to deploy any kind of IoT 

for serving a designed purpose. Also, the efficiency of any kind of system directly depends on its internal infrastructure. So, every kind of IoT system requires to follow a standard pattern of architecture. 

•  Stage 1 – Layer of sensors and actuators: It is the bottom-most layer of the IoT architecture. Another name of the stage is the sensor layer that consists of different types of smart objects enabled with sensors and actuators. Acquiring data from the required environment is the first step of any IoT device. Thus, this layer interconnects the sensors with physical objects to obtain real-time data that needs to be processed. Various types of sensors are available, which could acquire a variety of data like temperature, humidity, speed, quality, electricity, and other related data. The main function of the actuator is to enable the devices for further processing and pass it to the next layer. For instance, a smart coffee maker makes coffee according to the provided input by the sensors and same time, the smart system sends instructions to the actuator to automatically switch off the button after reaching the set value. 

Developers can use either wired or wireless sensors, controllers, or actuators. 

They can either embedded it within the device or implement it as a standalone for collecting data. So, this layer performs sensing and actuating for adjusting everything necessary to get detailed insights from the real world. Sensors and actuators must also communicate with each other and share information to get a better result from any particular IoT device. 

•  Stage 2 – Layer of gateways and networks: This stage is the next layer of the IoT architecture. The name of this layer is the layer of gateways and networks. 

The layer is considered as sensor data aggregation system for aggregating and converting data. The functionality of this layer is similar to the functionality of the previous layer. The primary function of the gateway is the routing of data that comes from the previous layer of sensors and forward it to the next layer of data management. In simple words, a gateway converts the 
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collected data into a specific format and establishes communication between the sensors and other components of the layers. 

Gateways not only converts, but it also filters the data for minimizing the data volumes which need to be sent to the cloud. It works as a pre-processor of the data, which could easily be transmitted to the cloud platform. It performs two-way communication which means taking data from the bottom layer and then forward it to the next layer and vice versa. It requires high security on the gateway to protect the data. 

Another component of this layer is network protocols or gateway network, which is required to complete the communication. Diversity in the IoT devices needs different network protocols that must be assembled into one layer. Thus, this layer also performs the integration of different network protocols. 

The digitization is increasing the digital data, so the sensors also generate massive data. It brings the need for a large amount of data storage, which could  store  huge  data  collected  from  the  sensors,  actuators,  and  other connected devices. Data processing, such as filtering, or transferring across the network, is a challenging task in a cloud-based platform. The layer needs to generate performance in any kind of network (public, private, and hybrid). 

A small mistake directly impacts the performance of the whole IoT system. 

•  Stage 3 – Layer of analytics and data service management: Layer 3 is called the  management  service  layer,  which  processes  information  using  different data analytics methods, process modeling tools, and security controls. The main aim of this layer is to manage all types of IoT services. The layer performs the information analysis, secured analysis, and management of the IoT devices. It is easy to access, integrate, and control the data using this layer. Without the management of huge massive data, it is difficult to extract important information. 

Thus, the layer needs to complete the process of data management. Accurate data management yields the desired output from the device. 

Sometimes, it is also possible that the device needs to respond without any proper planning. Thus, data abstraction, information extraction, and data management are the core functions of this layer. Data mining, data analytics, big  data,  streaming  analytics,  text  mining,  in-memory  analytics,  edge computing, and other similar methods have been used to complete these functions.  Multiple  analytics  tools  have  been  used  for  extracting  relevant data. 

For instance, in-memory analytics is beneficial for handling large volumes of data, which must be cached in the temporary memory instead of physical hard  disks.  It  reduces  data  query  time  and  increases  the  speed  of  the decision-making  process.  Data  anonymization,  data  synchronization,  and data integration are some methods of data filtering which could be used for 
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hiding  the  detailed  information  and  only  presenting  the  essential  data  to end-users. It increases the agility and reuse of data across various domains. 

Processing rule engines is an important aspect of this layer. The rule engines help  in  building  a  knowledge  base  and  making  decision  logic.  It  is  also used for triggering the interactive and automated processes for making a responsive IoT system. Like the previous layer, this layer also needs security for  protecting  processed  information.  The  security  measures  will  help  to prevent the system from security issues and other kinds of threats that might exploit in big risks. 

•  Stage 4 – Layer of interaction via applications: This layer is the topmost layer of the IoT architecture. The layer is designed for the effective utilization of  collected  data.  This  layer  is  mainly  used  for  establishing  interaction with  users  through  different  types  of  applications  in  various  sectors.  For example, a smart home with smart applications, a smart city with various smart applications, e-health, are some examples of applications that reside in this layer. It is good to divide the application into two parts. One part must consist of applications that are developed for a specific industry like manufacturing, healthcare, energy, automobile, or transportation. Another part consists of an application that is developed for horizontal markets such as supply chain, fleet management, and many more. 

 Figure 3.1  shows  the  infographic  representation  of  all  stages.  It  shows  the  major element  of  each  stage,  such  as  ‘gateway’  is  one  major  element  of  stage  2.  Some symbols have been placed in the image to define other elements of the stage. For instance, icons of mobile, laptop, or desktop computers are showing that these are mediums  for  interacting  with  applications  used  in  application  stage  4.  Similarly, stage 3 includes two icons related to processing, and stage 2 includes icons related to intermediator devices. Icons like a speaker, camera, and so on have been used in stage 1 as all it collects data as per need:

 Figure 3.1: A general IoT architecture
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Communication models

A communication model refers to a concept that establishes communications between the devices or tools. A technical communication model defines operations of how IoT devices communicate with each other. Before discussing the IoT communication model,  it  is  necessary  to  understand  the  need  for  the  model.  Communication  is a must among the devices or tools to achieve the task. A wrong communication between any two tools might impact the objective of the task. It is just like those problems which happened due to miscommunication among two people. Similarly, if some miscommunication such as an incorrect data packet or request has been sent to the destination, then it will create only issues. Thus, following a proper model of communication will help to utilize the IoT device. 

The IoT has only one main vision, to establish smart communication. Various factors, such as legal, privacy, security, standards, and interoperability, must be considered while  communicating.  The  inclusion  of  a  complex  set  of  technologies  and  tools within IoT needs an appropriate communication model. 

An effective communication model will not only increase the interaction but also offer various opportunities for future growth. It will also support to enhance all types of technical innovations. IoT data streams could be utilized for taking advantage of the new products of IoT and for making further innovations. Knowledge of technical communication models helps to understand the IoT devices in terms of operational perspective. Internet Architecture Board or IAB brought a document that consists of various guidelines for building a network of smart objects in the year 2015. The document  consists  of  a  specific  framework  for  defining  the  four  communication models that could be used by IoT devices. The four technical communication models are as follow:

•  Device-to-device communication model:  It  is  the  most  common communication model that establishes direct communication between two or more devices using an intermediary application server. Different types of networks such as IP networks, Internet, and so on and protocols such as Bluetooth, Bluetooth Low Energy, Bluetooth Smart, Zigbee, Z-Wave, and so on are used for establishing direct communication between the devices. The device-to-device network is permitting connected devices to follow specific communication  protocols  for  establishing  communication  and  sharing information  messages  to  complete  their  tasks.  The  model  permits  those devices to make one-to-one relationship devices. 

Any  application  which  needs  the  transmission  of  small  data  packets  at  a lower  data  rate  should  have  to  follow  these  communication  models.  For instance, a home automation system, door locks, light switches, thermostats, wearable  devices,  are  some  good  examples  that  could  use  this  model  for establishing communication. A smart door lock system sends a message to 
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only one person whenever someone tries to open the lock. Another example is communication between smartwatch and health tracker IoT devices that follow  the  device-to-device  communication  model.  These  devices  do  not need high power to complete the communication. 

 Figure 3.2 is representing this communication model in which two different types of devices (developed by different manufacturers) are communicating with each other:

 Figure 3.2: Device-to-device communication model Since the model uses direct communication, thus some kind of issues such as interoperability challenges, security, data privacy might happen. Most of the users face the issue of interoperability occur when one device is not compatible with another device. Researchers suggest that device manufacturers must have to put efforts into the development stage of devices. The open standard data  formats  must  be  avoided  while  implementing  device-specific  data formats instead of using them. 

In  terms  of  the  user’s  perspective,  compatibility  issues  happen  due  to device-to-device communication protocols that enforce them to use devices that support the common protocol. For example, devices that use Z-Wave protocol are not compatible with the devices that use ZigBee protocol. The compatibility issues offer a limited choice in front of the users regarding the selection of devices. 

•  Device to cloud communication model:  This  model  depends  on  cloud computing for making the communication. In other words, IoT devices are connected with Internet cloud services or cloud storage for exchanging the data, information, and other messages with each other. Mostly, the application service provider is used for connecting the cloud and devices. The model Wireless [Bluetooth, Zigbee]
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utilizes existing communication methods such as WIFI, wired ethernet, or other similar methods to establish the connection between the devices and IP 

network. The connection further connects to the cloud storage. 

Multiple examples of IoT devices exist, which is following this communication model. For instance, Samsung Smart TV, which is linked with the cloud and supports in data storage and transmission. The IoT makes a normal TV to Smart  TV  that  makes  all  things  over  the  internet  automatically.  In  Smart TV  technology,  an  internet  connection  requires  to  transmit  user  viewing information to the respective company for further analysis and enabling the interactive voice recognition features. Another example of a security camera or webcam that permits the users to check all activities within houses from any remote area. The devices are connected to the cloud and permit to utilize remote access to those devices. 

 Figure 3.3  shows how multiple devices can connect to the cloud. For instance, a user can connect his/her multiple IoT devices (security camera, smart TV) to the application service providers. The connection will help to access the required data at any time from any place:

 Figure 3.3: Device to cloud communication model

One of the most important features of the model is that it permits the users to  access  required  data  remotely  at  any  time.  Various  features  of  cloud computing are bringing additional features to the devices, which is adding values to the users. 
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Like,  device-to-device  model,  this  communication  model  might  face interoperability  challenges  while  the  integration  process  of  devices  is designed by different manufacturers. It is good to go for the same vendor for selecting the devices and cloud services. A selection of proprietary protocols would limit the users or device owners to use specific cloud services instead of  taking  services  from  multiple  options.  This  limitation  is  called  vendor lock-in, here, the users get stuck with one vendor. 


•  Device to gateway communication model: In this model, an intermediator device or gateway is used to establish a connection. The gateway connects the devices to the cloud services for data exchange. Application software has been used on a gateway device that permits the execution of services on the cloud. Due to this, the model is also known as Application-Layer Gateway (ALG) model that uses ALG services for implementing cloud services. The application software not only performs connection but also provides other functionalities such as data translation, security, and other available features. 

IoT  developers  developed  different  types  of  consumer  devices  that  use  a common type of gateway devices such as smartphone, remote, and other similar. 

The device-to-gateway communication model has various forms. In one of those forms, the local gateway devices have been used, whereas, in another form,  hub  devices  are  used.  Local  gateway  devices  do  not  have  any  its capabilities for direct connection to the cloud; thus, it brings dependency on application software. Local gateway is mostly used in an IoT system that connects with a smartphone application. 

Hub devices are opposite from the local gateway devices as it has their native features  that  enable  the  direct  connection  to  the  cloud.  Thus,  developers prefer to use its applications such as home automation in which hub could be used between the IoT devices and cloud services. The hub can also bridge the  interoperability  gap,  which  might  happen  between  the  devices.  The SmartThings hub is an example of such kind of hub which works as a standalone gateway device. The Zigbee and Z-Wave transceivers are embedded in this hub. It helps to further connect with SmartThings cloud services that permit users to access data using a smartphone. 
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 Figure 3.4  shows the graphical representation of this model. It is found that a local gateway is required for making connecting with the cloud:

 Figure 3.4: Device to gateway communication model This model is beneficial to use in the case where any kind of smart object needs interoperability using non-IP [Internet Protocol] devices. Sometimes, developers  use  this  method  for  integration  with  IPv6  devices  instead  of legacy IPv4-only devices. They also face some kind of complexities due to ALG software. The high cost of the model is another drawback of the model that limits its use. 

Note: Developers are working to bring generic gateway at a lower cost with less complexity. It needs to use generic internet protocols instead of ALG software. 

•  Back-end data-sharing model:  This  is  the  last  model  that  follows  the concept of back-end data sharing through cloud service. This kind of model permits users to connect with the cloud, along with other sources for data transmission. In other words, users can easily access the data from the cloud and other resources simultaneously. The model is permitting and granting third parties to upload the data. 

This model is considered as the extension of the single device to a cloud model that permits a single device connected to the cloud. In the model, IoT 

devices could upload data on a single application service provider. At the 
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same time, the main responsibility of the back-end sharing architecture is to aggregate and analyze the uploaded data. 

Let  us  take  an  example  of  an  organization  that  is  taking  the  help  of  IoT 

sensors and other utility systems for data management. One of the users of the organization is responsible for variant data such as energy consumption, utility data, and other data that are produced by those sensors. In the single device-to-cloud model, these data have been placed in a stand-alone data silo. The back-end data sharing architecture will help the organization to access data in the cloud at any time. Along with data access, the architecture will permit data portability options and move the data as per need. Users can easily transmit the data between the IoT services without thinking about the issue of the traditional data silo method. The cloud Application Programme Interface (API)  and  federated  cloud  services  approach  would  be  a  good option for data interoperability on the cloud. 

 Figure 3.5  shows  the  standard  graphical  representation  of  the  model  in which one device is connected with one application service provider which is further connected with two service providers:

 Figure 3.5: Backend data sharing communication model All the preceding four communication models are exploring the fundamental design strategies that enable communication between the IoT devices. The open and device-specific features of the IoT devices directly impact the use of the communication 
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models. The potential of network devices within these models is permitting better access to data and adding value to users. At last, communication models are always trying to use IoT data and information in a new way. The biggest advantage of the communication models is that it is encouraging to bring technical innovation and develop new products or services. Business organizations can also get the benefit of commercial growth as the communication models provide an open opportunity to develop systems for them according to business needs. 

IoT ecosystems

The  thing and  embedded system are the two primary components of an IoT system. 

The embedded system is responsible for establishing connections among sensors, network  devices,  protocols,  and  other  elements  of  the  stages.  It  causes  to  make things programmable in a way, so it easily interacts with humans and other devices. 

Defining  the  exact  definition  of  the  IoT  Ecosystem  is  difficult.  According  to  the concept, the IoT Ecosystem consists of components that include sensors, networks, dashboards,  gateway,  remotes,  data  storage,  analytics,  and  security  tools.  All elements are enabling the businesses, consumers, and governments to connect the required IoT devices in diverse environments. 

The manufacturing, transportation, construction, agriculture, oil, and gas, and so on are various industries that demand the IoT Ecosystem. These industries have connecting business and need an ecosystem that can easily integrate the components. 

Technically,  the  IoT  Ecosystem  is  similar  to  IoT  architecture.  The  ecosystem  is a  combination  of  IoT  stages  or  layers,  including  the  application  stage,  to  the connectivity  stage.  According  to  the  business  and  industry,  developers  need  to design the architecture of the IoT ecosystem. Thus, defining the genetic architecture of the IoT ecosystem is difficult. 

 Table 3.1 describes the generalize components of IoT ecosystem: Generic component

Meaning

Entity 

Businesses, consumers, governments. 

Sensing components /

Sensors, RFID, GPS, and other components are used for 

physical layer

acquiring the data. 

Connectivity or network  All components connect sensing components for data layer

transmission. 

Analytics/data 

Uses techniques for data analysis and management. 

management layer

Application layer

All types of interfaces and protocols which perform 

identification and communication with components. 
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Remotes 

A component that enables all entities/things to connect and control themselves through the dashboard. Here, tablets, 

smartphones, smartwatches, are some examples of the 

remotes. 

Dashboard

A display system that shows the information about the IoT 

Ecosystem to end-users: using this information, users can 

easily work with the IoT ecosystem. 

 Table 3.1: Generic components of an IoT ecosystem IoT ecosystem with respect to business 

organization

It  is  a  fact  that  no  organization  has  the  potential,  resources,  and  capabilities  to implement everything related to IoT. The industrial businesses need some of the competitive units within IoT, which could be achieved as various ecosystems. They could use more than one ecosystem or interlinked ecosystems. In terms of business language,  an  ecosystem  defines  a  network  of  partnerships  and  independent contributors for creating mutual values. Individual partner gets the same benefits. 

The  business  organizations  must  have  to  consider  three  elements  (IoT  Platform, Market  Expectation,  Network  Effects).  A  brief  description  of  each  element  is  as follow:

•  IoT  platforms  are  the  most  important  element  of  the  ecosystem.  It  is considered as the main enabler, which enables the IoT ecosystem partners to provide their services. It mainly focuses on the investment that will generate its  return.  Multiple  IoT  platforms  are  available  for  implementing  the  IoT 

ecosystem. For example, AWS IoT, Microsoft’s Azure IoT suite, IBM, and so on are some of the common IoT platforms. 

•  Market  expectations  are  another  element  that  is  used  to  find  out  the expectations of the end-users. In other words, how end-users perceive the creator  of  those  platforms  and  their  potential  to  become  a  market  leader. 

Finding out the expectations of the users and considering its fulfillment is a must for all business industries. 

•  Networking always gives benefits to industries. It not only makes connections but  also  increases  the  relationship  among  them  to  achieve  the  objectives. 

The high number of business partners and applications on the IoT platform attracts the end-users. It also supports them to generate the lead. 

Only having platforms and creating APIs is not sufficient. The development of the platforms requires that it should create the right incentives, support systems, and competition  for  other  market  players. Along  with  these  three  elements,  business 
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organizations must have to consider the following key enablers while developing IoT ecosystems:

•  API strategy: APIs are the foundation of any IoT ecosystem. A powerful API strategy is indeed for businesses. It is recommended to do research of the IoT markets and current trends to reach the target audience. A focused and strong strategy will only provide the desired output. The strategy should be  aligned  with  the  IT  strategy  of  the  company.  The  respective  authority team should also consider the pricing, market needs, and other supporting elements while designing an API roadmap. 

•  Own products or services:  Every  industry  tries  to  provide  complete  IoT 

solutions through its systems or partnerships. This thing is increasing the popularity of the ecosystem partners. The ecosystem expansion is bringing branded services or products into the market. For instance, US-based Telco and Digital Life from AT&T integrated their products and brought an integrated home monitoring service as an “AT&T branded product.” The new product is committed to IoT. Thus, an ecosystem is offering companies to build their own branded products/services and develop an initial ecosystem. 

•  Communities: The existence of original partners can make IoT ecosystems to  be  a  true  systems.  The  partners  must  have  capabilities  for  developing products  or  services  as  per  the  needs  of  the  business.  The  innovation comes  when  they  put  effort  and  brought  new  products  or  services.  The right ecosystem partners, such as Amazon, IBM, are playing a major role in innovation. 

•  Internal management: It is another enabler that impacts the development of  the  ecosystem.  The  internal  management  and  associated  job  roles  are most often overlooked, which impacts the ecosystems. Partner management is  a  critical  function  that  requires  to  perform  various  functions  such  as recruitment,  incentive,  and  other  required  things  during  the  partnership cycle. It should not design like a common reseller agreement. Along with this, other support things such as technical, operational, and marketing must have been considered supporting the ecosystems. 

•  Revenue models: The success of the IoT ecosystems depends on the revenue model. The business organizations are figuring out to attract the ecosystem partners by defining the revenue model a how it could generate lead. The business organization can make a different type of revenue models such as a sharing model, a royalty-based model, or a licensing model. The revenue-sharing  model  must  have  capabilities  to  reduce  risks  for  all  ecosystem partners. On the opposite, the freemium model encourages experimentations. 

In IoT, an ecosystem is a competitive unit, thus building a complete IoT system is a complex process. The preceding discussed elements are enabling the development 
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of  an  effective  IoT  ecosystem.  Many  interconnected  factors  must  be  balanced during the development process. Also, looking out end customers and intermediate customers (as partners) is necessary. An impactful IoT ecosystem strategy will help to achieve it. 

Note: Many researchers said that IoT is itself an ecosystem that consists of the physical objects, appliances, devices, and other physical objects that easily connect. 

Conclusion

The  chapter  demonstrated  the  underlying  architectural  concepts  of  the  IoT.  It discussed the working of an IoT system. The general architecture of IoT consists of four stages and the chapter explained every stage with examples. The chapter explored the standard communication models of IoT. The last section explained the IoT economic systems. 

Every learner (technical or non-technical background) is curious to know how an IoT system or device (such as a smart health tracker) works. Learning about the standard working principles of the IoT system helps to use it appropriately. The chapter  helped  the  learners  to  acquire  this  knowledge  and  use  those  systems effectively. It would also enhance the architectural knowledge of the IoT systems. 

For instance, it becomes easy for learners after understanding that the sensors are the base of IoT systems. The learners are end-users also who use the IoT systems for various activities and thus, the learning of IoT architecture and communication models would help them to get an insight into those systems. 

A general architecture includes different types of hardware, software, and protocols. 

In the next chapter, we will discuss every component of architecture in a detailed manner. IoT systems must follow the various standards. Multiple platforms, tools, and programming languages are available for IoT systems development. Developers use these elements according to the requirements. 

Points to remember

•  A standard IoT system comprises four components [Sensors, Connectivity, Data Processing, User Interface] that work together to complete tasks. 

•  An IoT system or device can contain multiple sensors for collecting various data. 

•  IoT architecture consists of multiple technologies, tools, devices, and other components. The sensors, actuators, protocols, standards, cloud services are some common components. 
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•  An IoT architecture comprises four layers, and each layer contains multiple components.  The  main  aim  of  IoT  architecture  is  to  explain  how  those components and technologies are related to each and how they interact with others. 

•  A communication model refers to a concept that establishes communications between  the  devices  or  tools.  A  technical  communication  model  defines operations of how IoT devices communicate with each other. 

•  Internet  Architecture  Board  or  IAB  brought  a  document  that  consists  of various  guidelines  for  building  a  network  of  smart  objects  in  the  year 2015. The document consists of a specific framework for defining the four communication models which could be used by IoT devices. 

•  Four  communication  models  are  exploring  the  fundamental  design strategies which enable communication between the IoT devices. The open and device-specific features of the IoT devices directly impact the use of the communication models. 

•  IoT  ecosystem  consists  of  components  that  include  sensors,  networks, dashboards, gateway, remotes, data storage, analytics, and security tools. All elements are enabling businesses, consumers, and governments to connect the required IoT devices in diverse environments. 

•  In terms of business language, an ecosystem defines a network of partnerships and independent contributors for creating mutual values. 

•  In the IoT, an ecosystem is a competitive unit, thus building a complete IoT 

system is a complex process. 

Multiple choice questions

1.  Which of the following component enables the devices for further data processing and pass it to the next layer within the IoT architecture? 

A)  Sensors

B)  GPS

C)  Actuator

D)  Bluetooth

2.  Which  of  the  following  component  filters  data  to  minimize  the  data volumes for further transmission? 

A)  Actuator

B)  Gateways
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C)  Hub

D)  Sensors

3.  What is the main function of stage 3 / layer 3 of IoT architecture? 

A)  Collection of the data 

B)  Data Processing 

C)  Data filtering 

D)  User interaction

4.  Which of the following stage of IoT architecture is called the bottom layer? 

A)  Stage 4

B)  Stage 2

C)  Stage 3

D)  Stage 1

5.  Which of the following components shows the information about the IoT 

Ecosystem to end-users? 

A)  RFID

B)  Remotes

C)  Entity

D)  Dashboard

6.  Which of the following device used as remote within the IoT system? 

A)  Smartphone

B)  Sensors

C)  Gateway

D)  GPS

7.  Which of the following is not an element of the IoT ecosystem with respect to business? 

A)  Market expectation 

B)  Internal management

C)  IoT platform

D)  Network effects
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8.  The ALG stands for_____________. 

A)  Application Login Gate

B)  Architecture Layer Gateway

C)  Application Layer Gateway

D)  Asset Layer Gateway

Answers

  1. C

  2. B

  3. B

  4. D

  5. D

  6. A

  7. B

  8. C

Matching table

1.  Match the following table based on the concept of working of IoT systems: Components of IoT  Example 

system

Sensors

Wi-Fi, Bluetooth, Low-Power WAN, satellite

Connectivity

Integrated software, Data analytics

Data Processing

Text messages, Emails, application software

User Interface

Cameras, GPS, Bluetooth, Radio

2.  Match the following table based on the concept of IoT architecture: Stage

Name

Stage 1

Layer of gateways and networks

Stage 2

Layer of analytics and data service management

Stage 3

Layer of sensors and actuators

Stage 4

Layer of interaction via applications
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3.  Match the following table based on the concept of communication model: Model

Name

Device to Device communication 

Gateways and hubs

model

Device to Cloud communication 

Bluetooth, Bluetooth Low Energy, Bluetooth 

model

Smart, Zigbee, Z-Wave

Device to Gateway communication  Third party involvement for implementing model

communication 

Back-end data-sharing model

Wi-Fi and wired ethernet

Answer the following

1.  What  do  you  mean  by  IoT  system?  How  it  works?  Explain  the  standard working of IoT system. 

2.  What do you mean by architecture? 

3.  What is IoT architecture? Explain with diagrams. 

4.  Explain the need of IoT architecture. 

5.  What do you mean by the communication model? 

6.  Explain the role of communication in IoT system

7.  Explain the different types of the communication model. 

8.  Explain situation in which, we should use different communication model. 

9.  What are the advantages of the communication models? 

10.  What is IoT Ecosystem? 

11.  Explain IoT Ecosystem and its relation with business organization. 

12.  What is the main difference between sensor and actuator? 

13.  How the stage 1 is different from stage 2 in IoT architecture? 

14.  List down the generic components of the IoT Ecosystems. 

15.  Explain all enablers which enable the IoT development. 

Key terms

•  Architecture: It defines the complete designing of any technology, device, or computing device. 
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•  Communication model:  A  concept  or  model  which  establishes communications between the devices or tools. 

•  API:  Application  Programming  Interface  that  establish  interaction  with users. 

•  Revenue model: A framework that is designed for generating revenue from the investments. 

•  Embedded system:  It  is  responsible  for  establishing  connections  among sensors, network devices, protocols, and other elements of the stages. 
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Chapter 4

IoT Tools 

and 

Architectures

The previous chapter explained the standard workings and architecture. This chapter will explain all elements of IoT architecture and communication models in a detailed manner. The different types of hardware and software build an IoT 

architecture. The chapter will explore both with examples. Communication between the IoT devices follows protocols that will also discuss in the chapter. A standard defines guidelines for the designing and development process of any device. The chapter explores the standards which are defined for the IoT devices. It will explore different programming languages and platforms which are used for developing any project related to IoT. 

Everyone keeps a basic knowledge of the software, application, and hardware of any device. The learning of common elements playing a major role in the IoT architecture is necessary for users. For instance, a health tracker device is an IoT system. The user is always curious about whether it needs a battery or electric charges for work. 

Thus, the general hardware and software information will help users use trackers or other similar devices properly. Along with protocol is a kind of communication rule. 

Understanding these rules and standards will help the learner increase knowledge of the IoT system's general working. 
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Structure

In this chapter, we will discuss the following topics:

•  IoT hardware

•  IoT software

•  IoT protocols

•  IoT technology protocols

•  Standards for IoT

•  IoT platforms 

•  Programming languages for IoT

Objective

The chapter’s objective is to describe multiple IoT hardware/software and their role in the development system. After reading this chapter, the reader will be able to understand the word "Protocols" that enable the communication and the concepts of Standards defined for IoT. The reader will get information about the platforms and programming languages suitable for IoT. 

IoT hardware

Hardware  refers  to  physical  objects  that  perform  certain  activities  instead  of providing instructions to do any task. For instance, everyone knows that a keyboard is a hardware device used for different activities such as entering input, controlling screens, and booting. The various key group is doing these activities. They are not giving any instructions. Users need to use keys themselves for any work. The IoT 

systems need specific hardware devices to carry out remote controlling tasks. Data acquisition, system activation, communication, specific action tasks, security, and other detection functions for supporting main tasks are the major key tasks. Execution of all these requires hardware devices. The IoT system consists of hardware devices, including  sensors,  controlling  devices,  remote  dashboards,  routers,  bridges,  and gateways. The IoT hardware could be divided into three main categories, that is, sensors, microcontrollers (chips), and communication devices. 

Sensors

The  previous  chapter  explained  the  brief  introduction  of  sensors,  which  is vital  to  any  IoT  system.  The  hardware  component,  the  sensor,  uses  sensing  for 
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acquiring  data  from  the  surrounding.  The  sensor's  main  function  is  to  convert the  non-electrical  information  to  electrical  signals,  digital  data,  and  optical  data. 

Heterogeneous industries have implemented many applications that use a range of sensors, actuators, transducers, and detectors for executing different processes. The arrival of IoT systems brought the necessity of sensors as an essential tool to support automation. 

Multiple categories of sensors have been available. Each category of sensor seizures different data from respective resources. For instance, a gyroscope is a sensor that tracks the position and rotations of an object. Through tracking, it measures motion in  various  dimensions.  A  noble  sensor  must  possess  high  sensing,  low  power consumption, linearity, high resolution, and less noise. 

Types of sensors

The sensor has been categorized into two major categories based on power sources (active  or  passive).  The  following  points  are  giving  a  brief  description  of  each category:

The first category is "active and passive sensors." The active sensor is a kind of self-generating sensor that generates signals using external support. The properties of this sensor get changes according to the application. An inductive sensor is an example of an active sensor that measures the speed of an object. The passive sensor is just the opposite of the active sensor. It does not need any kind of external excitation support to generate output signals. The thermocouple is an example of a passive sensor that generates a voltage output signal without any external supply. Radio Detection and Ranging (RADAR) is active sensing generated by the RADAR system embedded with an active sensor. On the opposite, normal cameras use passive sensors to receive a light signals and store them into storage devices. 

The second category is analog and digital sensors. The analog sensor is a sensor that  generates  continuous  signals  as  per  time  and  produces  analog  data,  which must be proportional to the given input. The pressure, temperature, displacements, pressures,  and  so  on  are  examples  of  continuous  signals.  The  pressure  sensor, temperature  sensor  are  examples  of  analog  sensors.  The  digital  sensor  generates the digital signal from the collected data. Since the digital sensor generates discrete output  signals;  hence,  it  remains  non-continuous  with  time.    Encoders  or  digital temperature sensors are examples of the digital sensor. 

These are the primary categories of the sensor. Each category has multiple types that are used as per requirements. Based on their functionalities, sensors could be active, passive, analog, or digital. 

64       IoT for Beginners

 Table 4.1 i llustrates different types of sensors briefly: Sensor name

Some important points

Vision and 

•  It determines the presence of objects or colors of objects imaging sensor

and converts them into visual output. 

•  The camera, controllers, and light are major components 

of this sensor. 

•  Presence  sensing,  quality  control,  positioning  and 

orienting,  labeling,  inspecting,  sorting,  griping,  and guiding are major functions. 

Pressure sensor 

•  This sensor is a kind of electromechanical device that 

measures pressure and generates signals. 

•  It  uses  a  strain  gauge  bridge  and  diaphragm  for 

detecting and measuring forces. 

Temperature 

•  It  measures  the  temperature  and  its  changes.  After sensor

measuring,  it  generates  either  an  output  signal  or 

shows reading directly. 

•  Industrial  applications  are  a  major  function  and 

different categories of sensors supporting this function. 

Radiation sensor

•  It senses various alpha, beta, and gamma particles for 

providing signals to display the device. 

•  Maximum and minimum detectable energies are key 

features of the sensor. 

Position sensor

•  It  senses  the  positions  and  movements  of  objects  to supply  input  signals.  This  sensor  has  specifications, including sensor functions, features, and measurement 

range. 

•  Any  control  application  that  needs  positional 

information use this sensor. Along with this, it measures 

the presence and absence of objects. 

Motion sensor

•  Like the position sensor, this sensor senses the object 

(things) and then sends signals to input devices. The 

sensor  functions,  types,  and  minimum  or  maximum 

speeds are the key specifications of the sensor. 

•  It is mostly used for commercial applications such as 

activating  automatic  door  openers,  seizing  bearings, 

and detecting the conveyor's stalling. 

 IoT Tools and Architectures        65

Photoelectric 

•  It  senses  objects  by  detecting  color,  location,  or sensor

cleanliness. The sensor responds to changes in the light 

while the time of emitting using emitters or receivers. 

•  The  robotic-picking,  counting,  and  automatic  doors, and  so  on  are  common  functions  of  sensors.  The 

manufacturing industry or any sector that depends on 

automation should have to use this sensor. 

Metal sensor

•  Sensing  the  presence  of  metal  within  objects  under some circumstances is the main function of the metal 

sensor. A maximum sensing distance is one of the main 

key specifications. 

•  The  sensor  needs  multiple  technologies  to  generate output. It could be either permanent or portable. 

Electrical sensor

•  It senses voltage and current for providing signals to 

the input signal or display device. The sensor function, 

sensor  type,  temperature  ranges,  maximum,  and 

minimum measurement ranges are the sensor's main 

key specifications. 

•  Any application that needs monitoring is recommended 

to  use  this  electrical  sensor.  For  instance,  heater 

monitoring  is  the  main  application  of  the  electrical sensor. 

Contact sensor

•  This sensor detects a condition through physical touch 

or  any  kind  of  contact  between  object  and  sensor. 

Monitoring  the  current  action  is  the  main  job  of  the contact sensor. 

•  The  alarm  system  mostly  uses  the  contact  sensor  for monitoring windows, doors, rooms, or any other access 

points. For instance, if the door opened or closed, the 

system gets triggered and makes certain sounds. 

Non-contact 

•  It is opposite to the contact sensor and senses objects 

sensor

without  making  any  physical  contact  between  the 

object  and  sensor.  Infrared  energy,  ultrasonic  rays, 

microwave energy, and so on have been used to detect 

objects. 

•  Security cameras or lights are examples of applications 

that use the non-contact sensor to detect objects' motion. 

 Table 4.1: Various Sensor and its features
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These  are  some  common  sensors  that  are  used  in  different  industries.  The  flam, flaw, flame, humidity, gas, leak, and level are other sensors. Most IoT systems use to contact, non-contact, and electric sensors to complete the sensing functions. 

Note: Contact and non-contact sensors are considered modern temperature sensors. The working environments, surroundings, and home environments possess a highly sensitive temperature. Thus, these kinds of sensors control that temperature. 

Primary factors to find out suitable sensors

The selection of the sensor depends on the required output signal using a system. 

However, some common factors must have to consider while selecting the sensors for any application. A brief description of those common factors is as follow:

•  Accuracy: A basic factor that is used for measuring the precision of a sensor's output signal. Most of the IoT systems or any other systems set specific criteria to obtain the expected output. Suppose the criteria have been fulfilled, then the system generates an accurate output; otherwise, not. Thus, accuracy is an essential measure for the evaluation of any sensor's performance. 

•  Range: Next factor for consideration is the bandwidth range of input signals. 

The sensor could generate the correct output if the signal is in this range; otherwise, it would not generate the expected output. Besides, if the input signal crossed the range, then it might also lead an inaccurate output. 

•  Performance: The sensor's performance must be consistent under the same input and environmental conditions. 

•  Resolution: The sensor needs this factor to sense input signals. The smallest incremental change defines a resolution that supports the sensor in sensing and reporting. 

All these are helping to understand the capabilities of the sensors, whether they sense accurately or not. These factors affect the reliability of input data and its value. 

Note: The actuator has been considered a sensor's technological complement because it generates actions and motions by converting electrical energy into non-electrical energy. 

Microcontroller

A  single  integrated  circuit,  the  microcontroller  is  a  flexible  and  adaptable  device to  execute  tasks  and  control  applications.  The  device  consists  of  memory  units, CPU, and programmable instructions. It is mainly used in electronic devices such as  cameras,  mobile  phones,  microwaves,  and  washing  machines.  Embedded 
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applications such as low-cost wearables, high-end consumers, medical equipment, and so on embed the microcontroller. Microcontroller Unit or MCU supports the IoT 

system to establish connectivity and control to things connected to the Internet. 

It is widely known that IoT is connecting the world and controlling things across the  Internet.  IoT  systems  can  use  microcontrollers  directly  or  can  integrate  them with  other  systems.  The  size  and  functionality  of  the  IoT  system  vary.  Some applications need a small IoT system, but some large applications need large IoT 

systems. Thus, developers must have to consider different properties of the MCU. 

It is suggested to consider architecture, processing power, memory capacity, power consumption, network connectivity interfaces, input and output ports, security, and microcontrollers' costs. The following points are describing the needs of MCU in IoT 

system:

•  Implementing MCU is a simple task, and it can easily interact with external devices  like  sensors.  It  does  not  need  any  external  dependencies.  This simplicity attracts the IoT developers to use it within the IoT system. The developers do not need to put much effort into coding MCU. 

•  MCU does not need an operating system to function. It increases security as the absence of an operating system reduces the possibility of instruction executions.  It  automatically  limits  the  security  attacks  even  after  having open ports and protocols. 

•  MCU has the potentials to offer required processing powers and functionalities as per the need for the latest IoT applications. It has been considered as one of the best economic hardware options for the IoT system. 

Microcontrollers are different from the microprocessor. The microcontroller has been used as an additional element for enhancing the computing capabilities of an object. 

For instance, some industry machine depends on internet-connected microcontroller instead  of  computer  for  computing.  These  microcontrollers  only  enhance  the computing power without the need of installation of complex standard processors. 

Communication devices

Communication devices are those devices that establish communication within any system. IoT systems also need these devices. For instance, a smart security system needs smartphones or remote for observation or controlling things. IoT systems use these devices as an integral part. Mobile phones, desktops, tablets, laptops, and so on have been considered as communication devices. Besides, routers, hubs, switches, and other network distribution devices are also used as communication devices. 
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IoT software

Just  like  standard  software,  IoT  software  enables  IoT  hardware  and  executes instructions. MS-word is a software/application that collects data whenever user input. The operating system controls the whole computer. Similarly, IoT software controls the operations of the IoT system. IoT software could be any application that needs to perform some common operations such as data collection, data analytics, device integration, and application extension. The following points are describing these tasks briefly:

•  Data collection: Sensing is the main function of the IoT system. The output depends on how data has been acquired successfully through sensing. Thus, IoT software has the responsibility to effectively manage data sensing, data aggregation and measurement, data filtering, and data security. The software needs certain protocols to help sensors so they can connect with real-time networks or machine networks. After collecting data from many devices, the software distributes it as per defined settings. Apart from this, the software also distributes data across those devices. Now, all collected data has been sent to a central server. 

•  Device integration: IoT system consists of many devices, and the software integrates it to work properly. In other words, the software enables integration and binding among devices that automatically result in effective co-operation. 

It supports connections among devices and establishes networking between them. The software controls applications and associated protocols, standards, and limitations for enabling effective communication. 

•  Real-time analytics: IoT system has been designed to automate things, and it is possible due to automated decisions. Real-time analytics uses different logics  and  methods  to  provide  insights  that  could  support  an  effective decision-making process. For instance, a thermometer takes real-time data and generates results in a few seconds. Within the IoT system, applications acquire input from the devices and convert them into patterns or actions to complete the analysis. During the design, the developers finish all settings to execute tasks automatically. The software analyses collected data according to these settings. 

•  Application extension:  The  user-demands  are  increasing,  and  they  are looking for various options to control any IoT system. The software permits to  extend  the  integration  with  predefined  devices  to  become  accessible through some mobile devices or other engineering instruments. The process extension enhances productivity and data collection accuracy. 

Multiple  IoT  systems  have  been  developed  to  perform  particular  tasks.  The  IoT 

software addresses the major tasks related to networking, platforms, middleware, 
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and embedded systems. Robotics, ordering systems are examples of business systems that are integrated with many applications. The embedded software is supporting these applications for the execution of those tasks. 

IoT protocols

Concerning computer science, the protocol defines rules to transmit data between devices so users can share information. The protocol provides surety of accurate data transmission by following proper structure. Lack of protocols might cause the issue of information loss or changes in the data. Thus, international organizations developed protocols and encourage everyone to follow them. A standard protocol, Internet Protocol (IP) provides guidelines for transmitting data across the Internet. 

IoT system aims only to connect things to the Internet; thus, it is mandatory to use protocols to establish secure data transmission. IoT protocols are like other protocols that ensure the data transmission should happen in the right way. Since the sensor has  a  job  to  acquire  input  data  through  sensing,  protocol  assures  that  sensor  is reading data properly and is understandable by other connected things. 

Diversity in IoT devices needs end-users to use the right protocol with respect to context. The protocol selection should have to consider the system architecture layer through which data would be a pass. The OSI model could be used for understanding the  mapping  of  different  layers  for  sending  and  receiving  data.  Every  protocol enables communication among device-to-device, data centers, the gateway to the data center, or device to gateway. 

The previous chapter discussed IoT technology stack or architecture. IoT protocols play a critical role in every layer. There is no value of hardware without protocol. All types of communication and data exchange happen due to the protocols. In other words, IoT protocols enable meaningful communication. 

Constrained Application Protocol (CoAP)

It was found that there were no specific protocols for restrictive devices or a protocol that  can  work  in  a  restrictive  environment.  After  analyzing  this  need,  the  IETF 

Constrained  RESTful  Environment  working  group  brought  a  protocol  that  can translate  the  HTTP  model  and  work  in  a  restrictive  environment.  The  protocol's name  has  been  kept,  "Constrained Application  Protocol,"  or  simply  "CoAP."  The main function of the CoAP is to connect the HTTP protocol-based IoT system using a constrained network with low bandwidth. CoAP has been considered an internet utility protocol. 

Everyone knows that the existing internet infrastructure is open for everyone. The infrastructure consumes high power to use any IoT system. The development of the CoAP protocol resolved this need and was able to establish communication in less 
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power consumption. This feature makes it useful for Machine to Machine (M2M) communication at high speed. 

The  CoAP  protocol  uses  the  User  Datagram  Protocol  (UDP)  to  establish communication  between  machines  or  endpoints.  UDP  protocol  makes  a connectionless communication in low latency and less-energy environment. Also, UDP has the potential to permit multicasting and broadcasting for data transmission to  multiple  devices  simultaneously  without  impacting  the  speed.  These  unique features  of  the  UDP  enable  the  CoAP  to  establish  secured  communication.  The Datagram Transport Layer Security (DTLS) supports this secured data transmission. 

The  CoAP  protocol  also  uses  RESTful  architecture  similar  to  the  HTTP  protocol. 

The  RESTful  architecture  follows  a  request/response  interaction  model  between endpoints. The CoAP uses the common methods (Get, Post, Put, Delete) of the HTTP 

protocol to interact with devices. 

The CoAP has a Quality-of-Service feature for controlling the sent messages and acknowledging  it  as  confirmable  and  non-confirmable.  It  helps  to  understand that recipient needs to return command, ack or not, after receiving the message. 

Resource Discovery Mechanism and Content negotiation are other features of the CoAP. All these points prove that the CoAP is the best lightweight protocol that can fulfill devices needing restrictions like low-energy, battery-enabled devices. 

Message Queue Telemetry Transport (MQTT)

MQTT  is  another  lightweight  messaging  protocol  to  support  data  transmission among  devices.  In  1999,  the  protocol  came  into  existence  with  the  help  of  two persons. The first one is IBM's Andy Stanford Clark, and the second one is Arcom's, Arlen Nipper. The M2M communication and remote tracking are two main functions of the MQTT. 

Collecting data from different devices and forwarding it to its respective infrastructure is  challenging  for  the  protocol.  MQTT  uses  built-in  packages  and  middleware for  connecting  the  networks  and  gadgets.  Minimum  bandwidth  and  low  energy consumption, operation over wireless networks, less overhead of processing, and lack of dependency on memory resources are the main features of the MQTT. 

The Subscriber, Publisher, and Dealer are the three foremost additives of the MQTT 

protocol. It is also known as the subscriber, publisher, and broker model. The publisher has the responsibility for gathering data and sending it to subscribers through the broker (mediation layer). The broker or dealer's main function is to provide security by checking publishers and subscribers' authenticity and authorization. 

MQTT is also called publication/subscription (pub/sub) type messaging protocol. 

This  feature  attracts  Industry  4.0  to  use  this  protocol  for  information  exchange. 

MQTT is specially designed for low-power, low-memory, and inexpensive devices. 
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The battery-powered devices also use this protocol. In other words, it could be used in an unreliable communication network. 

MQTT provides the following three modes to achieve the quality of service:

•  QoS0 (at most once): A fastest and least reliable mode that ensures that the publisher sent information but did not receive confirmation. 

•  QoS1 (at least once): A slow mode that ensures that the publisher delivered the actual message but may receive duplicates. 

•  QoS2 (exactly once): A reliable and high-bandwidth consumption mode. It ensures the duplicity of messages is controlled, and the required message is sent only once. 

Transmission of messages across TCP protocol might create some problems for some restrictive devices. The UDP-based MQTT-SN variant could be used for resolving this problem. Besides this, it also supports to handle issues related to topic name indexing.  Even  after  this  feature,  MQTT  cannot  support  device  management structure and well-defined data representation models. 

Advanced Message Queuing Protocol (AMQP)

John O'Hara created this protocol as an open standard protocol. AMQP is also a publish/subscribe  or  software  type  protocol  designed  for  a  message-oriented middleware  environments.  It  provides  reliable  and  secure  communication.  The robust communication model of AMQP is suitable for different devices. Message Orientation,  point-to-point  routing,  queuing,  and  publish-and-subscribe  are  the major features of the AMQP. It ensures the complete transactions needed by the IoT 

systems. 

The hard and fast components are the parts of AMQP-IoT protocols that provide routing of information within a broker carrier. The protocols define a set of policies for an explanation of writing those components. AMQP protocol also uses the AMQP 

model to enable patron programs. The three additives of this model are as follow:

•  Exchange:  This  additive  performs  routing  between  the  publisher  and message queues. It received messages from the publisher and forward them to the message queue. 

•  Message queue: It maintains the storage of messages until processing has not been finished. 

•  Binding: As per its name meaning, it establishes a connection and binds the message queue to the change. 

[image: Image 12]
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Devices having low network bandwidth and limited memory should not use AMQP 

protocol. Like MQTT, AMQP protocol is reliable for the Industry 4.0 systems and devices. 

Data Distribution Service (DDS)

Another important communication protocol is a Data Distribution Service (DDS). It is designed to establish real-time and scalable communication with high performance. 

The Object Management Group (OMG) brought this protocol to address the need for high-performance. The multicasting technique enables the DDS to generate high-quality  services  for  any  application.  Various  platforms,  including  low-footprint devices, cloud platforms, and so on have been used for the DDS deployment. 

Data-Centric Publish-Subscribe (DCPS)  and  Data-Local Reconstruction Layer (DLRL) are two layers of the DDS standard. DCPS has the responsibility to send messages  to  subscribers,  whereas  DLRL  works  as  an  interface  for  DCPS.  The messages  could  be  information  or  facts  that  gave  another  name,  "Facts  Centric Submit Subscribe" to DCPS that transmits these facts to subscribers. The DLRL is also known as Statistics Local Reconstruction Layer as it enables DCPS functionalities and data sharing among IoT-enabled objects. 

Rather  than  using  DDS  protocol  in  simple  applications,  it  is  good  to  apply  it  in Industrial IoT-based applications such as smart grid management, air-traffic control, transportation  systems,  autonomous  vehicles,  power  generations,  and  robotics. 

DDS is also used for information exchange and management between lightweight devices and high-performance sensor networks. It efficiently works with a cloud platform for data transmission. 

These  four  protocols  have  been  considered  as  primary  communication  protocols for IoT devices. However, it is not sufficient due to the variety of devices. Multiple protocols are also used to support messaging within IoT devices. Thus, the next subsection will describe another popular protocol. 

 Figure 4.1  highlights these four protocols with the main points:

 Figure 4.1: Four primary protocols
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Lightweight M2M (LwM2M)

Although these four protocols are designed to support some restricted devices, there were still some needs for a protocol that enables communication in the presence of constraints. Thus, Open Mobile Alliance, which is known as OMA SpecWorks at present, developed this protocol to fulfill the needs of comprehensive handling of resource-constrained devices. The LwM2M is a lightweight M2M communication protocol  that  is  best  for  remote  device  management  and  M2M  applications.  The protocol  can  communicate  in  low-power  and  data  consumption  effectively.  The M2M market has the one biggest demand that is, a solution that can work in limited processing  power  and  storage  capacities.  The  protocol  has  features  like  remote device actions, connectivity monitoring and management, firmware and software updates, and cellular management. 

LwM2M protocol architecture has consists of four logical interfaces to improve the standardization of device management. Those four interfaces are as follow:

•  Bootstrapping interface is the first interface to support device management without  the  overhead  of  device  configuration.  No  restriction  of  pre-configuration of devices does not require high power, time, and cost. Also, it does not impact service. 

•  The following interface is the client registration that has the responsibility to pass the message to the server regarding clients' existence and required functionality. The interface also does regular updates of software. 

•  The  device  management  and  service  enablement  interface  is  the  third interface that permits the providers for object instance and resource access. 

It is also responsible for changing device settings and parameters. 

•  The  information  reporting  interface  is  the  last  interface  to  acquire  and publish error reports from devices. Some errors might happen due to any reason like device failure. Then, the error report will help to understand it and take action accordingly. 

IoT technology protocols

Along  with  these  standards  protocols,  multiple  networking  technologies  such  as NFC, RFIC, low-energy radio protocols, low-energy Bluetooth, Wi-Fi, and LTE-A enable communication among IoT devices. The main purpose of those technologies is to improve the networking functionalities within IoT systems:

•  Bluetooth:  Bluetooth  is  a  common  and  easy-to-use  IoT  communication protocol or wireless technology to enable the data exchange among devices. 

It  covers  short-range  IoT  communication.  At  present,  almost  all  mobile devices, including mobile phones, smartphones, laptops, tablets, are enabled 
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with Bluetooth technology. The wearable devices like smartwatches, health trackers, also enabled with this technology. Bluetooth is permitting people to  complete  any  kind  of  communication  on  mobile  devices.  People  can listen to media, talk with others, and exchange data. Now, the "Bluetooth Low Energy" or, in short, BLE has been developed. It is mainly designed for IoT devices and applications to cover short-range communication in low power consumption. The BLW is also known as "Bluetooth Smart" to assist mobile users in establishing effective communication and data transmission. 

Scalability and resilience are the main features of the Bluetooth Smart. 

•  ZigBee: It is another wireless technology developed to fulfill the needs of low-power and low-data rate wireless IoT-based networks. ZigBee's open global standard is similar to Bluetooth as both cover short distances for data transmission. The ZigBee is mostly used in industrial applications. Developers are using this technology in a secured, robust, and complex system that can easily utilize wireless networks in IoT applications. These systems execute low-power  operations,  so  using  Bluetooth  or  Zigbee  provides  additional benefits.  The  sensor  networks,  home  automation,  personal  networks, monitoring systems, and alarm systems are examples of such systems. 

The IEEE Standard 802.15.4 has been designed for physical radio specifications that easily enable communication in battery-operated devices at a low cost. 

And, ZigBee is based on this IEEE standard. Zigbee was originally developed to cover short-range radio, self-configured devices, and telemetry systems that can establish communication between monitoring devices and sensors. 

The ZigBee 3.0 is the latest version that combined different ZigBee wireless standards into one place. 

Another  special  feature  of  the  Zigbee  is  that  it  is  very  simple  to  use  and easy  installation.  The  durability  feature  of  the  protocol  can  easily  handle communication errors or any unauthorized readings. Zigbee protocol has been considered a packet data exchange protocol to fulfill small needs such as sensors or microcontrollers. The scalability feature is also available that permits developers to scale up the nodes depending on the needs. 

•  WIFI: Wireless Fidelity or Wi-Fi is another technology that offers internet connectivity  to  other  devices.  It  should  be  referred  to  as  wireless  radio networking as it uses radio waves for connectivity. It permits to transmit data in bulk amount. It is the best technology for the LAN environment. 

IoT  developers  have  the  first  choice  to  go  with  Wi-Fi  connectivity  to enable  communication  in  IoT-based  devices. At  present,  most  offices  and houses have Wi-Fi facilities that help people connect with multiple devices simultaneously, access the Internet, and exchange data. The Wi-Fi frequency ranges have multiple channels that support to connect with wireless devices simultaneously. The 802.11n is a standard and most common Wi-Fi protocol. 
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The internal and external environment, antenna strength, and transmission frequency directly impact Wi-Fi connectivity speed. 

Note: Wi-Fi Direct is an upgraded version of Wi-Fi. It does not need any access point for data transmission. It offers the same speed as Wi-Fi within peer-to-peer connections. 

•  Z-wave: Home-automation is one of the best examples of IoT technology. 

In simple words, home automation automates different equipment or home products  using  the  Internet  to  communicate  with  each  other.  The  word 

"Z-wave" is visible in the product description of almost all products. Like Wi-Fi, Bluetooth, and other technology, Z-wave is a communication technology specially designed for home automation products. Z-wave is the latest wireless technology that establishes communication without consuming high power; that's  why  it  is  also  considered  a  low-power  RF  protocol.    Sensors,  lamp controllers, smart thermostats, smart television, and smart music systems are examples of automation products. All these products are enabled with this  technology  which  is  supporting  communication  among  them.  Some unique features such as compatibility, high security, and less interference of Z-wave are attracting a developer to use it in home automation products. 

Z-wave makes a wireless mesh network that links the devices to each other. 

The mesh networking sends signals across low-energy radio waves through a specific frequency. Devices enabled with Z-wave technology have built-in signal repeater for sending and receiving network information. 

Note: The frequency of Z-wave varies on the country. For instance, in Canada and the USA, the operating radio frequency is 908.42 MHz

•  Cellular technology: It is a standard technology to implement communication over mobile phone networks. The main feature of cellular technology is high-quality data transmission between mobile devices. The GSM, 3G, 4G, 5G are popular cellular technologies that permit users to interact with any people who are located so far. In other words, technology can easily cover longer distances.  Developers  are  also  using  this  technology  for  developing  IoT 

applications that requires execution across longer distances. For instance, a sensor-based project that needs low bandwidth should have to use cellular technology. However, technology consumes high power consumption and is expensive to implement. 

•  LoRaWAN: It is another popular IoT technology that is specially designed for  Wide Area Network (WAN)  applications.  The  LoRaWAN  stands for  Long  Range  Wide  Area  Network.  This  protocol  is  developed  to  set up  communication  in  a  wide  area  network  such  as  smart  cities  without consuming high power. The LoRaWAN has features to connect low-power 
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devices  in  a  wide  area  network  securely.  Industrial  applications  also  use this communication protocol to support low-power consumption in large networks. 

•  NFC:  Near Field Communication (NFC)  is  one  more  communication protocol that enables short-range communication in electronic devices. This IoT technology is the best to use in mobile devices such as smartphones. 

The  main  reason  to  use  it  within  IoT  devices  is  to  permit  transmission without  anyone's  physical  presence.  The  technology  needs  a  minimum of one transmitting device and one receiving device to receive signals. At present, this wireless technology is mostly used in payment systems such as Google Pay or high-end devices. The advanced update on this technology is contactless card technology that permits data sharing within 4 cm. 

IoT  is  transforming  business  and  personal  lifestyles.  It  is  improving  everything through the development of new devices and projects. All the preceding-discussed points  are  standard  IoT  communication  protocols.  It  is  suggested  to  use  an appropriate protocol based on need and internet connectivity to make things smart. 

Note: ZigBee and Z-ware are radio protocols that are low-power but generate high throughput. Both have capabilities to increase the local area network's power at standard cost. 

 Table 4.2  summarizes common features of some communication protocols that are discussed earlier: 

Name

Standard

Range

Frequency 

Data rate

Bluetooth

Bluetooth 4.2

50–150 m (BLE) 2.4 GHz

1 Mbps (BLE)

ZigBee

ZigBee 3.0 (latest  10–100 m

2.4 GHz

250 Kbps

version) based on 

IEEE 802.15.4

Wi-Fi

Based on IEEE 

Approx. 50 m

2.4 GHz and 5  150-200 Mbps; 

802.11

GHz bands

600 Mbps max

Cellular 

GSM/GPRS/

35–200 km

Varies in each 

technology

EDGE, LTE (2G), 

standard

UMTS(4G), 5G

LoRaWAN

LoRaWAN

2–15 km

Varies 

0.3–50 Kbps

 Table 4.2: Features of some major IoT Protocol Technologies Each  protocol  technology  has  its  feature  and  capabilities.  Developers  select  it according  to  the  client's  requirements  or  demands  of  customers.  These  features are helping users to understand how the speed of respective devices varies as per standard. 
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Standards for IoT

Standards  are  a  critical  part  of  the  Information  Technology  industry.  Standards define various rules, regulations, and guidelines for the development of any device or  project.  The  guidelines  are  specific  to  the  hardware,  software,  or  any  other components attached to any IT project or system. Multiple industry institutions and academic communities are developing standards that must be followed during the development processes. Also, these standards are followed whenever any project has been used. The standards are also helping the software development companies and  hardware  manufacturers  to  create  compatible  products  as  per  need.  These organizations have developed standards for various purposes. 

IEEE standards, ANSI, NIST, VESA, and so on are famous IT industry standards. 

Each standard is developed for a specific application. For instance, ANSI standards are designed for the programming languages, whereas NIST has been designed for establishing  computer  security.  Similarly,  certain  standards  have  been  developed for the IoT. The standardization of the ICT-based system and IoT-enabled projects must achieve universally accepted technologies, protocols, and specifications. It also ensures  interoperability  among  various  devices  and  applications.  The  standards also  build  cost-effective  solutions  and  bring  different  opportunities  for  further development. 

The most widely used IoT standards are ETSI and IEEE. The ETSI is a European Standards Organizations (ESOs) that provides standards for ICT, telecommunication, electronic  communication  networks,  broadcasting,  and  other  electronic  services. 

These standards have been used across the globe. The ETSI also defined standards for  IoT.  The  open  and  collaborative  environment  of  ETSI  is  building  authentic standards. The ETSI IoT standardization focuses on two main activities related to the radio layer in 3 GPP and the server layer in oneM2M communication. The oneM2M 

is a global standard that describes all requirements, API specifications, architecture, interoperability,  and  security  solutions  for  IoT  and  M2M  technologies.  The  ETSI has a partnership with one M2M to support smart M2M communications. Smart Application REDerence or SAREF is an ontology that permits connection devices for exchanging semantic information in domains of applications. 

Similarly, Context Information Management or ETSI ISG CIM defines a protocol, 

"NGSI-LD," that runs on IoT platforms. The protocol permits data exchange among devices and describes various data features like what, how, when, where, and many others. The ETSI regularly updates the standards to generate effective output. They are  also  defining  the  security  standards  to  protect  governments,  businesses,  and individuals using IoT for different purposes. 

IEEE  is  also  contributing  to  the  development  of  standards  for  IoT.  IEEE's  global technical  community  formed  a  special  community,  the  IEEE  Internet  of  Things Initiative,  to  serve  better  in  IoT.  The  IEEE  IoT  industry  gives  a  platform  where 
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professionals  can  learn,  share,  and  collaborate  with  others  to  optimize  the results. 

An  effective  standardization  of  IoT  directly  impacts  the  success  of  the  IoT  as  it ensures  interoperability,  reliability,  compatibility,  and  effectiveness  of  IoT-based devices.  Under  development  standards,  activities,  and  events,  the  plethora  of existing standards is creating a suitable environment for IoT. 

 Table 4.3  describes the three main IEEE standards for IoT: Name

Description

IEEE P2413-2019

•  Define architectural Framework for IoT. 

•  Description of IoT domain. 

•  Definition of IoT domain abstractions. 

•  Common things among multiple IoT domain. 

IEEE 1451-99

•  Provide harmonization and security framework for IoT 

systems and devices. 

•  Describe data sharing and interoperability methods. 

•  Description of security methods. 

IEEE P2510

•  Define sensor performance and quality framework. 

•  Description  of  sensor  performance  specification 

terminology. 

•  Information  about  quality  measures,  parameters,  and controls for sensor data related to IoT implementation. 

 Table 4.3: Some standards of IEEE designed for IoT devices IoT platforms

IoT  platforms  are  providing  valuable  information  to  businesses.  This  thing  is automatically reducing development costs and expediting the business processes. 

Most  non-technical  groups  of  people  got  confused  about  understanding  the  IoT 

platform's meaning, roles, and importance within any IoT-based project. 

The last previous chapters already used the term "IoT platform." IoT platform is a critical element of an IoT system or architecture. It has been considered as supporting software that connects different elements within the IoT system. The IoT platform's objective  is  to  enable  effective  communication,  data  transmission,  execution  of applications, and device management. The platform must possess data acquisition, data  storage  and  integration,  application  enablement,  processing  analyzing,  and visualization features. 
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It is known that IoT architecture consists of variant hardware and connectivity tools. 

These devices need a connecting option to interact with each other to complete their respective  task. And,  IoT  platform  is  fulfilling  this  need.  IoT  platform  integrates connectivity, hardware, software, and different layers of application to provide an effective solution to end-users. 

There is no specific definition of the IoT platform. And, readers can find out ample definitions across the web. Irrespective of types of IoT platforms, it is found that almost a platform poses similar capabilities. However, various IoT platforms have their strengths and belong to different partner models. 

 Table 4.4  shares  some  famous  names  that  are  offering  IoT  platforms  for  different purposes. All those IoT platforms have the common potential to finish tasks on time: Category of IoT platform

Famous companies/providers

IoT Cloud platform

Amazon, Microsoft, Google, IBM

IoT Network provider platform

Verizon, Vodafone, Orange business services, 

At & T

IoT Business platform

ScienceSoft, Cisco, ARM, Huawei

 Table 4.4: Three major types of IoT platforms

All these IoT platforms can connect with the systems' hardware components, manage various communication protocols, integrate tools with web services, and implement security. It also acquires, analyzes, and manages all data using analytic methods. The IoT platforms are enabling to convert the concept into real IoT projects and develop better IoT solutions.  Some important features of the IoT platform are the following:

•  Scalability: Every IoT platform must have this feature. Scalability permits scalability  at  any  endpoint  as  per  need.  The  feature  also  increases  the performance of devices irrespective of the environment. 

•  User-friendliness: A user-friendly application always is the first choice of end-users. Thus, an IoT platform must be flexible and user-friendly. Due to this, the platform can easily integrate APIs and control applications. This thing  also  supports  the  customization  of  applications  based  on  personal requests. 

•  Interoperability and integration: IoT platform must be designed in a way so  it  could  work  in  heterogeneous  IoT  ecosystems.  A  variety  of  devices, standards,  and  communication  protocols  requires  that  the  platform  must be independent. The effective integration among diverse components offers better  services  to  end-users.  Thus,  the  platform  must  have  capabilities  to handle all diverse elements. 

80       IoT for Beginners

•  Implementation options: There should be different implementation options to deploy any application. Means, end-users can easily deploy in a required platform like cloud, on-site server, or in-house. 

•  Data security: It is a common feature of every technical element. Thus, the IoT platform must also have this feature to secure the data. Security features should be designed in a way, so it ensures security in any environment. 

All the preceding points are explaining the necessary features of the IoT platform. 

End-users should have to check out these features before selecting any platform. 

Need for the IoT platform and ways to select 

the right IoT platform

A  platform  has  been  developed  to  overcome  the  technical  difficulties  that  might happen  due  to  the  information  system's  implementation.  For  instance,  software companies are developing software that could easily be accessible either on Windows, Unix, or any other operating system. Similarly, the IoT platform is playing a role during the implementation of the IoT system within the business. According to the requirements, the business organization or individual uses an IoT device/system. 

So, the platforms give options to use any required system and execute operations appropriately  without  a  huge  investment.  Many  companies  that  are  working  on hardware  devices  are  utilizing  existing  IoT  platforms  to  finish  time-consuming processes quickly. 

Selecting an accurate IoT platform is not a tough process. Still, some points must have  to  consider  while  choosing  an  IoT  platform.    The  vertical  industry  focuses only on specific businesses, and they have some particular target market. Thus, this industry's demand also varies. For instance, the banking industry will prefer IoT 

systems  capable  of  providing  high-security  to  sensitive  information.  In  contrast, the healthcare industry will seek IoT solutions that help medical practitioners in medication on time, proper medication, and many more. Thus, this thing encourages business companies and individual users to select IoT platforms accordingly. 

The  IoT  developers  also  say  that  business  companies  should  have  to  go  with enterprise IoT platforms. In contrast, an individual should have to consumer IoT 

platform. Some points are as follow, which would help to understand the selection of IoT platforms:

•  It is already mentioned that there are hundreds of IoT platforms are exist in the market. Without making any confusion, it is good first to assess the stability  of  existing  platforms.  For  instance,  if  a  company  has  decided  to use platform A, it is good to find out old customers and discuss working, performance,  and  generated  results  before  making  a  final  decision.  The 
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stability of the IoT platform is a major factor in the IoT platform selection process. 

•  Demand and supply never be fixed. It increases or decreases according to the current situation of the market. Sometimes, companies need to scale up their business operations; thus, it is also suggested to check out the IoT platform's scalability and flexibility. It means whether the chosen platform is scalable or not in the future. Lack of flexibility within the IoT system might bring problems for businesses. Thus, the platform must be flexible and scalable in changing protocols, standards, and other features. 

•  The  assessment  of  the  platform  provider  is  another  factor  that  plays  a primary role in IoT selection. It is good to find out the history and market position of providers. Tracking the previously offered services would help to understand the capabilities of the IoT platform. 

•  The understanding pricing model of the IoT model is as necessary, like other factors.  Consideration  of  pricing  structure  would  prevent  any  unplanned financial crisis that might increase during the IoT platform implementation. 

According  to  the  business  case,  companies  must  have  to  select  either ownership or subscription model. If the case is not big and temporary, then it is good to select a subscription model and pay as peruse. 

•  The IoT platform's security features directly impact the security of the data and communication within the IoT system. For this, it is advised to analyze how the platform providers provided the security in the platform.  Whether those features can manage security in any network or not, finding answers to these questions will help companies get a good IoT platform. 

•  One and last factor is related to the speed. It means how much time is the IoT platform's required time for execution of the operation. If the platform cannot provide the required speed, then it is time to select another platform to get output on time. 

As mentioned above, all points would help IT, professionals, and consumers find out the right provider who can offer suitable products with all support. 

Note: After analyzing the fast-growing market, it is predicted that IoT platforms would be increased by $22 billion in the next three years. Till 2016, there were 300 IoT platforms that have been developed, and at this time, it reached 700. 

The number of the platform is increasing at a Compound Annual Growth Rate (CAGR) of 33%. 
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Programming languages for IoT

The multicomponent nature of IoT is bringing a variety of products and devices for the end-users. Due to this, IoT had received another name, Multilingual Space, that is offering several methods for connecting and interacting components. The various elements, such as devices, hardware, software, storage, modules, and applications, play  their  roles  in  a  particular  environment.  The  unique  features  and  needs  of elements  find  out  suitable  programming  languages  for  developing  codes  of  IoT 

devices.  Some top programming languages are as follow:

•  Java: This programming language is the first preference for any IoT developer. 

Java is in the top position for the last many years. Everyone knows that Java has many features. The platform independence of Java permits developers to develop a project for one platform and run it on multiple platforms. The Java virtual machine generates the byte code, which is executable on any platform. So, suppose the developer develops a project in Java. In that case, it is possible to run it on other platforms like Unix, Mac operating systems. 

The  object-oriented  concepts,  rich  set  of  libraries,  built-in  packages,  and functions help developers develop any kind of project. 

•  JavaScript:  JavaScript  is  the  most  widely  used  client-side  programming language.  Web  developers  are  using  it  to  develop  creating  dynamic webpages. The effective memory management, easy to implement, event-driven  programming,  open-source,  and  platform-independent  has  high potential to provide an environment for making real-time and data-centric application solutions. JavaScript libraries and varieties of frameworks offer on-device compilation. It is also usable in developing constrained devices. 

•  Python: After Java, the following programming language is Python, the most popular for IoT development. Just like Java, Python is also an interpreted and platform-independent programming language. Users can use Python on any platform, including Windows, Mac, Linux. Python supports all aspects and  features  of  the  object-oriented  programming  language.  The  simple syntax like English Language, clear and easy coding, easy to learn, and easy to debug are special features of Python. Other features are portability, open-source, free, and a large set of standard libraries. All these are useful for IoT 

development and developing any data-intensive applications. 

•  C: First programming language permitted developers to develop operating systems,  telephone  switches,  and  embedded  systems.  Middle-level programming  offers  procedural  language  that  is  suitable  for  IoT.  The reliability and scalability is also a required feature of the IoT development. 

Although  C  language  is  not  platform-independent,  developers  can  reuse code  to  develop  applications  for  a  specific  platform.  Compatibility  with micro-controllers is also helping developers to build large IoT systems. 
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•  C++: Another middle-level programming language that is a popular choice for  IoT  development.  C++  has  been  designed  especially  for  embedded systems, which is good for designing large IoT devices and systems. The embedded developers are utilizing C++ features like data hiding, abstraction, inheritance, transparency, and so on to develop IoT systems. 

•  Go: In the last few years, Go has become a popular programming language among  IoT  development.  The  actual  name  of  the  Go  is  Golang,  which  is developed at Google. It is an open programming language that consists of various features. The Go is also able to generate the required performance and security. Developers can easily integrate and co-ordinate the sensors and actuators collectively. Inbuilt concurrency of input, output, and processing is permitted to use it on multiple channels. It might be possible that the system might  give  unpredictable  output  if  channels  don't  know  each  other,  and programmers failed to establish co-ordination among channels. The positive side of the programming language is that it can easily make arrangements for a group of sensors through maximum hardware utilization. 

•  PHPoC: It is another programming language that is based on PHP language. 

The  full  name  of  the  PHPoC  is  PHP  on  Chip.  The  general  programming language has a similar feature as PHP that makes it compatible with IoT 

devices. The additional functionality, such as sensor monitoring, is easy as PHPoC is equipped with various interfaces like ADC, UART, SPI, I2C, and timer that support multiple sensors. Besides, developers can easily control actuators  or  other  devices  using  digital  output.  The  web  server's  built-in feature and standard HTML5 WebSocket also enables monitoring sensors and  controlling  all  devices  using  web  browsers.  Libraries  and  built-in functions to connect with the Internet are other useful features of the IoT 

development. 

•  Swift: This is a multiparadigm and general-purpose programming language used for making applications for Apple devices and Mac platforms. Swift is the first choice for building apps for iOS devices due to its huge set of libraries. 

The  functional  programming  patterns,  powerful  error  handling,  security, and so on are some outstanding features. It is appealing to developers to develop IoT applications for platforms like iOS, MacOS, tvOS, or any other iOS. 

All these are famous programming languages that must be considered while IoT 

development. Some programming language features have been discussed, which could help readers select it for developing systems. For instance, if the developer prefers easy syntax, then it is suggested to select Python. Similarly, if the developer needs to develop the iOS or similar operating system, selecting Swift would be good. 
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Some standard points while considering the 

programming language for IoT systems

The  selection  of  programming  languages  also  considers  some  factors,  including development costs, efficiency, platforms, and tools. Following are some points that must be considered while choosing a programming language:

•  The availability of different IoT hardware might impact the coding, so it is good to select a compatible language with the IoT hardware. For instance, choosing C and C++ programming language is a good option for developing small, low-power devices. Suppose the device needs more optimized code and low power consumption. In that case, developers must have to select other programming languages like Java and Python. 

•  The  availability  of  tools  is  another  factor  that  must  be  considered  while selecting a programming language. Open-source programming languages provide different tools, frameworks, libraries, and packages that could be used for developing IoT projects. 

•  Development  speed  and  cost  also  influence  programming  language selection. For instance, if a client is looking to develop an IoT device quickly, it is suggested to select Python or Java. It is because both languages do not require much effort and time for coding. In this case, selecting C or C++ 

programming languages is not good as both do not have a speed development feature. 

These are common points to understand that every requirement is different. Every business  sector  and  individual’s  demands  vary.  Developers  need  to  understand it  and  then  plan  to  develop  an  IoT  system.  These  points  will  help  to  select  the appropriate programming language. 

Note: Eclipse Foundation did Survey in 2019 and declared the top IoT 

programming  languages.  Java,  Python,  C/C++,  JavaScript,  and  PHP  are  five languages, and all these have been in top-ranked for many years. However, some new programming languages are growing for building IoT solutions. 

Conclusion

The chapter described the architectural components of the IoT system. Hardware is the base of the IoT system as output depends on it. The chapter explained the sensor, its  common  types,  and  the  required  factors  for  selection.  The  software  has  been explained as it supports the execution of the hardware. The standard protocols used in the IoT system are explained. Technologies like Bluetooth, WI-FI, ZigBee have 

 IoT Tools and Architectures        85

been explained. The chapter described the standards and programming languages related to the IoT systems. 

Everyone knows the name of hardware and software. For instance, a non-technical learner knows that the keyboard is hardware and is used to transmit input. These learners  do  not  need  to  go  in-depth  about  finding  information  about  hardware working. They need only information about specific hardware and software. The chapter helped them to get what hardware and software are creating the IoT system or device. It will help the learner understand the importance of protocol (rules) that enable reliable communication within the IoT system. For instance, they know about Bluetooth, and they are using it. However, they are unaware that it is a protocol and standard, which is causing communication. The learner will find information that various organizations are developing guidelines and updating existing guidelines. 

A  brief description  of functional programming languages  for IoT projects would help the learners understand multiple options of coding. As a developer, it is easy to find the best one. 

Developers developed various types of IoT devices and developing continuously. 

The next chapter will explore the IoT devices and their types. Most of the time, device, and product have been used interchangeably. The chapter will explain both terms, IoT devices, and IoT products. End-users are using IoT devices and products in daily life. Advanced technologies and changing lifestyles also changing the demands. It is encouraging the developer to bring new products to customers. 

Points to remember

•  The IoT hardware is like a normal hardware device that could be divided into  three  main  categories,  that  is,  sensors,  microcontrollers  (chips),  and communication devices. 

•  The  "active  and  passive  sensors”  and  analog  and  digital  sensors  are  two primary categories of the sensors. 

•  Accuracy,  range,  repeatability,  and  resolution  factors  must  be  considered while selecting a sensor for IoT devices. 

•  A  microcontroller  is  a  flexible  and  adaptable  device  to  execute  tasks  and control  applications.  The  device  consists  of  memory  units,  CPU,  and programmable instructions. 

•  IoT software controls the operations of the IoT system. IoT software could be any application that needs to perform some common operations such as data collection, data analytics, device integration, and application extension. 

•  IoT  protocols  are  like  other  protocols  that  ensure  the  data  transmission should happen in the right way. 
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•  CoAP,  MQTT,  AMQP,  DDS,  and  LwM2M  are  standard  IoT  protocols. 

Developers use the protocol according to the requirements. 

•  Bluetooth,  ZigBee,  Wi-Fi,  NFC,  RFIC,  low-energy  radio  protocols,  LTE-A are other IoT technology protocols. It has been considered as networking technologies that enable communication among IoT devices. 

•  Standards are a critical part of the Information Technology industry. Standards define various rules, regulations, and guidelines for the development of any device or project. The most widely used IoT standards are ETSI and IEEE. 

•  IoT platform is a critical element of an IoT architecture and has one main objective is to enable effective communication, data transmission, execution of applications, and device management. 

•  Java, Python, C/C++, JavaScript, Go, Swift, and PHPoC are the most widely used programming languages for IoT. 

Multiple choice questions

1.  Which of the following is not IoT hardware? 

A)  Sensor

B)  Java

C)  Microcontroller

D)  Gateway

2.  An inductive sensor is an example of _______ sensor. 

A)  Analog sensor

B)  Active sensor

C)  Passive sensor

D)  Digital sensor

3.  Continuous signal is generated by______________. 

A)  Digital sensor

B)  Active sensor

C)  Analog sensor

D)  Passive sensor
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4.  Which of the following sensor uses a strain gauge bridge and diaphragm? 

A)  Vision sensor

B)  Temperature sensor

C)  Metal sensor

D)  Pressure sensor

5.  Which of the following is an example of a non-contact sensor? 

A)  Security camera

B)  Alarm system

C)  Automatic door opening system

D)  Heater

6.  Which of the following is an example of a communication device within IoT? 

A)  Sensor

B)  Microcontroller

C)  Smartphones

D)  Camera

7.  Which of the following protocol developed by Object Management Group? 

A)  MQTT

B)  DDS

C)  AMQP

D)  Bluetooth

8.  The CoAP stands for_____________. 

A)  Constrained Application Protocol

B)  Communication Application Protocol

C)  Control Application Protocol

D)  Country Application Protocol
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9.  Which of the following is not an additive of the MQTT protocol? 

A)  Subscriber

B)  Publisher

C)  Dealer

D)  Queue

10.  Who developed the AMQP protocol? 

A)  Stanford Clark 

B)  Arlen Nipper 

C)  John O'Hara 

D)  Dennis Ritchie

Answers

  1. B

  2. B

  3. C

  4. D

  5. A

  6. C

  7. B

  8. A

  9. D

 10. C

Matching table

1.  Match the following table based on the features of sensor: Sensor

Main feature

Imaging sensor

Senses various alpha, beta, and gamma particles 

Temperature sensor Presence sensing

Radiation sensor

Needs color and location for object detection

Photoelectric sensor Measures the temperature 
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2.  Match the following table based on the feature of communication protocol: Protocol

Feature

CoAP

Publish-and-subscribe

MQTT

Multicasting feature and high performance

AMQP

An internet utility protocol and RESTful architecture

DDS

M2M communication and remote tracking

3.  Match  the  following  table  based  on  the  IoT  communication  networking protocol:

Protocol

Feature

Bluetooth

Mostly used in mobile devices

ZigBee

High-quality data transmission

Wi-Fi

IEEE standard

Z-wave

Scalability and resilience

Cellular technology

802.11n

NFC

Home automation

4.  Match the following table based on the feature of IEEE standard for IoT: Protocol

Feature

IEEE P2510

Provide harmonization and security framework

IEEE P2413-2019 Define architectural Framework for IoT

IEEE 1451-99

Define sensor performance and quality framework

Answer the following

1.  What do you mean by IoT hardware? Is it different from hardware? 

2.  Explain the different types of IoT hardware. 

3.  Explain the sensor and its categories. 

4.  Explain different types of sensors. 

5.  Explain the Electric sensor and the reason why it is used in IoT as a priority? 

6.  Why is the sensor the most important element of the IoT hardware? 

7.  What do you mean by a microcontroller? 
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8.  Explain the needs of the microcontroller. 

9.  Explain IoT software and its functions. 

10.  What do you mean by IoT protocol? 

11.  What is the role of any protocol in communication? 

12.  Explain CoAP protocol. 

13.  Explain MQTT protocol. 

14.  Explain AMQP protocol. 

15.  Explain DDS protocol. 

16.  Explain LwM2M protocol. 

17.  List down some top IoT networking technology protocols. 

18.  Explain the ZigBee protocol and how it is different from Z-wave. 

19.  What is NFC, and which kind of IoT devices should have to use this protocol? 

20.  Explain Standards and their importance in IoT system. 

21.  Which organizations are defining standards for IoT devices and systems? 

22.  Write down some IEEE standards defined for IoT. 

23.  Briefly explain the ETSI standard. 

24.  Do research some other standards which are applicable for IoT devices. 

25.  What do you mean by the IoT platform? Explain its features. 

26.  Explain factors that impact the selection of IoT platforms. 

27.  Write down most programming languages used for developing codes for IoT devices and systems. 

28.  Which points must be considered while selecting a programming language for IoT development? 

29.  Why is Java the most popular IoT programming language? 

30.  What is the main difference between active and passive sensors? 

31.  What is the main difference between analog and digital sensors? 

32.  What is the main difference between sensors and microcontrollers? 

33.  What is the main difference between CoAP and LwM2M protocols? 

34.  What is the main difference between Bluetooth and Wi-Fi? 
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35.  What is the main difference between ZigBee and Z-wave? 

36.  What is the main difference between platform and programming languages? 

37.  What is the main difference between contact and non-contact sensor? 

Key terms

•  Hardware: A big network of thousands of computers and other devices. 

•  Software: A low-power chip that establishes communication wirelessly. 

•  Interoperability:  It  meant  platform  independence,  and  any  object  can operate other platforms rather than sticking to only one platform. 

•  RADAR: It stands for Radio Detection and Ranging. It is a detecting system to detect signals or ranges using radio signals. 

•  Resolution: Technically defines the number of pixels and is used to assess the quality of sensing input. 

•  Analytics: A kind of analysis process to analyze data using various methods. 

•  Standard: It defines various rules, regulations, and guidelines for developing any device or project. 

•  IEEE:  It  stands  for  the  Institute  of  Electric  and  Electronic  Engineers.  The professional institute provides various guidelines and standards for the IT 

industry. 

•  ETSI: It stands for the European Telecommunication Standard Institute. ETSI is a non-profit, independent, and standardization organization in Europe. 
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Chapter 5

IoT 

Devices

The previous chapter explained the Internet of Thing (IoT) and its architectural components  including  hardware,  software,  protocols,  and  technologies.  This chapter has focused on IoT devices and relevant concepts. Thus, the chapter will describe various IoT devices, their meaning, and their working. Information about the IoT device development process and existing IoT devices is always helpful. The chapter is going to explore all this information. There are differences between the IoT devices and products. Hence, the chapter will discuss how both are different. 

The chapter will cover some popular upcoming IoT devices this year. 

Nowadays, everyone has an IoT device. People are using multiple IoT devices in their daily life, for instance, a smart lock system to lock doors automatically, voice controller devices to control voice at home, and so on. It would be easy to categorize them into different categories. It will help tech savvy and non-tech savvy people to use IoT devices and understand their actual uses. The chapter would help the readers to get an insight into the IoT devices and products. 

Structure

In this chapter, we will discuss the following topics:

•  Introduction to an IoT device

•  Developing and managing IoT device
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•  Different IoT devices

o  Voice-controlled smart speaker

o  Smart doorbell

o  Home/domestic robots

o  Air quality monitoring device

o  Home security system

•  Difference between IoT devices and products

Objective

The chapter’s objective is to explore IoT devices. After studying this chapter, you will be able to understand the meaning and concept of IoT devices, learn how the IoT devices are developed, describe the different types of IoT devices, and learn how the IoT devices are different from products. 

Introduction an IoT device

The previous chapter explained all the essential concepts of IoT. In a summarized form,  IoT  means  connected  components  through  the  Internet.  Technically,  all computing  devices  are  IoT  devices  connected  to  a  specific  network  to  share  and transmit information. IoT is a technology that is used for creating automated and connected devices to perform multiple tasks. IoT devices are different from standard devices  like  laptops,  desktops,  and  so  on.  They  are  dependent  on  the  internet connectivity. 

The  IoT  devices  are  embedded  with  a  range  of  technologies  that  enable communication  and  interactions  across  the  Internet.  Technologies  like  Artificial Intelligence (AI), Natural Language Processing (NLP),  and  Machine Learning (ML) affect intelligence and automation within IoT devices. It also permits remote monitoring and controlling of the devices. 

The IoT device is a piece of hardware equipment to carry out certain tasks. It is already  discussed  that  the  sensor  is  the  main  hardware  component  that  makes communication possible over the internet. Software is required so that the hardware performs its task. The IoT devices could be embedded into mobile devices, medical devices, industrial equipment, and more. The connected IoT device or IoT device itself is used interchangeably. At present, these devices have the potential to produce any desired output for the end-users. 

The IoT devices are providing options to business organizations to utilize the IoT. 

The business organizations are one of the main users of the IoT devices that help 
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them generate leads for the business. Along with this, they help in reducing costs and increasing sales. The companies are getting new business opportunities. They are getting benefits in various ways like transmission of environmental data across the manufacturing industry, accessing data about patients in the medical industry, collecting  data  about  transportation,  and  so  on.  Smart  manufacturing  has  been possible only because of IoT devices and technologies. 

IoT devices come in all ranges from small to big sizes. The small, powerful, and microcontroller-based  devices  are  most  popular.  The  demand  for  on-device processing is increasing among IoT end-users. 

Let us understand an example of a smart home system and how a user depends on different systems for the work. The user is using the smart lock and key system. 

When he or she comes home, the connected car interacts with the garage to open the door. The installed thermostat is adjusting the preferred temperature automatically. 

Another equipment is setting the light and color. The users also use other connected devices for the automation of other work. 

Similarly, within the company, various connected IoT devices are used. For instance, various smart sensors have been placed in the conference room so that every meeting attendee can locate the availability of his/her place and other things. Temperature and light also get adjusted in the room as per the occupancy of the attendees. 

Developing and managing IoT devices

IoT device development refers to a process that explains how an IoT device works, develops, and performs some tasks. The IoT device is nothing but an IoT system. 

The previous chapters ( Chapter 3,  Understanding IoT Workings and  Chapter 4,  IoT Tools and Architecture respectively) have already covered how an IoT system works, its architecture, and its components. Thus, an IoT device follows the same development process. The integration of different components and their management comes under development. The deployment also includes the monitoring and regular updates of all devices. 

The development cycle could be divided into different phases that go through a cycle. They are:

•  Deploy

•  Monitor

•  Service

•  Manage

•  Update

[image: Image 13]
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At first, developers need to deploy IoT devices by assembling the hardware, software, and other required components. IoT devices' architecture has been designed and implemented  through  various  layers  of  sensing,  connectivity,  managing,  and interacting  with  end-users.  After  the  complete  deployment,  the  monitoring  and servicing phases monitor the device's activities and provide timely services. The last phase manages the whole device after regular updates. 

The following image shows the cycling process of IoT device development:

 Figure 5.1: IoT Device Development and Management Process An ordinary device could be transformed into an IoT device if the device can connect with the internet and integrate with other technologies and tools. For instance, a simple  watch  can  become  smart  if  the  developer  embeds  sensors  and  internet connectivity. When both these functionalities are combined, an IoT device is formed. 

Earlier, only simple watches were used to see the time and date. However, now the smart IoT watches allow the user to check heart rate, calorie count, steps walked, and so on. 

IoT device management

Security,  scalability,  interoperability,  availability,  and  processing  capabilities  are common  challenges  that  might  slow  down  the  IoT's  successful  implementation. 
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A proper IoT Device Management could resolve it either using standard protocols or using specific services. This management would help to integrate all devices to generate  expected  output  effectively.  The  appropriate  organization,  monitoring, and remote management of internet-enabled devices are also required. The device management includes device registration, authorization, configuration, provisioning, monitoring, and troubleshooting. In the previous chapter, various protocols such as Light Weight Machine-to-Machine have been discussed. These protocols have been considered as device management protocols to manage the devices. Organizations like Amazon,  Microsoft,  Bosch  Software  Innovation  GmbH,  and  so  on  offer  IoT 

device management services. 

Similarly, the communication and connectivity protocols such as Zigbee, Bluetooth, CoAP,  MQTT,  and  so  on  have  also  been  explained  in  the  previous  chapter. 

Networking protocols are also discussed. All these have been used with internet-enabled devices or connected IoT devices. Suitable protocols have been used with specific  IoT  applications  and  their  deployment.  The  developers  are  free  to  select and use standard protocols after analyzing all options and comparing features like bandwidth, consumption, and range. The IoT gateway or other edge devices have been used for sharing the data collected by sensors. The data are analyzed either in the local device or in cloud devices. 

Security is a typical challenge in technology devices. IoT devices are also technology-based devices. The interconnection among devices using the internet raises questions about  device  security.  The  development  of  IoT  devices  is  happening  very  fast compared to the development of security features or tools. This rapid development could  hinder  the  progress  of  deployment  in  terms  of  security.  Thus,  a  security framework is a must for IoT device management. 

The  companies  are  collaborating  with  the  IoT  device  management  platform companies for deploying and updating their devices. They can easily manage and track the connected devices with the help of this platform. 

Note: In the next chapter, the security in IoT will be discussed in detail. 

Types of IoT devices

IoT device comes into existence to connect normal devices with the internet, sending information across the internet and bring human intelligence into devices. The IoT 

devices are doing all these perfectly. They have brought changes in the business and lifestyle of the person. The market for IoT has been increasing every day. The demand for a 5G network is also increasing. It has been predicted that in the next year, there would be 20 billion IoT smart devices. 
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There is no specific category of IoT devices. Based on IoT users, IoT devices can be categorized into the following three categories:

•  Consumer

•  Enterprise 

•  Industrial

All types of smart devices come under consumer-based IoT devices. For instance, people use a smartwatch, smart TV, smart appliances, smart speakers, and wearable devices for their personal needs. Also, in-home security systems, automatic doors, smart meters, and so on, are being used. All these are examples of consumer-based IoT devices. 

The industrial-based and enterprise-based IoT systems are similar because both are based  on  business  purposes.  Commercial  security  systems,  smart  transportation, smart  city  technologies,  and  so  on  are  common  examples  of  these  kinds  of  IoT 

devices. Smart manufacturing is the best example of an industry-based IoT device as it includes automated vehicles, automated machines, and so on to perform complex tasks without human intervention. 

Besides  this,  there  are  multiple  types  of  IoT  devices  supporting  individuals  and businesses. We will now discuss about a few popular IoT devices. 

Voice-controlled smart speaker

Nowadays,  voice  search  is  getting  popular  as  compared  to  text  searches.  After smartphones, the demand for voice-activated smart speakers is increasing. The smart speaker is an IoT device that performs tasks after recognizing the voice. The smart speaker has a built-in voice-controlled device to control and execute all operations. 

In other words, the smart speaker is a combination of the music speaker and voice recognition system to establish interaction with the users. 

 Table 5.1  discusses the top voice-assisted smart speakers: Voice-controlled 

smart speaker

Features

Google Assistant

•  It is enabled with features including music, media, voice controller,  thermostats,  lights,  and  so  on  to  provide  a great user experience through voice recognition. 

•  It permits users to control TV, home lights, and speakers remotely. 

•  It  permits  the  management  of  the  alarms  and  timers. 

It also supports creating plans and executing them on 

time. 
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Amazon Echo

•  This  is  a  popular  smart  speaker  that  connects  with  a voice-controlled  personal  assistant  named Alexa.  This 

voice assistant responds to words like Alexa, Computer, 

and Echo. 

•  It has enabled features to play and control music, play 

audio-books, make to-do lists, and stream podcasts. 

•  It has alarm and timer features like other devices. 

•  It  can  control  lights,  plugs,  and  other  smart  home devices. 

•  It  can  make  phone  calls  and  send  messages  on  voice commands. 

Apple’s smart 

•  This  voice  assistant  is  an  advanced  version  of  the speaker – Siri

Apple HomePod. The Siri is also enabled with multiple 

features. 

•  The  fabric  design,  volume  buttons,  360-degree  sound are the interesting features of Siri. 

•  The  computational  audio  permits  an  adjustable  and 

dynamic range of audio and loudness. 

•  The intercom feature permits users to send messages. 

•  It also supports third-party music. 

 Table 5.1: Some voice-controlled smart speakers

The smart speaker's main objective is to encourage speech recognition and support intelligence (NLP) in the backend. Thus, the smart speaker is also known as a voice assistant because it assists human beings through voices.  The best side of the smart speaker is that it could be integrated into other objects. The users need to use some specific words, for example, Ok Google, hey Google, Alexa, and so on to activate the voice controller in the smart speaker. They can also ask any question or request to play any music to a smart speaker. 

The smart speaker comes in various sizes and shapes. The company designs them accordingly. At present, there is a competitive market for different types of smart speakers. Amazon, Google, and Apple are the dominating players of this IoT device in the market. These companies are building add-on services to these devices. The lights, alarms, thermostats, and so on are examples of some add-on services. 

Smart doorbell

It  is  another  most  widely  used  IoT  device.  It  can  be  considered  as  an  internet-connected doorbell that provides notification to the smartphone or other electronic 
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devices  whenever  someone  arrives  at  the  door.  Whenever  visitors  press  the doorbell’s button, the doorbell senses the visitors using built-in motion sensors and gets activated to acquire data. The doorbell has a built-in microphone and high-definition  camera  to  capture  the  data.  The  doorbell  has  also  been  enabled  with the smart lock that permits users to open the door remotely. The users can use the smartphone to operate the smart doorbell. They can talk to the visitor using their smartphone. The doorbell can perform video recording after monitoring. 

A variety of smart doorbells are available in the market.  Table 5.2 lists some of the popular doorbells:

Smart doorbell

Features

Ring

•  This  is  a  Wi-Fi  video  doorbell.  It  has  been  enabled with  various  features  including  visitor  alerts,  live  HD 

video,  motion  sensors,  night  vision,  and  two-way 

communication. 

•  The  built-in  camera  supports  180-degree  and  720p 

resolution. It captures high-resolution pictures and videos of  visitors.  Its  weather  resistance,  rechargeable  battery, and robustness are few more features. 

August Doorbell  •  This  is  another  smart-lock  option  that  permits  users  to Cam 

answer people at the door either remotely or anywhere. 

The smart lock checks outdoors and captures all motions. 

•  It  is  integrated  with  a  smart  lock  and  floodlight  for capturing full-color HD videos. 

•  It  is  enabled  with  multiple  features  for  constantly monitoring  the  doorsteps  and  clicking  moments  to 

capture motion alerts. 

Skybell  HD  video 

•  This  IoT  device  has  multiple  features  like  other  smart doorbell

doorbells  that  include  two-way  communication,  night 

vision, on-demand viewing, and motion sensors. 

•  The drawback of this doorbell is that sometimes, at night, the video could be blurred. The motion sensor could be 

sensitive during movement. 

 Table 5.2: Some smart doorbells

Home/domestic robots

Robots also come under IoT devices. Home robots or domestic robots do not like TV  shows  or  movies.  They  could  be  considered  as  personalized  assistants  who help people to complete different types of household work. The home robots differ 

 IoT Devices        101

look-wise. Some robots look like humans, some look like flying saucers, and some look like electronic devices. These robots perform tasks like playing with children, spending time with elders, providing home security, and more. 

 Table 5.3 discusses some popular home robots:

Home robots

Features

Kuri Mobile  •  This robot is designed to offer entertainment services to users. 

Robot

It  has  been  enabled  with  different  features  for  capturing moments across the house. 

•  Touch  sensors,  HD  camera,  speaker,  heart  light,  and integrated mapping sensors are these robots' features. 

•  The  integration  of  microphones  and  gestural  mechanics  is offering effective services. The smooth charging pad is also a feature of the robot. 

•  Its  founder,  Mayfield  Robotics,  had  announced  the  shut downing of its production in 2018. 

Ubtech Lynx

•  It is integrated with Amazon Alexa to offer Amazon’s cloud-based voice service. It is the first humanoid robot that has multiple features. 

•  Facial, voice, and the presence of interaction features in the robot permits users to take photos, play songs, dance, and 

perform other similar interactive activities. 

•  It can also provide weather reports, create a to-do list and provide reminders for tasks. In another way, the robot can do day planning, task management, and shop away. 

Robotic vacuum

•  The  main  function  of  any  robotic  vacuum  is  to  perform cleaning and dusting. 

•  This robot helps to remove the dust from floors and hard-to-reach places. 

•  A  variety  of  robotic  vacuums  is  available  to  serve  human beings for managing cleaning tasks. 

 Table 5.3: Examples of domestic robots

Note: The smart speaker's major drawback is that it loses control of the three-dimensional sound when it listens to sounds from a stereo that separates sounds into two channels and plays differently on opposite speakers. 
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Air quality monitoring device

Pollution has been increasing in every corner of the world every day. It is not a good sign for leading a healthy life. It is causing several diseases in human beings. 

Developers are developing IoT devices to monitor and improve air quality. Even indoor air quality is decreasing. Thus, it is becoming necessary to utilize technologies in resolving health issues. 

 Table 5.4  discusses some popular IoT devices which support measuring the quality of air:

Device

Feature

Awair

•  Awair is the name of a company that makes air quality 

monitoring devices for monitoring the air. The latest 

Awair device has been integrated with a smart plug, 

Glow C to measure air quality in a space easily. 

•  The  device  has  features  to  detect  humidity, 

temperature, and volatile organic compounds. 

•  Another positive side is that the device can also trigger devices  that  are  not  connected  to  the  Internet.  For instance, it can trigger air purifiers and humidifiers. 

Foobot

•  It is another IoT device to measure indoor pollution 

within houses, offices, or other indoor public spaces. 

•  It  has  features  to  clean  air,  maintain  humidity,  and check temperature levels regularly. 

•  Easy installation of the device is attracting users. 

Flow Air Pollution

•  It has been considered a new development in the IoT 

market. The personal air quality tracker has features 

to check air quality and inform users. 

•  The stainless-steel body, easy installation, and good 

quality RGB LED are features of this device. 

 Table 5.4: Examples of air quality monitoring devices Home security system

From  ordinary  people  to  business  owners  are  seeking  security  in  personal  and professional space. The security is not limited to protecting from technology threats but also from other physical threats. That’s why cybersecurity cameras are getting popular.  IoT  developers  have  been  developing  security  solutions  in  the  form  of different devices. 
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 Table 5.5  discusses some IoT devices that are not only providing security functions but also offering other solutions:

IoT devices

Features

Canary

•  This is an all-in-one home security device that offers various services. The device has features to capture video and audio. 

It sends alerts to connected phones after capturing any data. 

•  It has a feature to detect any incoming or outgoing activities within  the  house.  Two-way  communication,  crystal  clear night vision, and easy installation are other features of the device. It also supports Google Assistant and Alexa. 

•  The  device  also  monitors  and  checks  humidity  levels,  air quality, and temperature. 

Bitdefender

•  A useful IoT device that offers double-clad network security to end-users. 

•  It protects internet-connected devices against security threats such as viruses, malware, and attacks. 

•  High-performance  ratio  and  parental  control  are  other features. 

RATtrap

•  This is a popular smart internet security firewall device that offers security to internet-connected devices from malware, attacks, or other security devices. 

•  Real-time  threat  detection,  browsing  privacy,  and  ad-blocking are three specialized features of this device. 

 Table 5.5: Examples of home security system

Difference between IoT devices and smart 

products (connected products)

IoT is becoming a common trend nowadays. This technical term always confuses people as multiple ways have been used to explain the technical terms. Someone uses the word IoT, whereas someone uses Connected Components to explain IoT. 

Common people get confused due to various terms being used for the same objects. 

For instance, in the first chapter, various names of the IoT have been discussed. All names are similar to each other with a little difference in meaning. However, the purpose of every term is the same. 
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Similarly,  IoT  devices  and  Smart  products  have  the  same  objective  –  supporting automation  and  making  life  easy  for  everyone.  Yet,  there  is  a  small  difference between IoT devices and connected products. A standard IoT device is a common product  that  depends  on  the  internet  for  generating  output.  Individual  users mostly use the IoT device for personal uses. When different types of IoT devices get connected, it becomes a smart IoT product. Due to this, connected IoT products have been considered great IoT products. The connected IoT products are a part of the IoT ecosystem. One device can connect with other devices in an environment for bringing automation to industry tasks. 

A  device  consists  of  various  components  like  hardware,  sensor,  microprocessor, software, and more. An IoT device is the integration of mainly sensors and actuators. 

For example, a smart lock system is a single IoT device. Similarly, smart TV, smart refrigerators, smart coffee makers, security cameras, and so on have been integrated collectively, which become a smart home system. And this smart home system is known as a smart IoT product. 

Let us understand another example of a light switch as a connected device and a smart device. If the switch works as a connected device, the user can toggle it (either on or off). Also, users can control it through the remote. Suppose the light switch has been designed as a smart device. In that case, it automatically turns on or off whenever the user enters or exits the room. Thus, smart products or devices are embedded with internet connectivity and intelligence. 

It  could  be  stated  that  smart  products  have  capabilities  for  adapting  to  the circumstances of the individual user. Smart products understand the voice, behaviors, patterns, and preferences of the users to provide advanced services. Google voice assistant is also a good example to understand it. It is learning from experiences and answering the questions of users smartly. 

The terms  Smart and  Connected have been used interchangeably. These examples would help to differentiate the devices that are smart and devices that are connected. 

Smart products and devices are reducing the cognitive load of human beings. In contrast, connected devices are focusing mainly on the internet connection of the devices for information exchange. 

Note: The connected device connects a device through the Internet for sharing data and information. In contrast, the smart device uses some kind of intelligence device. This is a difference between a connected device and a smart product. 

Conclusion

The chapter explained the term IoT device in a detailed manner. The development and  deployment  process  of  IoT  devices  and  systems  follow  the  same  steps.  The chapter explained it using simple words. A wide range of IoT devices is available. 
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The chapter explained some important and most widely used IoT devices. Besides, the chapter explained the terms IoT device, smart product, and connected device. 

Nowadays, everyone is using a variety of IoT devices in his or her personal and professional life. This chapter will help the technical and non-technical groups to understand  the  simple  meaning  of  IoT  devices.  It  would  help  readers  to  get  an insight into the development stages of IoT devices. The reader will get information about various types of IoT devices. Various options in the same IoT device category will help the reader understand how they can perform different tasks. It is found that  some  readers,  especially  non-technical  groups,  assume  that  IoT  devices  and smart products are similar. There is no doubt that they are similar, yet, some minor differences exist between the IoT device, connected device, and smart product. The simple examples of smartwatches and smart security houses would help readers to understand that difference. 

This  chapter  and  previous  chapters  have  explained  all  mandatory  and  essential concepts of IoT. The next chapter will explore how IoT is offering a large number of applications in varied industries. These applications are providing various benefits to everyone. So, the next chapter will cover all the major applications of IoT. 

Points to remember

•  The IoT device is a piece of hardware equipment to carry out certain tasks. 

The IoT devices could be embedded into mobile devices, medical devices, industrial equipment, and more. 

•  IoT device development refers to a process that explains how an IoT device works, develops, and performs some tasks. 

•  Based  on  IoT  users,  IoT  devices  can  be  categorized  into  three  categories: consumer, enterprise, and industrial. 

•  Voice-controlled  smart  speakers,  smart  doorbells,  domestic  robots,  home security systems, and air quality monitoring devices are some popular IoT 

devices. 

•  IoT devices and smart products have the same objective which is to support automation and make life easy for everyone. 

•  A standard IoT device is a common product that depends on the internet for generating output. When different types of IoT devices get connected, then it becomes a smart IoT product. 
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Multiple choice questions

1.  Based on IoT users, which of the following does not come under the IoT 

device category. 

A)  Consumer

B)  Enterprise

C)  Industrial

D)  Functional

2.  Which of the following is not a voice assistant smart speaker? 

A)  Alexa

B)  Siri

C)  Kuri

D)  Google Assistant

3.  The Ring is a kind of _________. 

A)  IoT device to control voice services

B)  IoT device to offer security

C)  IoT device to lock the door automatically

D)  IoT device for monitoring air quality

4.  Which of the following is a home or domestic robot? 

A)  Ubtech Lynx

B)  Foobot

C)  Alexa

D)  Awair

5.  Which of the following is an example of an IoT device that measures air quality? 

A)  Siri

B)  Ring

C)  Foobot

D)  Canary
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6.  The Bitdefender is an example of _________. 

A)  Smart lock

B)  Smart doorbell

C)  Smart security home system

D)  Smart speaker

7.  Which of the following is not a feature of RATtraps? 

A)  Real-time threat detection

B)  Browsing privacy

C)  Ad-blocking

D)  Parental control

8.  The smart plug Glow C is integrated with IoT device, _____________. 

A)  Foobot

B)  Awair

C)  Siri

D)  Canary

9.  Amazon Echo is a ___________. 

A)  Security system

B)  Smartwatch

C)  Smart speaker

D)  Smart fitness tracker

10.  Which of the following technology supports IoT in terms of ‘extracting meaningful data from the collected data by sensors? 

A)  Cloud computing

B)  Big data analytics

C)  Artificial intelligence

D)  Fog computing

Answers

  1. D

  2. C

  3. C
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  4. A

  5. C

  6. C

  7. D

  8. B

  9. C

 10. B

Questions

1.  What do you mean by IoT device? 

2.  Explain IoT device development and management. 

3.  Explain IoT devices. 

4.  What is a smart speaker? 

5.  What are the names of companies that are offering voice-assistant services? 

6.  What is a smart doorbell? List down some popular devices? 

7.  What is an air quality monitoring controller? List down some names of this device? 

8.  What is the main difference between the IoT device and smart device? 

9.  What are the roles of IoT devices in our lives? 

10.  Are IoT devices and IoT systems similar? Justify it. 

Key terms

•  Artificial Intelligence: It is a branch of computer science that puts human intelligence into the machine, working like a normal human being. In short, it is known as AI. 

•  Natural Language Processing: It is a part of AI that uses natural languages to establish interaction between machines and human beings. In short, it is called NLP. 

•  Machine Learning: A concept or data analysis method that automates data analytical modeling. It permits systems to learn from data and identify a specific pattern. 

•  Alexa: A name of a popular smart speaker that is helping people with various tasks. 
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Chapter 6

IoT 

Applications

The previous chapter explained IoT devices and how their distinct types are making things easy. This chapter will discuss the most important aspect of the IoT, that is, applications. It is already pointed out in previous chapters that IoT provides a plethora of applications. Different IoT devices are helping multiple industries. This chapter will explore important common applications of IoT. Besides this, the chapter will describe the application in various sectors. 

Common  people  have  been  using  a  security  camera,  smart  TV,  and  many  other appliances in their houses. Detailed information about these products will enhance their knowledge regarding how to use them properly and how they could support the execution of mundane tasks. Healthcare, education, transportation, and public services are common sectors that are leveraging IoT. Many people are unaware of it. 

Information about these products will help them get an insight into it. 

Structure

In this chapter, we will discuss the following topics:

•  Application areas of IoT

•  Smart home

•  Smart city
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•  Wearables

•  IoT in healthcare

•  IoT in education

•  IoT in agriculture

•  IoT in government 

•  IoT in transportation

•  IoT in industrial internet

Objective

The chapter’s objective is to explore IoT applications. After studying this chapter, you will be able to understand various application areas of IoT and learn from every application area. You will also learn about Industrial Internet. 

Application areas of IoT

A range of sensors enabled with new features, wireless networks, and computing capabilities help developers deploy IoT systems as per changing demands. Various reports already predicted the economic benefits of IoT in diverse industries. Business industries  are  seeking  connected  devices  for  their  business  automation.  These connected devices have the potential to bring new devices. 

The manufacturing, transportation, retail, healthcare, agriculture, and supply chain are the top industries mobilizing IoT technologies and systems. Multiple applications and devices have been developed in those industries. All these applications have been  possible  because  IoT  is  a  technology  that  can  easily  integrate  with  other technologies such as machine learning, AI, cloud, and big data. This flexibility of the IoT with other technologies can provide information and generate the output. 

Various companies are adopting these technologies for simplification, automation, and control of multiple business processes. IoT is offering practical applications in every area. 

In  the  next  sections,  we  will  discuss  how  the  IoT  is  providing  benefits  in  those industries. The manufacturing and industrial settings are sectors that are getting benefited  from  IoT.  Multiple  IoT  projects  have  already  been  developed  in those  industries.  The  mobility,  retail,  healthcare,  energy,  and  transportation  are other  verticals  that  are  investing  in  developing  IoT  projects  for  their  respective businesses. 
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Note: It is already predicted that IoT will reach out to every industry. According to International Data Corporation (IDC) research, in 2019, a value $193.60 billion had been calculated in the IoT market. It was predicted that by 2021, 35 billion IoT devices will be installed across the world and it happened. Besides, it is also predicted that by 2025, the ROI of IoT would be #13 trillion. 

Smart home

Everyone  is  aware  of  the  word  smart  home,  which  says  a  home  equipped  with different  IoT  devices.  Whenever  a  user  searches  for  a  keyword  IoT  applications, Google shows the application that is, smart home on its first page. Searching for home automation has been increasing every month. Nearly 60000 people are searching for a smart home. 

Smart  security,  smart  appliances,  smart  lighting,  and  intelligent  environment controls convert a common home into a smart home. This fully connected household environment is providing a prominent level of comfort to the residents of the house. 

Technically, an intelligent home is an integration of fully connected devices. 

The first generation of the smart home was based only on automation and remote control. People were using a smartphone to control AC, blinders, or thermostats. 

Development in AI encouraged developers to use it in IoT devices to bring intelligence to home appliances. By 2019, various IoT devices already arrived in the market. 

Note: According to McKinsey Global Institute's report, by 2025, there will be $11.1 trillion IoT growth per year. In the USA, 12–16% of households are using IoT smart home automation. 

The  embedded  sensors  of  devices  and  appliances  in  the  house  are  collecting  all personal data. They are collecting how you are using these appliances and, based on this, generating the output. In other words, it is learning about the personal habits of home residents and finding out consumption patterns. The appliances are using this sensor datum to adjust daily routines automatically. The companies are analyzing these data to provide the most customized solutions. 

A smart thermostat is one of the IoT appliances that makes a smart home. The main function of this device is monitoring location in real-time and turning the heating on and off. Users do not need to do anything manually. Users can also monitor the electricity consumed by every device, humidity, and air quality conditions. They can also calculate how much they spend on all utilities with regard to money, energy, and time. 

The following points highlight some common examples of smart home technologies and devices:
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•  Smart  sensor  strip  integrated  with  multiple  sensors  (it  is  stripped  to  any object like a window, door, or floor at home). 

•  Wireless power and connectivity device to charge IoT devices, sensors, and connected devices. 

•  Autonomous home that covers inside and outside areas of the house (air monitoring and controlling devices). 

•  Autonomous  appliances  like  smart  TV,  speakers,  ovens,  refrigerators, dishwashers, and more. 

•  Autonomous furniture like smart bed embedded with sleep tracking sensors or a smart mirror that performs skin analytics and physical assessments. 

•  Autonomous security devices like the smart lock, surveillance systems, and doorbells. 

•  Automated energy systems include smart plugs, switches, and circuits. 

•  Solar power surfaces to convert solar power to energy. 

The discussed points have highlighted the primary examples. The smart home market is wider because of an incredible number of IoT devices and services. Companies are also elevating them through new tools to cover all parts of a household environment. 

Real examples

It is known that multiple companies are competing in the IoT device deployment. 

Mark Zuckerberg, CEO of Facebook, has designed a personal AI home automation system,  "Jarvis."  Nest,  AlertMe,  Belkin,  Haier,  and  Philips  are  multinational companies offering smart home services. Among all, Nest is a top company offering multiple IoT devices, including alarms, indoor cameras, thermostats, and more. 

Benefits

The following points are discussing benefits:

•  The  biggest  benefit  is  monitoring  and  controlling  households.  It  includes remote switching of appliances and many functionalities on web applications. 

•  The transparency between the IoT and smart home helps all users to optimize their spending. It means the users can get an insight into consumed electricity, gas, and water. After analyzing waste points and unnecessary things, the users can cut down all utility spending. The users can easily optimize the actual use of resources in a better way. 

•  Another positive impact of the IoT is that it reduces pollution and supports greener  environment.  The  power  consumption,  LED  lighting,  and  waste 
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management system (green energy) are part of the smart home system. All these are enabling the greenery by decreasing carbon emissions. 

•  Comfort lifestyle is another benefit of an IoT smart home. Various household appliances are bringing autonomation to household chores. It is leading the situation-based decision-making capabilities in-house. For instance, a water filter  automatically  turns  off  after  purification,  a  smart  fridge  decides  to reorder groceries online, a smart coffee maker makes coffee automatically, and more. This kind of home automation is making human lives easy and comfortable. 

•  Household  security  becomes  simple  due  to  the  arrival  of  surveillance cameras, smart locks, and biometrics. IoT monitoring systems designed for households  detect  power  surges,  monitor  activities  in  the  commonplace, send  real-time  notifications  on  any  danger  and  find  any  issue  within  the house. All these are improving the security in the place. 

Apart from these benefits, developers have realized the cross-compatibility issues in home automation. In simple words, communication and interaction among different smart machines are getting complex. People are putting the question on "secured data sharing" due to this complex communication. It might also be possible that users will not get the expected output due to the difference between connectivity protocols. Lack of common language among devices is the common reason behind this. And for resolving this, home automation hardware producers are integrating. 

For instance, the companies designing the doorbell are connecting with companies that  are  manufacturing  smart  locks.  It  is  because  doorbells  and  smart  locks  are interconnected with each other. The voice assistant is another method for resolving this issue of cross-compatibility. 

Smart city

The  smart  city  has  been  considered  the  second  top  IoT  application  because of automation in various city areas. A smart city is a normal city where most of the  operations  are  happening  through  automated  systems.  For  instance,  traffic management  systems,  transport  systems,  waste  management,  urban  security, environment monitoring are examples of the IoT systems that convert a city to a smart city. The main reason to bring the smart city concept is to help common people solve problems and lead a comfortable life. 

As  per  the  technical  definition,  a  smart  city  brings  technologies,  society,  and government  into  one  place  to  enable  an  intelligent  environment,  smart  systems, smart economy, smart government, and smart people in a city. The development of urbanization has been increasing the demand for a sustainable and intelligent environment. The smart city is trying to reduce negative environmental impacts and 
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improve the quality of life. In the smart city, devices can easily communicate with other people and other systems like smart doors in smart homes. 

Digi Remote Manager is one of the platforms for building smart cities. The platform is focusing on making the smart city more energy efficient. It can also enable controlling devices like Wi-Fi coverage devices, security cameras, electronic billboards, doors, and mission-critical devices. 

Fleetio is an example of an IoT-based system to track and route fleets for public vehicles.  It  is  also  known  as  a  fleet  management  system  that  can  also  detect  the vehicle's location and monitor driver's activities. Smart infrastructure management manages and controls the water supply system, sewer system, garbage collection, street lighting, and more. 

Real examples

Let  us  see  some  real  examples  of  the  smart  city  where  you  can  find  the  actual technological developments. 

In 2019, IMD Smart City Index 2019 listed smart cities, and Singapore, Zurich, and Oslo were the top 3 cities. To find this, they considered factor, how citizens seek for  technology  impact  during  developing  smart  cities.  By  balancing  the  humane dimensions  and  economic  and  technological  aspects,  IMD  declared  these  cities' 

names. 

Amsterdam Smart LED lighting project is an example of an IoT project to make a smart city. The project has covered the deployment of 144 LED smart streetlights, cameras, and public WIFI network. Remote controls have been used for controlling LED lights. 

Singapore  is  a  top  smart  city  as  most  public  systems  are  automated.  It  uses  an integrated sensor platform named "Smart National Sensor Platform." The sensor's function is to collect, analyze, and share information from connected devices and sensors. The residential meters, cameras, traffic counters, and lampposts are primary data sources. 

Another popular example of a connected smart city is Amsterdam. The project was started in 2009 and was successful in completing more than 170 projects. The projects' 

primary focus was sharing traffic and transportation data to anyone interested like developers  who  like  to  design  mapping  apps  for  the  city.  Besides,  the  city  used autonomous delivery boats, Robots, for moving things on time. The project is also working to resolve the issue of overcrowding through an energy-efficient system. 

Benefits

The following points are discussing the benefits of smart city development:
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•  A connected smart city is productively encouraging data-driven decision-making. All connected devices are accessing that information that was never accessible  previously.  Data  analytics  strategies  are  extracting  meaningful information from the collected data. And, effective decisions are improving the lives of people in the city. 

•  A  smart  city  is  easing  the  traffic  through  automated  traffic  management system. The intelligent traffic signals, automated vehicles, and trackers are primary parts of this automated system. It is not only optimizing traffic flow but also reducing congestion. 

•  Government engagement has been increased with the common citizens. It has  become  possible  because  of  interactive  maps,  accessible  government data,  user-friendly  digital  services,  self-service  portals,  and  many  more smart services. This engagement is building trust between the people and government. 

•  The  connected  smart  city  is  encouraging  energy-efficient  systems.  It  is reducing waste and pollution. The air quality sensors and renewable energy systems are reducing the adverse consequences on the environment. 

•  Security  improvement  has  been  observed  that  automatically  minimizes the  number  of  crimes.  Connected  crime  centers,  body  cameras,  gunshot detectors, and license plate recognition are examples of smart city projects. 

All these are promoting safety within the city. 

All these points are highlighting the primary benefits of the smart city. Apart from these  points,  there  are  multiple  benefits,  such  as  efficient  public  utilities,  digital utilities, and improved infrastructure. 

Note:  It has been found that smart city projects get started but get delayed. It happened because of longer deadlines for tenders and other documentations. It is leading delay to finish the smart city projects. 

Wearables

The market is also filled with thousands of wearable devices that include fitness and health devices. The primary objective of the wearable is associated with personal monitoring activities. Monitoring heart rate, tracking footsteps, measuring weight, and assessing other metrics are the standard functionalities of wearable devices. The wearable can interact with third-party applications to offer automated healthcare services. For instance, a wearable device can be paired with a mobile app to send required notifications and alerts to the respective people. 
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Smart hairbrushes, blood pressure monitors, thermometers, and smart medication dispensers are popular healthcare wearables. Samsung, Apple, and Misfit are the market leaders in IoT wearables. 

Benefits

The following points are discussing the benefits of wearables:

•  Health monitoring and remote diagnostics are the greatest benefits of the wearables. Embedded sensors and integrated fitness trackers monitor the health activities to keep the person healthy. It also provides safety by sending notifications at the right time. 

•  The wearable provides benefits to the patients and also to common people. 

For any patient, even older, it is easy to monitor various health activities, track medication, and consult doctors themselves without any dependency. Even medical practitioners are using tracked personal health data for improving diagnosis. 

•  Wearables are making communication easy and hands-free through emails, calls, and alerts without using a smartphone. The data-driven approach of the wearable is improving personal care. 

A wearable should be reliable and accessible to everyone at lower costs. The battery life of the wearable must be optimized for accurate predictions. A complex power consumption  attribute  might  bring  difficulties  while  measuring  any  metric.  The multi-radio interference, waterproofing designs, signal and power integrity issues, and other common problems might occur while operating devices. 

Now,  IoT  wearables  have  been  changing  the  daily  routines  of  common  people. 

Although it is not fully penetrating the daily lives, it will soon happen. It will increase with the development in healthcare due to the availability of huge wearables. 

IoT in healthcare

The  healthcare  industry  is  vital.  IoT  has  already  impacted  this  industry  through innovations,  connected  medical  equipment  and  devices.  The  doctors,  patients, medical practitioners, and researchers leverage all these innovations in providing effective healthcare services. 

It  is  known  that  healthcare  is  a  critical  industry  that  has  a  lot  of  complexities, responsibilities, and regulations. The existing innovations have been reducing a lot of complex works. Yet, the sector needs innovations to bring complete automation to the healthcare services. 

IoT has only one main objective – to connect objects. This would help developers and researchers invent tools and devices to assist problems during a crisis. For instance, 
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the COVID-19 pandemic in 2020 brought different health vulnerabilities, concerns, and inefficiencies. IoT helped in bringing devices that could test the coronavirus symptoms among people. 

It has been found that there are countless opportunities in this sector. And, execution of  those  opportunities  has  been  happening  gradually.  Just  like  the  development in  wearables  is  bringing  opportunities  in  the  healthcare  sector,  these  advanced medical IoT devices will widen the scope in remote monitoring of patient's health, telemedicine, online counseling, robot assistance, and more. 

Note: It was predicted that 40% of IoT devices would be developed for the healthcare sector by 2020. And it happened. The arrival of various applications and connectivity tools is its proof. In a word, the future generation would mostly depend on telemedicine and telehealth. 

The continuous medical and healthcare challenges brought new medical professional requirements to offer reliable healthcare services. The diversity of applications in the healthcare industry exists. The following point out those diversities:

•  Medical  research  is  the  foremost  need  in  the  healthcare  sector.  Without research,  it  is  tough  to  provide  a  quality  healthcare  service.  Besides,  the existing research relies on specific controlled environments, limited devices, and  volunteers.  All  these  are  creating  challenges.  However,  advanced technologies are overcoming these challenges. The real data helps to generate reliable output. IoT is making it possible to acquire objective data and support the development of required medical innovations. This actual data is helping to create accurate and practical solutions after executing potential research. 

•  Connected  medical  devices  are  the  next  application  areas  within  the healthcare industry. IoT has already invented small to large medical systems for improving the availability and power of medical services. Still, IoT can integrate with other technologies like artificial intelligence, data analytics, and so on to offer better healthcare solutions. IoT is removing the gap by introducing systems instead of various tools. In other words, a single IoT-based  system  can  easily  identify  any  faults,  missing  elements,  and  other imperfections in the offered healthcare services. Apart from this, the system can identify hidden patterns and promote suitable suggestions. 

•  Another application area within the healthcare industry is patient care. A few years ago, medical professionals had limited options like phones or in-person meetings to connect with patients and guide them for the right medications. 

Now, IoT is giving opportunities to medical professionals to connect with the patients anytime from anywhere. They can use their knowledge, skills, and training to solve multiple problems. They can utilize IoT tools, real data and  other  equipment’s  during  the  medication  procedure.  IoT  is  helping 
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them to get precise and accurate results. The healthcare professionals are taking swift actions after analyzing these data. They are using apps to track patient medication, recovery and suggesting appropriate prescriptions on time. Online medical consultancy is getting popular in healthcare due to the IoT tools. 

•  Earlier, sharing real-time data and medication information with patients was another  challenging  task  for  healthcare  professionals.  The  innovative  IoT 

applications and solutions overcame this challenge. Now, it is easy to share any data in a few seconds. All this is possible due to IoT devices and wearable technologies. The IoT is encouraging people to support and participate in their self-healthcare. It is improving health services and bringing satisfaction among patients. 

•  Emergency  and  healthcare  are  interlinked  with  each  other.  In  the  health sector, an emergency can happen at any time. For instance, lack of resources, medication  research,  disconnection  with  basic  facilities,  and  so  on  might bring trouble. Earlier, it was tough to manage all emergencies on time. Now, whenever some medical emergency occurs, it is easy to share the patient's profile before their arrival. It gives time to doctors to analyze reports and make all necessary arrangements to deliver the right treatment. 

The  preceding  points  are  emphasizing  the  primary  application  areas  within  the healthcare sector. It is a continuous process and IoT developers are designing new medical systems as per the demands of the sectors. 

Real examples and projects

Medisante  is  an  IoT-based  healthcare  project.  It  is  a  remote  patient  monitoring device to monitor all assets connected with healthcare applications, general medical equipment, and battery life. The main function is to perform personalized patient care anytime. 

Smart Continuous Glucose Monitoring (CSM) is one of the popular IoT medical devices. The CSM has been developed to help people with diabetes monitor their blood  glucose  levels  constantly.  Users  can  use  smartphone  apps  to  interact  with the  device.  The  application  collects  patient's  data  and  helps  patients  to  calculate insulin dose and its impact. At present, diabetes has been increasing rapidly. The development of this device is a way to help people who cannot visit the clinic all the time and need to check up daily. Numerous smart CGMs are available in the market. 

Connected inhaler is another IoT device that is helping asthma patients. Finding and controlling symptoms becomes easy. Propeller Health is a top company which is producing smart inhalers. Like other devices, it is a kind of sensor integrated with 
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an inhaler or Bluetooth spirometer. A mobile application needs to make a connection with the device and verify all symptoms. 

RapidSOS is getting trendy that collects data and makes a health profile of a particular person. The app also collects live incident data. There is one emergency API Suite in RapidSOS, either an app within a lifesaver or device. Users can easily connect it with their home security system, wearables, and connected cars. 

All these are some examples. Applications of IoT in healthcare are increasing. It is not limited to devices and apps. Various start-ups are on the way to provide top-quality healthcare services to address issues. Cardiomo, smart hospitals, Elvie pump, connected lenses, and so on, are other examples. Apple is the number one company in the development of ResearchKit, HealthKit, and CareKit. The future medication would depend on the Android and iOS apps. 

Benefits

The following points are discussing IoT healthcare benefits:

•  Preventive medicine's abilities have been increasing due to IoT. The collected data helps the healthcare professionals to understand the patient's conditions and  respond  accordingly.  It  becomes  easy  to  diagnose  any  issue  which might  become  a  serious  one.  It  is  encouraging  evidence-based  informed decisions, which is automatically improving the treatment. In simple words, IoT is promoting proactive medical treatment, faster disease diagnosis, and simultaneous reporting and monitoring. 

•  Mobility  is  another  important  benefit  of  IoT  in  this  industry.  Tools  and technologies are bringing difference for all medical practitioners and staff in the frontline. The best example to explain this is the changes that happened during COVID-19. In that situation, patients were seeking urgent help; they were unable to move outside. And, doctors were needed to provide medical help. And in this situation, IoT tracking systems and devices played a key role. Doctors were using the tracking systems to get notifications on time and prescribe medicines as soon as possible. All these are reducing costs for both patients and doctors. 

•  IoT makes effective management of drugs and equipment in a few seconds. 

Connected  devices  and  tools  are  reducing  physical  distance.  This  is  also reducing the costs which could be used for other things. The automation of tracking medicines, reminders, and so on is making things simple in the healthcare sector. 

•  IoT  in  the  healthcare  sector  is  improving  the  patient’s  experience  during treatment, medication, and reminders. Patients can easily and comfortably connect with the doctors. When patients get treatment on time, it increases their  satisfaction.  The  hospitals  are  integrating  IoT  to  provide  high-class 
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medical services, which is helping them to earn customer loyalty. It has been found that a reduction in patient's waiting time is enhancing the image of hospitals. 

These  are  some  of  the  most  important  applications  of  IoT  in  healthcare.  The unparalleled benefits have been amplifying the quality of treatments and supporting to improve the patient's health. 

Another side of IoT development is usual challenges such as data security, privacy, integration of devices, compatibility between different protocols, higher costs, and data overload. One chapter will solely discuss all these challenges related to security and privacy. 

IoT in education

Everyone is aware of the status of education across the world, especially in developing countries. According to studies and statistics, it has been found that more than 50% 

of students do not feel interactive at schools. Constant stress and negative reply have been found in the survey. Parents are not satisfied with the quality of education. The outdated curriculum is one of the biggest reasons behind this. Besides this, paper textbooks, traditional teaching methods, and only high-scoring numbers are other causes. 

World  Economic  Forum  pointed  out  that  skills  like  problem-solving  and  logic, computer  science  and  engineering,  collaboration  and  ethics,  creativity  must  be taught in schools. Few schools and education institutes are providing some of these skills. In this technology era, acquiring these skills is as important as developing technical skills. Young generations face struggles to compete in the current market or find out career paths due to a lack of skills. The market is demanding skills along with academic knowledge. 

These  problems  could  be  resolved  through  the  adoption  of  technologies  in  the education  industry.  Various  institutes  and  schools  utilize  artificial  intelligence, augmented  reality,  virtual  reality  and  improve  institutional  infrastructure  and learning processes. However, the latest technological paradigm, IoT is not as popular as other technologies in the education sector. The IoT is taking its place in education slowly. Institutes have realized the power of IoT and have gradually adopted it for various  tasks  such  as  infrastructure,  teaching  methods,  interactive  sessions,  and more. 

Most  schools,  colleges,  or  other  educational  institutes  will  soon  embed  IoT  for their  daily  routine  activities  and  teaching  methodologies. As  compared  to  other technologies, the implementation of IoT is less expensive. 

Let us understand how IoT is offering opportunities in the education sector. The following points are describing some applications:
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•  IoT-enabled smart board is a popular buzzword nowadays in the education sector. Blackboard is the most widely used presentation method of teaching although it is an older presentation medium. IoT developed a smartboard, an interactive whiteboard that permits users to interact with it. The word smart with the board is itself describes that a simple board (white/black) has been integrated with devices through the internet. Users can easily draw anything or write any word with their fingers. The smartboard is also known as a multimedia poster board as it can present images, audio, videos, animations, and hyperlinks. 

•  Virtual  poster  boards  help  users  to  make  virtual  posters  and  share  them with anyone. The multimedia, infographics, and tutorial videos are helping to  create  interactive  teaching  sessions.  The  integration  of  textbooks  on websites  supports  enhancing  interactive  learning  through  videos,  online assessments,  animations,  and  materials.  It  is  improving  the  relationship between the students and educators. The discussions on real problems have been increased in the classrooms, which is a positive sign. 

•  The  next  application  of  IoT  in  education  is  an  automated  attendance monitoring system. Every institute checks out the attendance of a student for ranking. However, there are differences in attendance rules among schools and institutes. Most academics set out a mandatory attendance percentage for  students.  The  automated  attendance  monitoring  system  has  features to  help  institutions  to  calculate  the  required  percentage  for  all  students. 

It would reduce human error, which mostly happens while assessing the attendance manually. Thus, IoT-based attendance will save time and support an effective regulatory system. Another feature of this system permits the institute to send electronic messages to the parents in case of the absence of students without notice. Another positive side of the system is that it can also track students living in the hostels. It is a kind of safety for the academic institutes. 

•  Security is the responsibility of all academic institutions. It is not limited to protect students but also protects all resources. IoT offers numerous tools and technologies to provide high security in the classrooms, training rooms, labs, playgrounds, and other areas. The Wi-Fi clocks, emergency indicators, audio  enhancement,  and  hearing-impaired  notifications  are  examples  of such  security  tools.  Besides  this,  institutions  are  implementing  IoT-based communication systems to enhance communications in terms of notifications and alerts. These systems permit them to utilize features like pre-recorded instructional messages, bell schedules, live bulletins, and specific emergency alerts  to  handle  any  emergencies.  The  IoT-enabled  escort  drones  could be operated using a smartphone when the students return from school to improve safety in cases of accidents, kidnaps, or attacks. It is a good security tool for primary and secondary level students. 
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•  Every student has the right to get an education irrespective of their physical status.  IoT  is  helping  disabled  children  acquire  knowledge  as  per  their interest by bringing tools. For instance, connected gloves and tablets help deaf and hard-of-hearing students convert sounds into written language or translate sign languages into verbal voice. Modern methods of teaching are helping disabled learners to learn things like a common student. 

•  The development of educational apps is encouraging interactive learning. 

Integration between the IoT devices and educational apps enables educators to make responsive teaching which means two ways of learning. It has been found that if the learning is one-sided only, it might not provide the required lessons to the students. But, if one-way converts into two-way, it becomes easy to educate students without putting effort. 

These points are common applications of IoT in the education sector. It could be said that IoT needs to work more to generate more applications in fields like special education, personalized learning, and physical education. 

Real examples

EdModo  is  one  of  the  examples  of  a  connected  communication  platform.  This platform's main function is assisting students, teachers, parents in tasks like sharing learning materials, exchanging tips, keeping track, and improving the teaching. 

C-Pen is a portable scanner tool that permits students to write anything and save it digitally. It ensures that students will never lose their notes or lessons. Students can find out the word's definition, make memos, learn accurate pronunciation and do language translation. 

Magicard  is  a  tool  for  collecting  real  data  from  students.  The  device  has  been implemented in the U.K. to help the institution acquire and consolidate required data to monitor attendance, track facilities, and follow-up. Smart cards like payment cards, physical access cards, logical access cards, health data cards, and attendance cards are parts of this tool. 

Benefits

Like other areas, IoT is giving multiple benefits to all types of educational institutions. 

The following points are pointing out those benefits:

•  An education institution needs to do lots of paperwork to manage things like attendance (student and staff), curriculum, outside activities, resources, stakeholders, and funds. IoT has the potential to establish a solid foundation to improve the management within the institution. Faster communication systems,  a  secured  environment,  and  an  interconnected  decision-making framework  help  educators  refine  the  traditional  management  processes using technologies and present an effective management system. 

 IoT Applications        123

•  Earlier, it was tough to collect real data about student's progress or presence in schools. Now, IoT is permitting institutions to collect and track accurate data through sensors. The tracking of student's attendance, teachers, resources, and  so  on  would  improve  engagement,  management,  and  teaching  in  an institution. 

•  Accessibility to the Internet is also promoting global education across the world. Now, education is not limited to a physical space. It is going outside from that physical space. Students can learn from their desired national and international institutions. Educational professionals are employing IoT for building uniform teaching standards and training programs. They can share their experiences with others globally. 

•  On-demand video monitoring tools, vaping and smoke sensors, drones, and so on, are solving the security issues in the virtual and physical environment. 

It can be said that these tools are promoting a safety culture to provide surety of security to students, parents, and other associated people. 

These points prove that anyone can attend a class from the living room, switch to online courses and learn from practical examples. Finding tutors beyond the border becomes easier. All these are encouraging and make learning interactive through technologies. 

IoT in agriculture

The agricultural industry is playing a pivotal role in the economy of any country. It is fulfilling the livelihood of human beings. The industry needs to take full advantage of  all-modish  technologies  to  supply  food  needs  to  increased  populations.  The changing lifestyle demands more organic and natural foods from this industry. To fulfill the food necessities and demands, the industry needs to defeat challenges such as extreme weather conditions, rapid climate changes, technological impact on the environment, and lots more. IoT brings smart devices that permit users to connect their devices with the internet and do anything. IoT also brings the concept of smart agriculture  through  intelligent  devices,  tools,  and  techniques.  The  automation, remote diagnostics, real-time data accessibility, and analytics offer opportunities to produce more without investing large capital. This smart agriculture is enhancing productivity, reducing wastes, and generating values. 

Note: U.N. Food and Agriculture Organization has announced that by 2050, the agriculture industry needs to produce 70% more food to feed people across the world. 

The following points are discussing applications of IoT in the agriculture industry:

•  Precision  farming  or  precision  agriculture  refers  to  a  process  that  drives a  correct  farming  procedure.  Precision  farming  enables  us  to  make  data-
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driven decisions. It happens due to automated vehicles, sensors, robotics, automated hardware, and lots more. The farmers can extract real data and metrics (like temperature, lighting, humidity, and so on) through sensors. 

These metrics help farmers to make proper decisions related to fertilizers, amount of water, and pesticides to raise healthier crops. Apart from this, virtual optimizer, Variable Rate Irrigation (VRI) optimization, soil moisture probes are some other IoT tools to optimize the farming process at a lower cost. 

•  Livestock  monitoring  is  another  example  of  IoT  adoption  in  traditional agriculture. The collection of real data related to location, cattle, and health helps farmers to regularly assess livestock. In case some issues are identified, the farmers can act on them. For instance, if some animals get sick, it is good to separate them to protect other animals. It automatically reduces the labor costs also. 

•  Climate changes directly impact the crops. With the help of IoT tools, farmers can get information about the weather and climate. The weather station is integrating different smart farming sensors located in various fields. These sensors acquire data from their surroundings and send it to a separate cloud server.  These  data  have  been  used  to  map  the  climate  conditions,  select suitable crops and take essential measures to enhance the farming process. 

•  Greenhouse  farming  refers  to  enhancing  the  crops,  fruits,  vegetables  and controlling environmental parameters. The proportional control mechanism and manual intervention are two common methods of greenhouse farming. 

Both have some drawbacks like low production, high labor cost, and others. 

The  development  of  IoT  brought  the  concept  of  smart  green  housing  to monitor and control climate remotely. 

•  The  agricultural  drone  is  a  game-changing  development.  IoT  brought the  automated  machines  in  the  form  of  the  drone  to  support  agriculture in  several  ways.  The  "Unmanned  Aerial  Vehicle"  is  another  name  of  the drone.  At  present,  aerial-based  and  ground-based  drones  have  arrived in  the  agriculture  industry.  The  main  function  of  drones  is  to  execute surveillance functionalities. These drones have been used to help processes like crop planting, irrigation, health assessment, soil analysis, fighting pests, monitoring, and field observation. DroneSeed develops agricultural drones to plant trees in deforested areas. The drone can alone do more work than human labor. 

•  The integration of data analytics and IoT is helping farmers to take advantage. 

Getting  data  in  real-time  has  been  used  for  making  different  predictions to  improve  farming.  Prediction  of  crop  harvesting  time,  disease  risks, infestations, and so on is reducing risks. For instance, the crop performance 
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platform is a real platform for helping farmers find out information about any vulnerability. The preliminary information about the unfavorable condition is useful for the optimization of water supply and crop management. 

•  IoT  is  developing  an  end-to-end  farm  management  system  which  is  also known as the production management system. Multiple devices, sensors, and  tools  are  integrated  into  the  system.  Powerful  dashboards,  in-build reporting features, and analytical capabilities are the major features of the system. 

Real examples

A company by the name Cowlar is providing a cow monitoring system for collecting related information like health, activities, temperature, and other data. These data have been sent to the server so that the farmers can monitor the current situation and make wise decisions. 

Growlink and Farmapp are some famous companies that are offering IoT agriculture products. GreenIQ  is  one  of  those  products. It  is  a  smart  sprinkler  controller  for managing irrigation and providing remote lighting. CropX and Mothive are other companies that are also building IoT products to support smart agriculture. 

Benefits

The following points are discussing IoT agriculture benefits:

•  Real-data  acquisition  about  the  farming  procedure  is  the  biggest  benefit. 

Before developing sensors, it was tough to predict any situation and prepare for managing that situation. It becomes easy to use technologies, understand predictions  and  visualize  farming  status  for  making  quick  decisions  and getting better output. 

•  Automation in farming processes is boosting productivity. Automated crop monitoring is supporting effective planting, harvesting, and irrigating. All these  have  increased  the  production  rates  and  reduced  operating  costs. 

Besides,  it  is  also  decreasing  human  labor  costs  and  the  consumption of  unnecessary  resources.  By  tracking  production  rates,  the  farmers  are increasing the value of their farms. 

•  Livestock  farming  has  improved  due  to  effective  livestock  monitoring. 

Geofencing  and  location  tracking  are  making  things  easy  to  find  out  the location of any missed animal. The identification of health issues of animals is no longer a tough task for the farmer. 

These are offering major benefits in the agriculture industries. The development is a continuous process and developers bring multiple new tools and devices to enhance the traditional farming procedures. 
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IoT in government

Previous  sections  have  already  discussed  different  application  areas  of  IoT. 

Another great application is associated with the Government that is responsible for providing safety, health care facilities, and other services to the public sectors. IoT 

can offer various tools and techniques in the public sector for the smooth execution of government activities. It is helping to collect data from various public sectors and utilize it for making big government decisions. 

Presently, multiple government projects have been initiated using IoT. Smart city development is a good example of a government project designed to help the public. 

The smart city helps the government to develop effective planning and controlling systems to secure all city corners. IoT is making it simple to analyze factors such as mapping, population rising, social offering, transportation patterns, water delivery, emergency  management,  and  zoning.  Smart  city  has  already  been  discussed  in previous  sections.  Besides,  online  electricity  bill  reading  at  every  home  could  be considered as a medium-level project. Regardless of the project size, it is visible that IoT has been gaining popularity in most government activities. 

The following are some points that explain the applications of IoT in Government sectors. 

•  Every government must provide safety to the common people in all ways. 

Due to this, every country’s government has its armies serving at borders to protect everyone from enemies. Providing national security services at various places is a challenging task for the government. It requires a lot of resources  to  accomplish  this  task.  IoT  has  brought  various  security  tools, gadgets, and other equipment to offer national security at all points. The IoT-based  surveillance  systems  and  sensing  systems  provide  real-time intelligence,  location  tracking  of  vehicles,  video  footage  of  sensing  areas, and  pre-assessment  of  situations.  It  becomes  easy  to  build  an  intelligent IoT  network  to  minimize  criminal  activities.  The  network  also  supports preventive actions to respond to any security threat. 

•  The government also has the responsibility to manage infrastructure in every public place. Effective infrastructure management results in good governance. 

The infrastructure includes roads, bridges, water supply lines, power grids, airports, rail lines, gas supply, and other similar facilities. Common people depend on these facilities. Hence, the government can utilize the IoT sensing devices, tools, and other systems to execute the infrastructure functionalities. 

For instance, IoT supports the government to initiate infrastructure projects related to roads, power supply, and railway lines. 

•  An emergency can happen at any place and at any time. It could be related to security, fiscal crisis, or natural incidents. Due to this, governments need 
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to  develop  an  emergency  response  plan  to  respond  to  such  emergencies. 

They  have  plans  for  managing  situations.  Now,  the  government  can include IoT in these plans to respond to any emergency. The IoT adoption is already helping governments to assess situations or incidents to respond appropriately.  Various  tools  such  as  environmental  sensors,  surveillance cameras,  and  location  trackers  are  helpful  in  emergency  management. 

Disaster  management  needs  similar  prevention  to  manage  either  human-made or natural disasters. Integration of IoT in prevention methods would ensure public safety. 

After discussing these, we could say that governments are establishing a solid and protective foundation for improving public services using IoT. Every government is supporting smart infrastructure in all cities. 

Real examples

Every country has implemented IoT projects. In the UK, multiple projects have been providing services in public sectors. The River Clyde Housing has been initiated in a real state. The project aims to install sensors for monitoring temperature, wind speed, wind movement, and other similar factors. Besides, the government is trying to use smart bins to monitor waste levels using sensors. The project also sends alerts to respective teams when the bins need to be emptied. Similarly, other projects are established to serve common people in a better way. 

Benefits

Like other sectors, IoT is offering benefits to governments. The connectivity, efficiency, reduced costs, and time and so on, are standard benefits of IoT. Every government and its people are getting all these things from the different applications of IoT. Public sectors and governments are associated with each other. Governments always to better service to their people. It is happening because of the arrival of technologies and tools. They have already streamlined their public services to reduce potential risks. The efficient IoT systems have been improving all types of public services and encouraging smart infrastructure. 

IoT in transportation

Transportation is an industry that is responsible for moving not only objects but also human beings safely. Transportation has a leading role to play in the global economy. This industry always demands reliable and secure movement irrespective of its type (road, rail, air, or water). Technologies have changed traditional transit. 

IoT has brought the concept of smart transportation in all types of transportation. IoT 

is boosting operational efficiency and security in transportation through automated devices, connected vehicles, and smart infrastructure. 
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Note: It has been predicted that by the year 2025, smart global transportation would reach $262 billion. 

IoT devices could be deployed in multiple areas in the transportation sector, including traffic congestion systems, ticketing systems, telematics systems, surveillance and security  systems.  IoT  enabled  technologies  to  have  already  brought  a  change  in the sector and its working operations. Let us see how the sector is utilizing IoT in various modes of transportations (rail, water, avenue, or car):

•  Irrespective of the type of transportation, fleet management is necessary to enable  secure  transportation.  In  other  words,  tracking  respective  vehicles in the freight segment of transport ensures the safety of things and human beings.  IoT  implementation  in  transportation  provides  real-time  data  of vehicles.  Using  this  information,  it  is  easy  to  monitor  the  actual  location of  the  vehicle. Apart  from  this,  the  sensors  collect  information  about  the driver, driving time, rest breaks, and lots of others. Customized dashboards, real-time  decisions,  geo-fencing,  and  GPS  tracking  are  some  features  of fleet  management. All  this  information  is  helping  to  monitor  drivers  and their  behavior. Automated  fleet  management  is  improving  transportation functionalities  in  fuel  consumption,  maintenance,  and  regulations  and reducing accidents. 

•  Rail transport is getting benefited after adopting the IoT-based connected devices and sensors. Rolling out rail and stock infrastructure is no longer a stressful task. The railway department has been able to monitor the stock and  assets.  Alerts  and  real-time  monitoring  are  lowering  rail  accidents and  strengthening  rail  safety. Mass Rapid Transit (MRT)  utilizes  the  IoT 

for performance optimization in various areas such as scheduling, system troubles, and shipping instances. 

•  The connected car is a great achievement in transportation. IoT has introduced internet  connectivity,  sensors,  and  actuators  in  the  car  and  converted  it into a connected car. Thus, it becomes possible to monitor through engines and  brakes  the  controlling  activities  like  tire  pressure,  gas  composition, collisions, and so on. The camera and radar equipment are helping to spot and communicate with others. 

•  Public transport management is another application in smart transportation. 

The existing solution elements are already discussed, including integrating ticketing,  passenger  information  systems,  automated  fare  collection,  and advanced vehicle logistic solutions. These elements create public transport management systems to help the public by offering solutions to economic and social transportation problems such as traffic congestion. 

•  Traffic management is another major achievement of IoT in transportation. 

The smart traffic management system makes the smart city. Elements sensors 
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for  real-time  data  collection,  actuators  for  controlling  and  surveillance cameras  make  a  smart  traffic  management  system.  It  is  offering  smart accident assistance, smart traffic lights, and smart parking system. 

•  Toll and ticketing are one more IoT attainment that has brought a simple support toll and ticketing process. Entry of IoT in transportation has replaced the conventional toll system and long queues in physical ticketing centers. It has removed the need for a workforce in both centers. Automated tolls with RFID tags have reduced waiting time and improved the traffic flow. 

•  The supply chain is a primary operation in the business. Complexity has been  increasing  in  connecting  data,  products,  people,  and  processes.  The integration of IoT with the supply chain has already changed the traditional methods  of  supply  chains.  The  internet-based  supply  chain  is  bringing opportunities by connecting retailers, logistics operators, and manufacturers. 

The lifecycle of any product is visible to everyone. It means customers can track and monitor every step after placing an order till the delivery time. 

Real examples

Transportation is the second largest industry that is investing in IoT. The INRIX is a UK-based start-up that is offering excellent transportation solutions. It is analyzing data from road sensors and all vehicles for providing traffic and parking information. 

The INRIX is promoting self-driving cars and encouraging road safety. It has already covered more than 15000 cities across 88 countries for building a database of parking locations.  The  database  has  already  collected  data  from  over  two  lakh  parking stations. 

Chicago-based company GE Transportation is serving the rail industry. The offered services are real-time condition monitoring, IoT-enabled connectivity, controlling, predictive analytics, route optimization, and more. The company has implemented various technologies to offer these services. For instance, the intelligent cruise control is an implemented technology for improving handling, maximizing train lengths, and reducing fuel consumption. 

Amazon is the best example to explain the internet-based supply chain. It is a fact that Amazon is the number one e-commerce company to provide services on time. It is popular because of its excellent supply chain process and logistics. In warehouse rooms, robots have been used for product scanning. The connected robots perform their duties whenever Amazon Prime orders are placed. After that, workers do either packaging  or  restocking.  In  this  way,  the  integration  of  IoT,  robots,  and  humans results in an excellent supply chain process. 

Benefits

The following points are discussing IoT transportation benefits:
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•  Safety is the foremost priority in transportation. The assisted driving feature of smart transportation has abilities to provide safety and protection. Using this feature, vehicles receive real-time data and other information. We can either turn the car or break the car using this information. It is supporting more accuracy in data gathering. 

•  Public transport management offers numerous benefits including real-time vehicle  tracking,  accessing  information  about  personalized  traveling,  and data analysis. For instance, public transport agencies can easily communicate with  the  passengers  to  provide  arrival  time,  departure  time,  and  other related information about their traveling plans. Monitoring real-time data helps to make the required adjustments for unexpected incidents such as emergencies, accidents, and roadworks and avoid big issues. Personalization is happening due to the integration of IoT and analytics. The system analyses the existing patterns and behaviors to provide more relevant data. 

•  Dynamic  navigation  is  also  providing  benefits  to  human  drivers.  GPS 

navigation and IoT integration are improving the navigation systems. Real-time feedback is supporting to adopt the traffic changes and improving safety. 

It is known that spillage is the biggest reason behind the traffic accident; hence, drivers working in environmental waste transport must avoid risky traffic situations. And, IoT is helping them to identify the congested areas which  might  cause  an  accident.  Thus,  environmental  waste  transport  is getting benefits through fluid navigation. 

•  IoT-based  predictive  maintenance  is  optimizing  vehicle  maintenance  by instantly  providing  repairment  information.  Earlier,  drivers  were  unable to find exact maintenance and IoT is helping them to come out from the traditional  methods  of  vehicle  maintenance.  The  IoT-based  systems  can easily  measure  the  performance  of  the  vehicle’s  various  parts  and  send alerts to prevent any major accidents. These alerts would let the drivers or manufacturers act on the damaged parts. 

•  Everyone is aware of Ola, Uber, and similar services that brought disruptive changes in the transportation industry. IoT brought the concept of ridesharing to support common people in reaching their destination in a few seconds. 

A  mobile  application  has  been  used  to  track  the  location  and  route  of  a particular place. The passengers can easily install the apps, book any cab, track their route, check out time and make payment online. It is saving time and money for the passengers. 

IoT  is  bringing  changes  in  every  transportation  mode.  We  have  already  been observing and enjoying smart road transport. Google Maps is a popular example of an IoT-connected app that helps to find out routes and optimize travel. Similarly, maritime transport is leveraging the digitization and eco-system by adopting the 
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IoT. These are happening because of advanced algorithms, pre-braking and braking functions, highway speed controls, and semi-autonomous operations in vehicles. 

IoT in industrial internet

Industrial Internet or Industry 4.0 is the industrial revolution after the arrival of IoT in manufacturing sectors. IoT has brought drastic changes in industry operations. Due to this, Industry 4.0 is also known as Industrial IoT (IIoT). Industrial internet refers to using connected devices and machines in various industries, including gas, power generation, or other industries that depend on manufacturing. Like other industries, the main reason to bring IoT in industries is to automate complex manufacturing operations. It is known to everyone that, before the arrival of technologies, factories needed to invest in labor and machinery for the execution of business operations. 

And when IoT was introduced, it made businesses function at ease within factories. 

IoT transformed the traditional factories into connected factories. In other words, IoT techniques have been embedded into the machinery of factories. It is making it easy to transform information to the required place or people. Machine robots are replacing laborious human tasks. It is encouraging automation and optimization. It becomes easy to apply the concept of remote working for managing the various units of factories using IoT. Every unit can easily connect with other units for handling business operations using the same concept. 

Effective  facility  management  within  the  industrial  internet  has  become  possible because of IoT sensors. A factory is always surrounded by risks that might lead to big issues. So, sensors are helping send alerts in case of emergencies or other events. 

Besides, manufacturing equipment with sensors has the potential to trigger alerts whenever  maintenance  is  required.  For  human  beings,  it  is  a  little  tough  to  find out issues within pieces of machinery. Sensors have been installed in machineries based on some specific conditions, temperature, and other required factors. When the sensors find something contrary to these factors, then it sends alerts for required maintenance. Taking actions at the same time reduces costs and major accidents. 

It  also  enhances  operational  efficiency  and  saves  a  lot  of  time  on  the  traditional maintenance process. In this way, business owners are getting various facilities for the factory’s operations execution. 

Production  line  and  inventory  are  other  crucial  parts  of  the  industry.  IoT  is smoothening  the  processing  of  the  production  line  through  automation.  It  has made  it  simple  to  monitor  every  production  step  and  provide  recommendations for changes. Robots and other tools have already reduced the burden of inventory management.  Earlier,  the  supply  chain  was  complex  and  it  was  not  easy  to  find out the availability of specific materials, track supplies to their required place and deliver quality products. With the help of automated tools, systems, and techniques, it is easy to check every step of inventory management. 
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Every  factory  needs  safety  from  accidents  or  other  incidents.  IoT  has  improved security within factories in many ways. It is discussed how triggers and alerts could help factories prevent big security threats. Now, the integration of IoT with other technologies like big data analysis is helping to find out data about incidents such as types of machinery, number of injuries, rate of incidents, or other losses that might happen in working areas of factories. The analysis would help make better decisions and ensure safety. 

Real examples

Industrial IoT is not limited to one area, and it is offering services to industries. The health, defense, oil, gas, energy, aerospace, transportation, and power sectors benefit from Industrial IoT. Here are some points discussing famous companies working in Industrial IoT. 

•  A German multinational company, Siemens is a famous industrial company in building automated machines. It is seeking to develop a complete automated environment through connected machines. The company developed a cloud-based  IoT  unit  or  operating  system,  Mindsphere  to  aggregate  data  from various factory components and then used data analytics to generate output after processing those data. 

•  World-famous supplier company Fanuc is supplying industrial automation equipment. The company’s open platform, Fanuc Intelligence Edge Link and Drive (FIELD)  system  is  implementing  multiple  IIoT  applications through robots, sensors, and other automated tools. 

It  is  a  sheer  fact  that  IoT  has  been  designed  specially  to  solve  the  problems  of individuals.  And,  when  IoT  was  applied  in  industries  and  commercial  places, it  brought  Industrial  internet.  Industry  4.0  and  dark  factories  have  already started  taking  place  in  industries.  We  have  seen  an  enhancement  in  production and operations within factories because of IoT. The industrial internet is driving innovation in factories. 

Uninterrupted connectivity, inexpensive technologies, cloud computing, unlimited storage mediums, and so on are driving the adoption of Industrial IoT. The industries are getting similar benefits from the IoT. In other words, enhanced data-collection capabilities, reduced operational cost, efficient productions, and data analytics are common benefits. Industrial IoT is disrupting traditional models of factory operation to offer excellent services to customers. It is focusing on monitoring, controlling, and security to build handy places where humans survive last. 
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Note: Industrial Internet Consortium (IIC) is a global non-profit organization. 

Various industries, governments, and academia built this group in 2014 to elevate Industrial IoT and effectively use of advanced technologies. Intel, IBM, General Electric, Cisco, and AT&T are a part of this group. 

Conclusion

The  chapter  presented  the  applications  of  IoT  in  a  detailed  manner.  It  covered various application areas in which IoT is offering solutions. The smart city, smart home,  smart  government,  and  smart  education  became  possible  because  of  IoT 

connectivity. Healthcare, agriculture, transportation, and manufacturing industries are  top  sectors  that  have  adopted  IoT  massively.  The  chapter  explained  various applications, real examples, and benefits in every area. 

At  present,  the  expectations  of  internet  users  are  increasing  rapidly.  People  are seeking automation in every corner of the house. The information about the basic concept of smart cities and smart homes would help people to use them adequately. 

The chapter will help learners to get information about all major application areas with examples and benefits. In case some people are hesitating to adopt IoT due to lack of awareness, this chapter would help them explore IoT. For instance, healthcare is the topmost sector. Still, there is a lack of awareness among common people. The discussed applications and benefits would provide concise information on the role of IoT in the health sector. Similarly, a description of other application areas would work as learning material for them. 

This  chapter  has  already  highlighted  the  role  of  IoT  in  numerous  sectors.  All these sectors are interlinked with the business directly and indirectly. So, the next chapter will discuss IoT and business. Due to business, the demand for IoT has been increasing. Specific business models have been developed. Thus, the next chapter will explore these models, how IoT impacts businesses, and other aspects. 

Points to remember

•  Manufacturing,  transportation,  cities,  retail,  healthcare,  agriculture,  and supply chain are the top industries mobilizing IoT technologies and systems. 

Multiple applications and devices have been developed in those industries. 

•  Smart security, smart appliances, smart lighting, and intelligent environment controls make a common home to a smart home. 

•  A smart city is a normal city where most operations are happening through automated systems such as traffic management systems, transport systems, waste management, urban security, environment monitoring. 

134       IoT for Beginners

•  The primary objective of the wearable is associated with personal monitoring activities.  Monitoring  heart  rate,  tracking  footsteps,  measuring  weight, assessing other metrics are standard functionalities of wearable devices. 

•  IoT has impacted the healthcare industry through innovations, connected medical  equipment,  and  devices.  Doctors,  patients,  medical  practitioners, and  researchers  leverage  all  these  innovations  in  providing  effective healthcare services. 

•  "IoT" is not as popular as other technology in the education sector. Although, Institutes have realized IoT's power and slowly adopt it for various tasks such as infrastructure, teaching methods, interactive sessions, and more. 

•  IoT  also  brought  the  concept  of  "Smart  agriculture"  through  intelligent devices,  tools,  and  techniques.  The  automation,  remote  diagnostics,  real-time  data  accessibility,  and  analytics  offer  opportunities  to  produce  more without investing large capital. 

•  IoT offers various IoT tools and techniques in the public sector for the smooth execution of government activities. 

•  IoT brought the concept of smart transportation in all types of transportation, including road, rail, air, or water. IoT is boosting operational efficiency and security in transportation through automated devices, connected vehicles, and smart infrastructure. 

•  Industrial internet refers to using connected devices and machines in various industries,  including  gas,  power  generation,  oil,  or  other  industries  that depend on manufacturing. 

Multiple choice questions

1.  According to McKinsey Global Institute's report, by when IoT growth will reach $11.1 trillion? 

A)  2023

B)  2025

C)  2022

D)  2027

2.  Which one of the following companies are playing a top role in smart home manufacturing? 

A)  GreenIQ

B)  Cowlar
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C)  Nest

D)  Mothive

3.  Jarvis is a ______________. 

A)  Smart home system

B)  Smart security system

C)  Solar power system

D)  Smart A.C. 

4.  Which one of the following is not an example of healthcare wearables? 

A)  Smart health tracker

B)  Blood pressure monitor

C)  Smart refrigerator 

D)  Smart thermometer

5.  Which one of the following does not make a smart city? 

A)  Smart lighting 

B)  Smart security system

C)  Smart speaker

D)  Tracker

6.  In which year, Amsterdam Smart City project was started? 

A)  2011

B)  2005

C)  2000

D)  2009

7.  Which one of the following makes Smart City? 

A)  Transport management system

B)  Smart doors

C)  Smart furniture 

D)  Smart TV
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8.  The Digi Remote Manager is related to_____________. 

A)  Smart home

B)  Smart government

C)  Smart city

D)  Smart education

9.  Which one of the following is not an example of an IoT healthcare tool/

app? 

A)  EdModo

B)  Medisante

C)  RapidSOS

D)  Connected Inhalers

10.  The Megicard is related to_____________. 

A)  Wearables

B)  Smart education

C)  Smart home

D)  Smart agriculture

11.  The Rive Clyde Housing is an IoT project designed for _____________. 

A)  Retail

B)  Manufacturing

C)  Real estate

D)  Automotive

12.  The Unmanned Aerial Vehicle is called_____________. 

A)  Robot

B)  Drone camera

C)  Automated vehicle

D)  Agriculture drone

13.  The INRIX is _____________. 

A)  Self-driving Car

B)  Smart inkpot
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C)  Smart drone

D)  Tracker

14.  The  G.E.  Transportation  is  offering  specialized  IoT-based  services  in _____________. 

A)  Retail sector

B)  Oil industry

C)  Rail industry

D)  Manufacturing

15.  VRI optimization is an IoT tool. Here VRI stands for _____________. 

A)  Variable Rank Irrigation

B)  Variable Rate Irrigation

C)  Visible Rate Irrigation

D)  Variance Rate Irrigation

Answers

  1. B

  2. C

  3. A

  4. C

  5. D

  6. D

  7. A

  8. C

  9. A

 10. B

 11. C

 12. D

 13. A

 14. C

 15. B
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Questions

1.  List out the major industries which are utilizing IoT in all aspects. 

2.  What do you mean by Smart Home? Explain it with examples. 

3.  List out the standard benefits that you are getting from IoT projects in any area. 

4.  Explain the concept of a smart city. 

5.  What do you mean by wearable? 

6.  Briefly explain the smart thermostat. 

7.  List out the elements of smart furniture. 

8.  What do you mean by Fleetio? 

9.  What do you mean by wearables? 

10.  Briefly explain precision farming and livestock monitoring. 

11.  Write down the importance of greenhouse farming in the agriculture sector. 

12.  Explain how IoT brought disruption in transportation. 

13.  Explain the concept of the industrial internet. 

14.  Explain fleet management. 

15.  Explain how IoT could support the education sector in the future. 

16.  Explain how the government has utilized IoT to offer government public services. 

17.  What is the major difference between a smart home and a smart city? 

18.  What  are  the  main  differences  between  precision  farming  and  livestock monitoring? 

19.  Do your research and find out some more real examples of IoT projects in the following areas:

•  Smart home

•  Smart city

•  Healthcare

•  Wearables

•  Education

 IoT Applications        139

•  Agriculture

•  Government

20.  Do your research and find out some more real examples of IoT projects in the following areas:

•  Smart home

•  Smart city

•  Healthcare

•  Government 

•  Education

•  Wearables

•  Agriculture

Key terms

•  LED: It stands for Light Emitting Diode and it is a technology to generate light without wasting energy. 

•  IDC: It is a global company that does research in consumer market to find out current trends. Here IDC stands for International Data Corporation. 

•  Telehealth: It refers to providing health care services through the internet or online platform. 

•  MRT: It stands for Mass Rapid Transit that refers to a heavy public transport system. For example, the metro or subway. 
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Chapter 7

IoT and 

Business

The previous chapter discussed several application areas with examples and benefits. This discussion proves that IoT has become a need of every business directly or indirectly. This chapter is focusing IoT and business and how they both are associated with each other. The chapter will cover IoT business models, specific ways, and applications of IoT in business, and its impact on the business world. 

Besides, the chapter will cover the drawbacks and benefits of IoT in business. 

We have already seen the growth of entrepreneurs in recent years. Not only young professionals but also students are moving toward startups. They are spending time on the Internet for the planning and execution of business. The modern technology, IoT, is offering tools and services to businesses. Information provided in the chapter would  help  to  understand  the  relationship  between  IoT  and  Business.  Besides, information about impacts, benefits, and models will help to make wise decisions while adopting IoT in Business. 

Whether the reader is a student or a non-technical person, they will get a good resource to learn about IoT and business in this chapter. Knowledge of this information is a must for them for enhancing offered business services or products. 
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Structure

In this chapter, we will discuss the following topics:

•  Understanding IoT meaning for businesses

•  IoT business models

o  Components of IoT business model

o  Types of IoT business models

o  Barriers

•  Ways to use IoT in business

•  IoT business benefits

•  IoT business drawbacks

Objective

The chapter’s objective is to articulate information about IoT and business. After reading this chapter, the reader will be able to explain IoT concerning business, IoT 

business models, and how to use IoT in business. The reader will also know the impact of IoT on business in terms of benefits and drawbacks. 

Understanding IoT meaning for business

In general, IoT means interconnection among things/objects using the Internet. The same concept has been followed for business. In short, IoT has the same meaning in  all  aspects,  whether  it  is  related  to  human  beings  or  enterprises.  IoT  and  its applications in various sectors are already covered in the previous chapter. 

At this moment, IoT is everywhere, and we can see it in every place. IoT connects the physical world to digital work through the Internet. We have options to connect with people and have a conversation with them in every spot. We can share huge data, access real-time information, purchase anything, online medication, and more because of interconnection among devices. 

The main requirement in any business is to integrate multiple devices to provide solutions in product or business. Another major requirement is acquiring data from end-users to understand their problems and needs. And, IoT is permitting to collect data from diverse sources. Thus, IoT has been playing the same role in business as  in  personal  lives.  All  these  are  making  business  operations  simple.  Business organizations are running their business using inter-connected devices that can also interact  with  each  other. Access  to  real-time  information  is  supporting  people  to make decisions prudently. 
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Businesses have mediums to acquire data from multiple entities like customers/

end-users, phones, personalization features within apps, and offices. The analysis and assessment of this data are helping to create new business ideas. Apart from this, the diversity of inter-connected devices is also causing to bring new business products  and  services  for  customers.  These  things  are  creating  benefits  for  all industries.  Besides,  it  is  suggested  to  integrate  IoT  with  business  processes  and objectives properly. It is because business objectives define the roadmap based on goals,  mission,  and  vision.  Everything  should  be  synchronized  between  IoT  and business processes. 

The relationship between IoT and business is not limited to products/services. It is  beyond  that.  Both  have  interlinked  with  each  other  through  business  models, impacts, ways to apply, benefits, and drawbacks. All these would be discussed in the rest sections. 

IoT business models

The business model is a mandatory tool to run any business. Business organizations need  to  design  and  implement  business  models  according  to  their  objectives, mission, and goals. According to a simple definition, "a business model explains how an organization does its business." The business model defines the organization's values,  and  these  values  are  established  relationships  between  them  and  their customers. Models help them to think, create, and deliver values to their stakeholders. 

The  business  model  is  not  a  single  component,  and  it  consists  of  multiple  sub-components. For instance, marketing, revenue systems, sales, resources, channels, customer segments, and so on are some examples of sub-components. 

Now, the emergence of technologies is playing a major role in designing the business model framework. IoT has already connected the objects with the Internet to enhance communication and data sharing. IoT has been doing one main task, that is, integrate sensors to any product to acquire real data that bring value to that product. 

And integration of IoT and the actual business model have brought the concept of the IoT business model, which refers to a traditional business model but adopted the IoT for generating values. In simple words, acquiring and delivering values is centra of attention in the IoT business model. Besides, the model also builds unique values for the customer through the distinct attribute of IoT products. Thus, an IoT business model has the potential to generate value because of 24/7 connectivity. 

Components of IoT business model

Like a business model, the IoT business model has some components: key partner, key  activities,  key  resources,  value  proposition,  customer  segments,  customer relationship,  channels,  cost  structure,  and  revenue  streams.  Each  component  can have multiple types or names. 
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 Table 7.1 highlights those components with examples: Component 

Examples/Types

Key partners

Software  developers,  hardware  producers,  suppliers, 

logistics,  distributors,  data  interpretation,  and  launching customers. 

Key activities

Product 

development/implementation, 

customer 

development,  sales,  marketing,  platform  development, 

software development, partner management, and logistics. 

Key resources 

Physical  resources,  financial  resources,  intellectual 

properties, employee capabilities, software, and relations. 

Value proposition

Uniqueness, design, value, price, brand, performance, cost 

reduction,  accessibility,  convenience,  comfort,  and  risk reduction. 

Customer segments

Mass  market,  niche  market,  segmented,  diversified,  and multi-sided platforms. 

Customer relationships

Personal  assistance,  dedicated  assistance,  automated 

service, communities, co-creation, and self-service. 

Channels

Salesforce,  own  stores,  web  sales,  partner  stores,  and wholesaler. 

Cost structure

Product development cost, hardware cost, IT/software cost, 

logistics costs, marketing/sales costs, and personal cost. 

Revenue streams

Assess  sales,  licensing,  usage  fees,  subscription  fees, installation  fees,  start-up  fees,  lending/leasing/  renting fees, and advertising. 

 Table 7.1: Common components of IoT business models These are some common examples of IoT components. It would help to understand the IoT business model. Each component has its importance. However, the value proposition  has  more  importance  compared  to  others.  It  is  because  it  helps  the organization in increasing revenues and obtaining other benefits. 

Types of IoT business model

Previously mentioned components have been used to define the different types of the IoT business model as follows:

•  Subscription model:  A  subscription  model  refers  to  "recurring  revenue" 

business model that provides services or products to customers based on regular fees. In short, it is a kind of  as-a-service model where customers pay a standard price and get continuous values. The integration of the SaaS model 
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with the IoT business model is creating various monetization methods for products  or  services.  For  instance,  basic,  premium,  customized  are  some options of monetization. 

The  greatest  thing  about  this  model  is  that  it  removes  barriers  between business and their customers by enhancing their relationships. The Predictive Maintenance as a Service and Monitoring as a Service is already implemented in the IoT business model. 

•  Platform business model:  In  computer  terms,  the  main  concept  of  any platform is to provide a place for the integration of hardware and software to  execute  some  tasks.  The  same  concept  has  been  used  in  the  platform business model that integrates producers (manufacturer) and consumers in one trustworthy marketplace to remove barriers between them and make transactions. 

Interoperability  and  interconnection  must  be  considered  while  designing this  model.  Amazon  is  a  world-famous  eCommerce  company.  The recommendation  system  based  on  purchasing  behaviors  is  attracting customers  every  day.  Besides,  Alexa  is  getting  popular  to  satisfy  the customer's demands. Now, this voice recognition system has been designed based  on  the  platform  business  model.  The Alexa  collects  various  inputs from customers, and Amazon uses it for selling relevant products to them. 

In return, Amazon charges developers and third-party vendors for building services on this platform to increase revenue. 

•  Outcome-based model: As the name suggests, the model charges customers for  the  outcome  of  the  products  rather  than  the  products  themselves.  In simple words, customers need to pay only for the acquired output. It should be used when companies are seeking to gain customer attention from the products. For instance, self-monitoring products are the best example of this model. 

Besides, transportation services are another example to understand it. For instance,  Uber  offers  transportation  services  and  earning  through  offered services. And, customers are paying it only for its services. It is providing benefits to both in terms of cost, communication, and payment security. 

•  Asset sharing and asset tracking model: The main concept of this model is to utilize assets in sharable form or use it for tracking purposes. The asset-sharing model support IoT to sell extra capacities or resources back to the market. For instance, some organization has its assets in which some of them are not used regularly. So, they can sell or rent those resources and earn. 

Similarly,  asset-tracking  models  build  products  for  the  identification  and tracking of various assets. It is a good option for the supply chain sector to monitor every asset and other workflows. 

[image: Image 14]
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•  Data-driven model:  According  to  the  name,  the  model  uses  data  for monetization.  We  are  living  in  the  digital  era  and  doing  everything  with the help of digital data. It is making data valuable resources. All big brands are collecting data from their social media platforms to enhance customer services. 

In IoT products, sensors collect real data and produce products using real data for monetization. For instance, Amazon collects data about purchasing pattern of customers and use it for providing recommendations. In this way, the data-driven model is getting popular to monetize money. Someone said that we will use a term data brokers in the coming years. They will purchase data from multiple resources and, after compilation, sell it with extra gain. 

•  Pay-per-use model:  The  concept  is  based  on  the  usages  of  products,  and customers need to pay for them. The pay-per-use model builds products and charges according to its usages. The integrated sensors within the products regularly  monitor  the  customer's  environment  for  calculating  the  time  of usages. 

It  has  been  found  that  auto  insurance  companies  are  showing  interest  in using this model to offer a mileage-based insurance plan. The installed IoT 

devices track everything and provide insurance based on collected data. 

•  Service-adjacent model: The model's name states that companies will offer services  to  increase  the  usages  of  IoT  products  rather  than  focusing  on selling the products themselves. In other words, the products will work as an enabler for the offered services. The model could be used for building a service industry to support business. 

These  are  some  latest  methods  to  integrate  IoT  with  business  models.  Figure 7.1 

displays the summary of names:

 Figure 7.1: IoT Business Models
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Different organizations are doing it innovatively to increase ROI through multiple income streams. It does not matter whether you are an IoT service provider, IoT 

vendor, or partner; you can adopt these models and increase earnings. 

Barriers

The planning and execution of any product development need to face some barriers. 

It  is  also  applicable  here.  The  IoT  business  modeling  might  face  some  common barriers. The following points are briefly highlighted:

•  Process  ownership,  focusing  on  product  only,  uncertainty,  and  expecting immediate results might occur during idea formation and screening. 

•  Collaboration,  innovation-driven  research,  value  proposition,  security and  privacy,  data  analysis,  and  legacy  systems  might  happen  during  the development and implementation process. 

•  IoT  revenue  systems,  post-sales,  and  customer  analytics  might  happen during the product commercialization process. 

These are basic points that should be considered in IoT business model designing and development. An appropriate strategy always adds value and monetizes products. 

Ways to use IoT in business 

It is already cleared in previous chapters that IoT is taking place everywhere and in every business. All sectors have one common element, that is, to use the Internet to  connect  devices.  The  organizations  are  designing  IoT  business  models  as  per their  requirements.  Regardless  of  the  requirements,  business  organizations  have some standard business processes like marketing, sales, data acquisitions, and so on. Business executives and leaders have already experienced how IoT has changed how business uses these standard processes. It is encouraging them to believe that IoT has great importance in business. 

The IoT sensors, communicating devices, and chips integrate with other disruptive technologies like AI, cloud, and blockchain. All these are resulting in automation and digitization. Business leaders are getting feedbacks from the devices and improving their decision-making skills. 

Irrespective of business size, IoT can transform the existing business processes using various ways. We can also use the word, applications of IoT in business. Here are some points which discuss ways to use IoT in any business. 

•  Data sharing and marketing: The data-driven IoT business model is already explained. It is also highlighted that how data is playing a crucial role in business  and  human  lives.  At  present,  most  business  organizations  are 
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growing their business through data collecting, sharing, and marketing. The term "content marketing" is directly linked with data, and it has transformed the whole business. 

IoT's main function is to connect and acquire data. A prediction said that 40% of all produced data are coming from sensors. As soon as technologies will  develop,  sensors  will  collect  unexpected  real-time  data  from  various resources.  These  data  would  add  value  to  business  processes  and  help executives  make  profitable  decisions  and  strategies  to  compete.  It  is  also supporting businesses in growth marketing for massive growth. 

Besides  data  collection,  IoT  devices  are  used  for  tracking  and  recording activities.  The  companies  are  recording  their  customer  activities.  After analysis  of  these  activities,  they  are  using  it  for  improving  the  customer experiences. For instance, social media platforms, LinkedIn, follow the same strategy and do surveys frequently to improve the services. Based on the survey, they send feeds to connections. So, data sharing is one of the best ways to use IoT for business. 

•  Tracking and management:  We  all  know  that  tracking  is  another  major feature of IoT technology or device. The business organization can use this feature to track all types of assets: data, inventory, employees, or any other assets. Some business organizations have data as the most important asset, and IoT devices could be used to track and monitor it from anywhere. 

Some organizations have their warehouse, storage, and inventories. So, they could use IoT devices for tracking their inventories and managing it properly. 

Manually inventory management is a tough task. And sometimes, it might be possible that they forget to order some inventory in case of high demand or out of stock. So, implementing IoT in storage units, products, or warehouses would perform appropriate inventory tracking and management. 

•  New business line development:  During  the  research,  it  has been  found that customers pay for the values that they get from the desired products/

services. This thing is encouraging the business organization to add values in their offered products/services. IoT has a great potential to enhance the performance  of  products  and  services.  Predictive  analytics  is  playing  a major role in performance improvement. Business organizations can use IoT 

to create a new business line and bring some innovation. The term 'value-added services' is getting popular nowadays because of IoT technologies. 

Tive  is  a  famous  company  that  is  offering  flexible  solutions  to  logistical professionals.  The  company's  main  objective  is  to  remove  the  problem related  to  in-transit  shipments,  damages,  and  delays.  The  company  is variously utilizing IoT by integrating it with other technologies. They are offering different trackers: non-lithium, flag, 5G, and Single-use. The location 
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tracking,  chemical  condition  monitoring,  damage  monitoring  and  alerts, delivery monitoring, and supply chain optimization. All types of services collect  real  data  to  make  excellent  supply  chain  decisions.  In  this  way, companies are themselves offering innovative services to their customers. 

•  Product enhancement: Every organization seeks to improve the productivity of  its  business.  Business  organizations  always  try  to  use  some  methods and data to increase their business productivity. The best way to improve productivity is to enhance the type of information. It is known that when customers  get  relevant  information  from  their  brands  consistently,  it automatically builds trust. 

IoT devices and tools are the best medium for improving productivity and efficiency in a short period. Business organizations can use various tools for improving the quality of offered services and products. 

•  Remote working: A  few  years  ago,  remote  work  was  not  much  popular. 

Only the IT industry was using this culture. However, in the last few years, remote working is getting hits in almost all industries. The main reasons behind remote working are business expansion at global levels, offices at various places or cities, and traffic. The companies are started collaborating with other companies located either in other cities or countries. The traffic is causing us to wait for long hours to reach offices. All these encouraged me to start remote working to save time and energy. And the arrival of the Internet made it easy. 

Now,  companies  can  utilize  IoT  differently  for  remote  working.  Internet, video  conferences,  instant  messaging,  and  emails  are  evergreen  tools  of remote working. Besides, at present, other software has been developed to make online meetings efficient. The Zoom is the top one video conferencing tool.  Now,  it  could  be  connected  with  other  IoT  tools  to  make  it  more productive. 

For  instance,  some  education  institutes  are  using  IoT  devices  to  assess students during online exams. Similarly, companies are adopting IoT tools for monitoring employee's activities in remote working environments. 

•  Hiring skilled workers: Another way of implementing IoT in business is hiring  skilled  people  who  keep  good  knowledge  of  technologies  and  are curious to learn new things. For instance, companies hire a person who is not aware of the IoT and its tools, it might be possible that they cannot get desired output from that person. So, it is suggested to find out people who seek learning and easily interact with IoT tools and technologies. By doing this, organizations can get smart employees or workers to get things done efficiently. The smart office, smart work environment, and smart employees enhance the business organization's value. 
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•  New revenue model:  In  the  preceding  points,  some  points  are  already highlighted  to  use  IoT  for  enhancement,  efficiency,  productivity,  and monitoring.  Every  business  has  one  common  objective:  increase  revenue. 

Business  organizations  are  seeking  to  find  out  different  mediums  for generating revenue. And, IoT has the potentials to generate new revenue models as per business needs. 

In  the  study,  it  has  been  declared  that  96%  of  senior  business  executives have already decided to adopt IoT in the next few years, whereas more than 30% of executives believe in building a new revenue model from existing products/services using IoT. 

It can add new values to original products by collected data. The practical usage of data can help designers to improve the future design. For example, subscription-based services are the best way to generate new revenue from existing products. The successful integration of the IoT and original products is always beneficial for internal business processes. 

•  360-Degree presence and omnichannel services: The reason behind the role of digital marketing is to increase visibility across all social media platforms. 

The IoT could be used to increase the visibility of the company across all media. The 360-degree is a must need for branding and scaling business. 

Another similar word, omnichannel, says to use all channels effectively for sales and marketing. The latent features of IoT could provide omnichannel services for improving the customer's experiences. According to the market demands, organizations can use devices to supervise all operations, services, and status. 

Amazon has already adopted it effectively. Customers often receive a message, 

"out of stock," of certain popular items during online shopping. Apart from this, there is another feature to inform the availability of products whenever stock store. All these are happening because of IoT and its integration with AI. The main output for the company is high customer satisfaction and great shopping experiences in a short time. 

Note: KPMG has done an innovation survey and provided a fact with evidence, 

"IoT is a top technology to unlock massive opportunities, and IoT is driving most business transformation." 

The  previous  points  are  simplifying  the  methods  to  understand  that  we  have multiple options to utilize IoT in business. There is no limitation to stick for one specific method to adopt IoT for business growth.  Figure 7.2  summarizes all ways into one place:

[image: Image 15]
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 Figure 7.2: Various Ways to implement IoT in Business IoT business benefits

After discussing various ways of IoT usages within the business, the section will explore its benefits. In the last decade, IoT usage has shifted from surface level to high value. In one line, IoT is driving business value every day by transforming the business into a digital-oriented one. 

The executives of companies have already highlighted that IoT has huge value in waste removal in the logistics and supply chain. According to the problems of the manufacturer, the IoT companies are developing suitable IoT devices. For instance, tracking  products  in  the  supply  chain  is  complex,  and  a  small  mistake  causes product loss and financial loss. And IoT devices can easily track the products and their location more than once. 

The following points are discussing the most common benefits of IoT in business:

•  Boost productivity and efficiency: Maximizing productions and efficiency is the organization's first, foremost business objective. By adopting the different ways  of  IoT,  it  is  possible  to  boost  production  and  get  maximum  output from  inputs.  The  organization's  executives  should  have  found  out  their ways to adapt IoT to increase the productions of their business operations. 

Omni-channel  services  are  also  improving  the  end-user  experiences.  It  is automatically increasing sales and revenue. 

Besides,  IoT  supports  internal  stakeholders  (employees,  workers,  and managers) by quickly providing the latest information about warning alerts (disruption). Since employees can easily interact with their customers, so it is 
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enhancing their relationship with customers. Employees are getting versatile training to use all types of tools and technologies effectively. 

The  manufacturing  industry  is  a  sector  that  has  adopted  IoT  and  other technologies  maximum.  The  industry  already  boosted  the  production  of complex production processes into simple ones. The employees working in this sector are efficiently producing products. 

•  Reduced cost and time:  After  production  enhancement,  the  cost  is  the most important element. Organizations seek to reduce the budget and time through  the  efficient  execution  of  business  operations.  The  technologies adoptions are already supported to reduce cost and time constraints. Robots are AI machines to perform simple to complex jobs. The sensors are major components of the robots. The manufacturing sectors were facing time issues and financial problems because of tedious works done by human beings. 

Industry 4.0 or Industrial IoT has made it simple by introducing robots in factories. These robots are doing time-consuming tasks quickly. It saves not only time and cost but also prevents risks that might happen due to human workers. 

Like  manufacturing,  other  industries  also  observed  a  reduction  in  time and  expenditure.  Smart  supply  chains  and  smart  factories  are  two  major contributing factors behind these benefits. It has been found that IoT caused a 25% reduction in maintenance cost and a 35% reduction in downtime. 

•  Better customer experience: High-level production and efficiency in business are improving the customer experiences. Business organizations are getting extracted and meaningful information about customers, markets, and current trends using IoT. The tools are increasing automation and digitization in the workplace. The automation is also helping them to respond to customers quickly. It can also update them about new products, services, offers, and other things. For instance, the chatbot is helping some businesses to respond to the customer immediately. 

The E-commerce sector has been utilizing a smart supply chain for inventory management  and  delivery  services.  They  can  deliver  ordered  products quickly to customers. For instance, multiple websites are offering services to send gifts on various occasions. These companies use IoT technologies and other tools for booking, ordering, payment, delivery, and tracking shipments. 

The people can easily send and receive anything quickly. IoT-connected car is another popular element that is improving customer services. In simple words, the high speed, universal accessibility, simplicity, and synchronized connectivity of IoT improve customer experiences every day. 

A  small  hardware  transmitter,  Beacon,  works  in  low  energy.  It  could  be integrated with IoT for sending messages and signals to other smart devices 
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in a specific range. Some companies have been using it while marketing. 

Using beacon, the companies interact with customers through messages and increase engagement with them. This small action is increasing the brand visibility of companies in the marketplace. 

The  pandemic  caused  to  brought  tools  to  avoid  the  rush  in  public  areas where people do not need to stand out in the long queue. The UK-based company Sainsbury has implemented this concept. The company designed applications  through  which  customers  can  do  shopping  through  their smartphone without queuing. In other words, scan, pay, and go technologies have been implemented in smartphones. Other companies are also adopting these technologies. 

•  Enhanced business insights through real data: IoT connects objects through the Internet. Sensors collect real-time information from connected objects. 

These real data are helping business organizations to analyze those data and make better decisions. Real-time data is a game-changer for industries. It is enabling business development managers to develop new business ideas. 

The retail industry is taking benefits of real data massively. The Amazon is the best example to understand it. The company collects customer data and uses it to provide new features and services to its customers. 

Besides, real time is helping other industries like manufacturing, air force, oil, or industries that require intelligence decision-making. Drone and smart security cameras are helping forces to predict any incident and other security issues.  They  can  observe  the  surrounding  quickly  and  acquire  data.  The agricultural industry is using IoT tools for livestock monitoring and getting data about cattle's status. In this way, the industry can easily make excellent decisions on time. 

•  Reduction in buying cycles: The IoT has changed the purchasing behaviors of customers. Earlier, customers need to think a lot during shopping. They spent time searching for exact required products or sometimes finding the same items. Now, the Internet and smartphone are helping them to do shopping without spending much time on product selection, checking qualities, and comparing  features  with  other  similar  brands.  Business  organizations  are implementing IoT and other technologies collectively for making shopping easy.  Technologies  have  brought  multiple  options  for  customers,  such  as online shopping, recommendations based on previous shopping patterns, find out products purchased earlier, and checking products in a simulated environment. All these are helping customers to make quick decisions during shopping and save their time. 

The  eCommerce  industry  is  growing  at  a  fast  pace.  The  retail  sector  has been  getting  lots  of  benefits  because  of  IoT. Amazon  is  the  best  example 

154       IoT for Beginners

to understand that how the company caused a reduction in buying cycles. 

Now, people place orders through voice notes via Amazon Echo. Amazon Kindle is permitting to read unlimited books at minimal costs. 

•  Smart security in the workplace: Security is a common objective of business organizations. The IoT has brought smart security through smart security cameras, video surveillance, smart alarms, smart locks, and smart devices that  alert  users. The IoT-based security  setup  is providing safety  security within the workplace. It is supporting industries that have a high dependence on factories. The industries like construction, chemical, gas, mining, oil, and so on are executing high-risk operations that might cause any disasters in the respective workplaces. Thus, sensors, smart security tools, and embedded wearables are improving security in those workplaces. All these observe and monitor all activities and send alerts at the same time. In this way, IoT is adding value to the security systems of business operations. 

•  Convenient storage environment and optimized packing: Irrespective of industries,  every  business  organization  needs  a  good  storage  facility  for storing any relevant entities. Productions and selling of goods require proper storage conditions in respective storage environments to keep them for long. 

Lack of ambient environment might impact not only quality but also cause loss of goods or raw materials. IoT is helping these industries to use different sensors to assess the temperature, moisture, humidity, and air according to need. Sensors can easily find out changes in surrounding and send alerts to security administrators or other respective people. It maintains the quality of products. In this way, IoT made it possible to develop a sustainable and safe storage environment. 

Besides, IoT is also causing an optimized packaging of products. The modern style of packaging is leveraged with technologies, and it is irresistible with water or air. It is reducing the damage to the product and making it safe. IoT 

devices can restructure and re-engineer products to make headful packaging. 

These points have comprehended the benefits of IoT in business. It has been increasing the  IoT  market  globally.  Bain  insight  predicted  that  the  IoT  market:  hardware, software, data and telecom services, and system integration would have reached $520 billion by 2021. And, it happened, and more and more business organizations are imbibing IoT in every possible aspect. 

IoT business drawbacks

All the preceding discussions were focusing on the positive sides of the role of IoT 

in business. There is no doubt that IoT is a promising technology for all types of business. Apart  from  this,  there  are  some  negative  aspects  of  IoT  in  business  as follows:

 IoT and Business        155

•  Security and privacy challenges:  The  main  drawback  is  associated  with security and privacy. Despite amazing IoT devices, some issues occur because of the absence of authentic security standards. The unauthorized users or hackers utilize this opportunity to acquire access to confidential data stored on the devices. We all know that end-users of IoT do not need a technical background. And all age group is using different types of IoT gadgets, such as fitness trackers, smartwatch, smart coffeemaker, and so on. These gadgets come with default passwords for first-time access. And some users make mistakes and forget to change the default passwords. It makes their gadgets vulnerable and invites hackers to access their sensitive data. 

Cisco company has studied vulnerabilities and found out that 75% exist only in IoT devices and networks. It indicates that IoT devices are more vulnerable to other devices. The company suggested that IoT developers must take care while implementing security features in IoT devices and networks. 

The best solution to overcome this challenge is the development of a custom security system. In simple words, this system must have included diverse security techniques, such as encryption, firewall, multi-step verification, and authentication. Although, it is a time-consuming method. 

Woxapp is an IoT company that is offering security-priority-based solutions. 

The  company  is  aware  of  security  issues  occurring  while  using  different IoT gadgets. The company is offering high-quality product development to fulfill the business's security needs. They offered services and products are leveraged with modern technologies and high verification systems. 

•  Investment challenge in terms of time and cost:  Business  organizations always  consider  two  factors:  time  and  cost  before  any  investment.  IoT 

implementation  for  a  small  project  does  not  need  heavy  investment, although large projects to complete complex tasks require investment. Only IoT device purchasing is not sufficient; the company needs to purchase other compatible devices and staffs. Sometimes, the company needs to set up a different server room in another location, increasing the time and cost of implementation.  If  it  is  done  properly  by  developing  a  strategy,  it  might reduce the implementation costs. 

•  Lack  of  skilled  staff  and  training:  The  development  of  technologies  is demanding  skilled  staff  among  businesses.  The  companies  are  facing problems while searching for appropriate people to adopt new technologies to execute business operations. Lack of training and expertise has been found after IoT implementation. Business organizations are avoiding investing in hiring specific experts, workshops, or training of new technologies. It must happen;  otherwise,  IoT  implementation  would  be  unable  to  generate  the expected output. Thus, the best is to adopt new technology and educate staff about this at the same time. 
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•  Integration and flexibility: The diverse technologies are attracting business companies to smooth their business operations. It becomes a necessity to compete in the market. Dependency on only one technology can't generate the output and bring efficiency in business productivity. A cloud platform is required to access data from any place without paying a large fee. Artificial intelligence  is  helping  to  provide  options  for  predictions.  So,  integration among technologies is the foremost need for business. A successful integration causes flexibility in business process execution. Due to this, most technology developer  companies  and  manufacturers  of  different  tools  mention compatibilities  while  offering  services  or  products.  Lack  of  compatibility among technologies might lead to failures of whole new systems. Thus, the company must develop a strategy after considering all compatibility factors of relevant technologies. 

•  Lack of hosting upgradation:  IoT's  positive  sides  outweighs  its  negative drawback.  Not  only  business  organizations  but  also  common  people  are using IoT in their daily life. This thing has been increasing the size of data which is bringing data storage issues. A high-capacity hosting can accomplish data storage and management effectively. The company adopts the IoT tools and devices but prevents upgrading its hosting after some time. It is seen that as soon as tools process, it would increase the size of IoT data. When this thing is ignored, it creates issues for companies. 

The  preceding  points  have  explained  some  drawbacks  of  the  IoT.  The  business organizations might face these issues, but it would not impact at high. The appropriate plan and strategy would assist in shorting out all these drawbacks. 

Conclusion

The  chapter  discussed  IoT  with  respect  to  business.  It  focused  on  how  IoT  and business are interrelated with each other. Business modeling is a critical aspect of business  development;  thus,  this  chapter  discussed  how  IoT  could  be  integrated with  business  modeling  and  developed  different  types  of  IoT  business  models. 

After that, the chapter explained various ways to implement IoT in business. How businesses are getting benefited from IoT and how IoT is causing losses for some businesses are also discussed in terms of IoT business benefits and drawbacks. 

As soon as IoT is developing, it is increasing its impact on business. The Internet and IoT already brought the concept of "online/digital" business. In the last few years, online business and e-commerce become more popular compared to offline business. 

The exclusive offers, costs, and flexibility of shopping time are the main reason behind this. Thus, the chapter would help the reader to get standard information about IoT 

and its role in business. The chapter highlighted basic business models that would help those people who are seeking to start own business or adopt some IoT tools for business expansion. The different ways of IoT execution could support readers to 
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understand that how it could be used distinctly in business. The discussion on the benefits and drawbacks of IoT in business would help make wiser decisions before starting any business. 

After discussing business and IoT, the next chapter will discuss the current IoT and what its future will be. Apart from this, the chapter will explain future opportunities and challenges of IoT. 

Points to remember

•  IoT  has  been  playing  the  same  role  in  business  as  in  personal  lives.  It  is integrating multiple devices to provide solutions in products or businesses. 

•  The  business  model  is  a  mandatory  tool  to  run  any  business.  Business organizations need to design and implement business models according to their objectives, mission, and goals. 

•  Integration of IoT and the actual business model have brought the concept of the IoT business model, which refers to a traditional business model but adopted the IoT for generating values. 

•  The key partner, key activities, key resources, value proposition, customer segments,  customer  relationship,  channels,  cost  structure,  and  revenue streams are the key components of the IoT business model. 

•  Subscription,  platform  business,  outcome-based,  asset-sharing  &  asset tracking,  data-driven,  pay-per-use,  service-adjacent  are  the  IoT  business models. 

•  Data  sharing,  tracking,  data  marketing,  new  business  line  development, product enhancement, remote working, new revenue model, hiring skilled workers, 360-degree presence, and omnichannel services are various ways of implementing IoT in business. 

•  Productivity, efficiency, reduced costs & time, deep insights about business, customer  satisfaction,  efficient  storage  management,  optimized  packing, and smart security are common benefits of IoT in business. 

•  Security, privacy, lack of skills, flexibility issues, and ignorance of hosting up-gradation are common drawbacks of IoT in business. 

Multiple choice questions

1.  Which of the following is an example of a Key Partner? 

A)  Product development

B)  Data interpretation
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C)  Partner management 

D)  Hardware cost

2.  Salesforce belongs to the component __________. 

A)  Key partner

B)  Value proposition

C)  Customer segments

D)  Channels

3.  Which of the following is an example of a Value Proposition? 

A)  Risk reduction

B)  Revenue streams

C)  Mass market

D)  Personal assistance

4.  Sales marketing belongs to ___________. 

A)  Customer relationships

B)  Key resources

C)  Key activities 

D)  Cost structure

5.  What is another name of the Subscription based IoT business model? 

A)  Rental model

B)  Recurring revenue system

C)  Pay-per-use model

D)  Revenue model

6.  Sales monitoring products are best example to explain __________. 

A)  Subscription-based model

B)  Platform-based model

C)  Pay-per-use model

D)  Outcome-based model

7.  Amazon recommendation could be used to explain _____________. 

A)  Asset tracking and sharing model

B)  Data-driven model
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C)  Subscription-based model

D)  Service-adjacent model

8.  Which of the following is not a way to implement IoT in business? 

A)  Tracking and management

B)  Omnichannel approach

C)  Remote working

D)  Cost reduction

9.  Which of the following is not an IoT business drawback? 

A)  Security and privacy

B)  Lack of hosting upgradation

C)  Enhanced customer services

D)  Integration and flexibility

10.  Which of the following is an IoT business benefits? 

A)  Enhanced business insights

B)  Lack of skilled employees

C)  Expensive cost of implementation

D)  Interoperability issues

Answers

  1. B

  2. D

  3. A

  4. C

  5. B

  6. D

  7. B

  8. D

  9. C

 10. A
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Questions

1.  Explain the relationship between IoT and business. 

2.  Explain IoT with respect to business. 

3.  Explain the IoT business model. 

4.  What are the different components of IoT business models? 

5.  Explain the several types of IoT business models. 

6.  Is any barrier that might occur while developing IoT business models? If yes, explain it. 

7.  Explain various ways to implement IoT in business. 

8.  What are the benefits of IoT implementation in business? 

9.  What are the different challenges of IoT implementation in business? 

10.  To start a new SaaS business, which IoT business model would be best? 

11.  What is a major difference between Subscription-based and Pay-per-use IoT 

business models? 

12.  Critically analyze the components of IoT business models. Is this necessary to consider all components, or some of them could be skipped? 

13.  Write down the different examples of IoT business model’s components. 

14.  Critical analysis smart security as benefits and security concern as drawback concerning IoT and business. 

15.  What is the meaning of the omnichannel approach, and how could it be used in IoT business? 

Key terms

•  Business model: A business tool to design a framework to execute business operations and achieve objectives. 

•  Channels: It is considered as a medium to establish interaction between two entities. 

•  Asset: It refers to resources: human resources, capital, machinery, and so on. 

•  Omnichannel: It refers to a multi-channel approach to marketing, sales, or providing services to customers. 

•  360 degree:  A  term  used  to  highlight  the  knowledge  with  respect  to everything. 
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Chapter 8

IoT Today and 

Future

The previous chapter was focused only on IoT and business. This chapter aims to discuss the present situation of the IoT and its future. Besides, what would be  future  opportunities  in  adopting  IoT?  Every  opportunity  brings  challenges, so  the  chapter  would  discuss  which  kind  of  challenges  might  occur  during  IoT 

implementation. 

It is a sheer fact that technologies have brought a huge change in every place. It is vital to get information about how it is happening. The chapter will help the reader to know that how IoT is increasing its role in the future. Along with opportunities, there are some challenges also. Thus, this information will help the reader to get an insight into the challenges while using IoT. 

IoT is the simplest technology, and when we learn about it, it might be possible to start  something  new.  So,  this  chapter  is  covering  all  these  aspects  and  makes  us aware of its role in the future. 

Structure

In this chapter, we will discuss the following topics:

•  IoT today

•  IoT in future
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•  Future opportunities in IoT

o  Across industries 

o  Across technologies

•  Future challenges for IoT

Objective

The chapter’s objective is to discuss the current situation of IoT and how IoT would take  place  in  the  future.  Besides,  the  reader  will  get  information  about  future opportunities and challenges. 

IoT today

Gartner,  a  popular  market  research  company,  predicted  that  IoT  usages  in  the automotive and enterprise market would increase every year. They predicted that there would be a 21.8% rise happen from 2018 to 2019, and 4.8 billion IoT endpoints would be expected. And, it becomes true. Similarly, from 2019 to 2020, 5.8 billion endpoints were expected. All these got true, and the pandemic supported the market growth. The COVID-19 pandemic does not impact IoT growth. Even the demands of  connected  cars,  connected  cities,  connected  devices,  and  connected  industrial equipment and robots increased compared to non-IoT connected devices, such as laptops, smartphones, and so on. The study proved that in 2020, there were 21.7 

billion active connected devices, and 11.7 billion were only IoT device connections. 

According to the prediction, it is expected that the IoT market will increase rapidly, and by 2025, there would be 30 billion IoT connections, and every person would have  at  least  4  IoT  devices.  IoT  Analytics  is  the  topmost  market  researcher  of IoT technology. According to their reports, it has been found that the number of connected IoT devices is rising continuously. Many factors are driving this growth and bringing value to the business and human lives. This growth has yet to reach its actual mainstream. 

In the last few years, large content has been published about IoT growth and business value concerns. All these are highlighting that IoT has the potential to grow every day. Small use cases have been achieving their expected output and adding value to the respected business. Still, large-scale IoT development remains to achieve in healthcare, homes, buildings, education, and manufacturing units. 

Continuous development of IoT brings an opportunity for different organizations to  come  together  and  support  each  other  to  develop  required  and  effective  IoT 

solutions. Cisco, HP, and Dell are some big players in IT and physical infrastructure development. These companies are doing business on a large scale. Omran, NXP, Infineon, and Vishay are some companies developing and supplying sensors. Both 
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companies have some diverse businesses, but they are dependent on each other to get any IoT product or service. Thus, it could be stated that IoT is creating a platform so  diverse  businesses  connect  and  work  together  to  develop  big  IoT  projects successfully. 

Only creating projects are not sufficient. Every industry must support in creating values from that project. No one can predict that everyone can easily collaborate with others; although big to small companies need to come together. The collaboration could  enhance  the  IoT  scope  in  the  future  successfully.  It  has  been  found  that some small vendors were unable to see revenue after collaboration. For instance, a collaboration among 90 vendors and a big company generated $30 million. And one small vendor is getting a small percent from this revenue. In this case, it has been assumed that the vendor is not making any profit. This thing might be unable to create exact business values from offered products or services. And, the best solution is to work together and consider it for a long time. Slowly and steadily, there would be a profitable revenue scheme automatically generated. 

Analysis  of  the  current  situation  of  IoT  is  stating  that  existing  collaboration  for massive IoT deployment consists of lots of complexities. The main reason behind this is the lack of coordination among companies. There are no issues of technology integration and compatibility. The gap is happening among technology providers. 

It is a fact that any collaboration requires contracts, agreements, and approval. All these took a long time which should not happen in the tech industry, especially IoT-driven industries. According to developers, IoT deployments require fast processing of  agreements.  Due  to  this,  they  are  encouraged  to  use  micro  and  lightweight contracts to be executed quickly. 

Every  industry  must  have  to  support  by  sharing  their  expertise  and  ideas  for accelerating the IoT business value. Building an ecosystem needs proper engagement from everyone and move toward a problem-resolution approach. 

Note: The IoT analytics report stated that in 2020, Chinese telecom companies took 75% of all cellular IoT connections (China Telecom, China Unicom, and China Mobile leading). Besides, a few years ago, no one heard about Low Power Wide Area (LPWA) connectivity market, and in 2020, it reached 423 million IoT connections. It would increase by 43% and cross 2.5 billion by 2025. The LoRA and LoraWAN technologies will grow rapidly in upcoming years and will dominant the industry. 

IoT in future

The discussion on the present scenario of IoT has already proved that IoT is the strongest  technology  trend.  It  has  the  potential  to  integrate  with  other  powerful technologies to develop big projects. Not only business organizations but common 
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people are leveraging IoT. Both are demanding every day to make life and business easier. This is pushing developers and companies to develop projects accordingly. 

Advanced development in Industrial Internet and Industry 4.0 would be increased using increased network agility. Integration with other technologies would increase the capacity of IoT for developing varied use cases. It is also expected that the IoT 

market will scale every year and open a new revenue stream. 

IoT potential is not limited to enabling IoT devices and utilizing huge amounts of sensor’s collected data to automate all processes and business operations. The future of IoT is limitless because of its potential. It is challenging, but other technologies would support achieving this. 

Developers  are  thinking  to  increase  machine  interactivity  with  human  intuition. 

In other words, bring the concept of ‘human 4.0’ that permit humans to establish interaction with either other humans or machine at real-time without considering the distance. It is hoped that this concept would bring new opportunities in healthcare, remote learning, and maintenance. Besides, 3D audio and sensory effects can bring a new platform for creating mixed reality applications. 

It is visible that AI, big data, and augmented reality have already shown outcomes that would only increase rather than decrease. IoT was never acknowledged earlier, but in the last few years, most businesses have adopted it. The explosive growth and  revolution  in  IoT  are  bringing  more  and  more  opportunities  for  businesses. 

Researchers and developers have suggested that supportive collaboration is a must to integrate IoT and other network platforms. 

Here are some points highlighting that IoT is not a trend but is creating a future that no one expects earlier. They are as follows. 

•  Earlier,  some  predictions  already  highlighted  that  the  IoT  market  would reach  a  high  level  in  upcoming  years.  Another  market  research  agency Cision  PR  Newswire  predicted  that  the  current  IoT  market  has  a  24.7% 

annual growth rate and is unexpected. The tech brands like Microsoft, Cisco, Google, Facebook, Dell are investing in IoT applications. This investment in  advanced  tools  and  technologies  is  driving  the  global  IoT  market. 

Healthcare,  government,  financial  institutions,  retail,  manufacturing,  and transformation, would be key industries to adopt IoT applications. By 2026, IoT Market would reach $1111.3 billion, as per the study. 

•  Billions of devices were active in 2019–2020. The company Disruptive Asia found  that  businesses  have  57%  participation  in  overall  IoT  investments. 

And,  soon  the  consumer  market  would  be  increased  and  might  become the third-biggest industry in consuming IoT. Microsoft predicted that this percentage would increase by 40% by 2021. Another study done by Statista highlighted that global IoT spending increases business value and would remain continuously. 
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•  According to a report published by IoT Magazine, 97% of IoT adopters have short security concerns, whereas 38% have faced technical challenges while adopting  IoT.  Some  groups  shared  the  need  for  a  smooth  connection  to remote operations. All have to find that IoT development requires talented people who can provide training on implementation. 

•  A few years ago, cybercriminals had chosen IoT devices to attack connected devices.  This  attack  was  Distributed Denial of Service (DDoS)  attack where IoT malware had been used. The malware was nothing but a strain of malicious software to infect the connected devices. The main purpose of this attack was to convert the connected devices into the botnet and crash the websites through internet traffic. The flooding halted services for some hours. And, it is predicted that cybercriminals would use do the same in the future obnoxiously. 

Based on the preceding discussion, it is visible that IoT is an inevitable requirement for businesses and lives. And, the rising power of IoT will drastically change all those industries which are participating in 2/3 of global GDP. Let’s discuss where IoT would go ahead in the future according to consistent innovations in different areas in the next section. 

Future opportunities in IoT

There is no doubt that IoT has a great future and an infinite resource of opportunities. 

IoT does not need to think about region, place, or location to provide services and products to end-users. It is enabling everyone to use the Internet and leverages its benefits. Opportunities are not limited, and developers are creating different business areas.  Opportunities  also  come  when  more  than  one  technology  is  combined  to create  innovation.  The  following  subsections  would  discuss  future  opportunities across industries and technologies. 

Across industries

Every sector has numerous opportunities because of IoT. Different applications in various  industries  have  already  been  covered.  Now,  future  scope  in  some  major sectors would be discussed as follows:

•  Healthcare:  This  industry  has  been  considered  a  slow  adopter  of  IoT 

compared to other industries. According to the study, IoT revolutions were started a decade ago, although there has been resistance to adopt the changes. 

With this fact, it is also true that IoT has brought many facilities in terms of fitness trackers, connected medication tools, and so on. 

The period between 2019 and 2020 will always be remembered because of the coronavirus pandemic. And, during this period, IoT has provided different 
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solutions and devices to the industries to fight against the coronavirus. This period gives a new perspective to IoT solution providers to bring a massive change.  The  global  healthcare  IoT  market  is  increasing  every  day  post-COVID. The pandemic has been increasing the demands of telemedicine, virtual healthcare consultancy, remote health care services, smart wearables, smart sensors, and health trackers. 

It  is  encouraging  health  organizations  to  invest  in  IoT-based  healthcare solutions and services. The growth of wearables and trackers is visible to everyone.  Besides,  it  has  been  predicted  that  IoT  will  change  the  patient care services, eliminate the institutional level costs, and automate human resources administrative processes within hospitals. It would raise the trend of at-home healthcare services for elderly patients soon. 

•  IoT and work from solutions: In the last decade, remote working culture was famous in the information technology sector. As soon as technologies were taking place in all sectors, remote working started getting popular in those areas. In the last few decades, the rapid growth of various technologies and  globalization  introduced  a  remote  working  culture.  Most  industries have started business globally, and remote working is a critical factor behind the success of international transactions. Remote working culture is offering benefits and making business processes simple. 

And,  the  pandemic  period  also  boosted  the  remote  working  and  work from home culture. The industries that are avoiding the culture adopted it anyhow. This work culture creates the demands of IoT solutions to increase productivity and performance while working from home. People are looking for devices that can support them in laborious works. 

•  Smart city technologies: Smart city is expected to grow tremendously because of the automated traffic system, video camera surveillance systems, visitor kiosks, rental taxis, and automated systems. Smart city technologies are a powerful method to increase comfort and convenience in cities. The future of these technologies would focus on interactiveness through smart city projects. 

Through this, the government would try to build an ecologically sustainable and safe urban environment. The future of smart city developments must emphasize more on infrastructure, security, and traffic congestion. All these areas are the first priority for common people. Heavy traffic and parking are increasing the demands of smart city technologies. 

One  report  states  that  the  US  government  has  invested  in  smart  city technologies, and 66% of US cities are under smart city infrastructure. The Internet of Things statistics report stated that in Europe, smart city projects are ongoing in half of the cities. 
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•  Smart home and service bots: IoT has already brought the concept of smart home, making our lives easy. According to a study, it is found that true smart home is still yet to come. Sci-fi movies have shown the smart home, but in reality, it still does not exist. For instance, the development of a type of smart fridge that can place order groceries simultaneously when it is run out is ongoing. Other technologies are supporting to bring it as soon as possible in the market. 

The  future  smart  home  would  be  occupied  with  more  intelligent  smart devices  and  service  bots  that  could  execute  household  chores.  A  central platform would be placed in the house itself to control and manage other connected devices. Amazon, Google, and Apple would be front development companies to implement it. The platform would be developed to interact with each other without any computability issues easily. 

•  Autonomous vehicle: It is another sector that has unexpected opportunities. 

Autonomous vehicles would take place in smart transportation. Designing a new car would be equipped with IoT tools and techniques. The advancement in 5G would take transportation to a high level. According to a study, it is found that Google has already planned for autonomous vehicles and tested them. Big brands like Mercedes Benz would come into this market. The new Tesla S has the potential to bring autonomous cars. 

The top IoT company, Cisco, has researched connected vehicles and found that autonomous cars can repel collisions and traffic. The companies which are  offering  rental  transportation  services  would  adopt  IoT  for  building smart  parking.  The  smart  autonomous  car  will  enhance  safe  driving  and reduce workforce costs. It is found that 78% of Americans find self-driving risky, whereas 54% of US drivers find it safer. 

The preceding points have an emphasis on major sectors and possibilities to bring innovative IoT solutions. Every application area has opportunities to grow further. 

It depends on how the consumers of specific areas are demanding products and services. 

Technologies

Developments and innovations of technologies like AI, Edge, Cloud, Big data, and so on are causing Integrated trends with IoT. 

•  Edge: Edge computing is growing rapidly after the cloud. The main reason behind this is that cloud computing is good for storing and managing huge data.  It  is  providing  platforms  and  servers  to  execute  operations  quickly. 

Some businesses are using it without a big investment and paying as peruse. 

Edge computing comes from cloud computing. It is a decentralized service to  store  and  process  data  at  the  required  place.  In  other  words,  the  edge 
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executes at the edge of the network, and here edge could be a smartphone, laptop, or any connected device. Without going to the server, edge manages data at the local server that automatically reduces the bandwidth. 

Developers  have  integrated  the  IoT  and  Edge  to  bring  IoT  Edge  devices. 

Since  IoT  devices  do  not  have  huge  data  storage  facilities  and  edge computing efficiently manages the bandwidth and latency issues. Thus, the combination of both technologies is bringing effective solutions. It is offering more standards to maintain security and privacy. As a key industrial IoT 

trend, the edge would support honing the quality of real-time insights. 

•  Artificial intelligence and machine learnings: Another technology that is drastically  changing  business  is  artificial  intelligence.  The  applications  of AI and machine learnings are available everywhere. A popular example of an AI application could be seen in websites as a chatbot where customers can interact with machines. Similarly, eCommerce is using AI for building recommendation  systems  and  predicting  the  purchasing  patterns  of customers. 

Now, the integration of AI with IoT is producing unexpected changes in the business. Most of the business industries use AI for the future prediction that needs a high quality of data. And IoT has the power to collect as much as data. 

Thus, advanced machine learning, data analytics, AI, and IoT combination will drive accurate and reliable predictions. The future of both technologies assists in intelligence automation and smart decision-making. 

•  Blockchain:  Another  popular  key  trend  in  the  technology  industry  is blockchain, which has changed business transaction methods. Blockchain is working as a medium to transfer data or money between devices in a highly secure form. Pairing blockchain with IoT enables the transfer of information and money among IoT devices. Blockchain would increase the reliability of data transmission and other transactions in the IoT environment. 

It is seen that the use of IoT devices would be increase at a high level. It automatically  would  accelerate  the  volume  of  digital  data  and  machine-to-machine  interactions.  It  might  cause  risks  and  open  doors  for  attacks. 

Although, the distributed nature of blockchain would minimize the security risks, enable smooth data transmission, and ensure data availability all time without disturbance. 

•  5G networks: 5G refers to an end-to-end system to enable communication through a single computing platform. It is the next evolution of the point-to-point system.  At present, the new-age mobile technology, that is, 5G, is an ongoing developing technology. In many countries, it is on a trial period. 

And, this technology would continue to develop to enhance reliable mobile connections  and  faster  communication.  This  mobile  technology  is  also encouraging business processes. 
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The IoT and 5G fusion have been established for specific devices: wearables, smartphones, vehicles, tablets, and Medical devices. In the future, this fusion will  connect  more  IoT  devices  with  the  Internet  to  improve  connectivity. 

The  introduction  of  5G-powered  IoT  systems  will  take  place  in  business industries to boost production and operations. 

The human interaction with IoT devices is rising every day. This interaction will not stop here and in upcoming years, it would grow continuously. According to Gartner, 

“Human Augmentation” is the latest trend after co-mingling human connection, and smart devices are building a connected smart world. The sensor-based technologies are creating personalized customer experiences to enhance satisfaction. 

Irrespective of the trends and opportunities regarding industries and technologies, IoT is making business lucrative and enabling business people to trust IoT processes. 

Incrementally,  the  successful  business  process  adjustments  would  bring  new  IoT 

capabilities and maximum data values. 

Future challenges for IoT

Technology always comes with challenges. It is impossible to think of a technology that  does  not  contain  any  challenges.  Some  obstacles  are  common  and  occur  in almost  all  technologies.  Every  growth  adds  some  new  challenges  in  technology adoption and implementation. The discussion about the Future of IoT is saying that IoT development is growing to increase complexities for IoT. Unexpectedly, various research has declared that  the  number of IoT-connected devices and sensor data would increase every year. 

Business  organizations  require  to  research  the  IoT  technologies  which  they  are planning to implement. They must understand what is holding IoT deployments and what should be considered while planning if it would impact other business plans or bring any problems. All these are pointing to the same, that is, challenges related to IoT deployment

Senior management and other department head already accepted that IoT adoption had provided different benefits to the business. Although, they are also facing some challenges while initiating IoT deployment. 

The  following  points  are  discussing  challenges  that  are  occurring  during  IoT 

deployment and growth:

•  Lack of skills and maturity: The studies found that lack of skill is the biggest challenge for IoT. As soon as IoT is growing, the need for a talent pool is increasing. The industry needs experts who can effectively use the acquired sensor data, integrate it with other technologies, and make better decisions. 

Most companies are experiencing a lack of skills. 
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Some companies assume that it is expensive to consistently create robust data  from  IoT  sensor  devices  and  maintain  it  for  business  decisions.  The development  of  a  strong  IoT  product  needs  a  set  of  skills  and  people. 

Developers are building products, the tester is testing them, but without a data analytics expert, it is tough to use the products effectively. When the company  implements  IoT,  they  need  to  build  a  back-end  and  front-end developer, knowledge experts, data analytics experts, and security experts. 

Some  people  are  providing  services,  but  they  lack  maturity.  It  is  pointed by the director of a Canada-based company that is offering IIoT analytics and cloud solutions. The IoT deployment is not limited only to smart device connections. It is a place where different technologies need to be compatible with  each  other.  The  manufacturing  industry  is  seeking  experts  who  can guide them in the right direction based on experiences. 

•  Low-quality software:  Software  is  the  base  element  of  IoT  product development.  It  has  been  observed  that  some  companies  are  not  using high-quality  software,  which  is  making  devices  vulnerable  to  security attacks.  Such  software  consists  of  weak  security  coding  and  encryption algorithm. It creates problems of software exploits, authentication failures, malfunctioning, and lack of validations. Developers are facing problems in developing robust software. 

IoT  device  manufacturers  point  out  that  getting  support  from  software developers  or  associated  companies  is  difficult  before  handing  over  to devices  to  end-users.  The  presence  of  software  flaws  within  IoT  devices cannot  acquire  the  users'  exact  audio  and  video  data.  For  instance,  voice assistance is an IoT device, but if it cannot sense the user voice properly, it will be unable to generate the exact results. 

The overall impact of this creates weaknesses in IoT products that further bring the opportunity of security attacks. IoT devices must have to secure the whole wireless network which is connecting all devices. A single failure in one device impacts all other connected devices. Thus, complex software should be avoided during the installation or building the IoT products. 

•  Complex decision-making and compatibility issues:  The  IoT  is  a  future technology,  and  in  upcoming  years,  it  would  change  almost  all  business industries  and  ways  of  doing  business.  Although  on  one  side,  it  is  an effective way to adopt IoT on another side, complexity might happen when IoT would grow continuously. It is because various companies are coming into the IoT market with different IoT products and services. It is resulting in high competition every day. The multiple options might confuse selecting appropriate devices according to business needs. It makes decision-making to be complex. 
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Multiple  options  also  bring  compatibility  issues  in  front  of  users.  When IoT companies do not follow standards, protocols, and security principles, they create interoperability issues. Sometimes companies depend on only one  solution  provider  to  adopt  IoT  devices,  and  already  implemented technologies create interoperability problems. 

Bluetooth  is  one  of  the  standards  for  IoT  devices.  And,  the  different competitors  are  giving  competitions  to  each  other  concerning  offered protocol  and  network  offerings.  For  instance,  the  home  mesh  network provides Bluetooth standards for building IoT-based home automation, and some companies are challenging to the mesh network offering. 

Different software versions and lack of regular updates also result in lower performance issues. Thus, it is suggested that business organizations and people  take  help  from  more  than  one  IoT  company/vendor  for  their  IoT 

deployment. It would reduce the security problems and platform issues. 

•  Bandwidth and scalability: The future of IoT requires offering high data bandwidth and scaling up the IoT infrastructure to end-users. Globalization has  been  increasing  business  volumes.  The  global  business  expansion automatically demands a higher bandwidth for smooth data transmission and communication in the network. Business organizations need to consider their existing deployment plan in case of expansion. They need to make an additional  investment  on  scaling  existing  infrastructure  according  to  the need. This additional investment might prevent the business organizations from considering IoT adoption at a large level. 

The expansion of business needs infrastructure scaling and high bandwidth. 

Both  demands  would  bring  connectivity  challenges.  The  remote  working environment  is  increasing  online  meetings.  The  pandemic  caused  social distancing and forced common people to connect with their relatives through video chatting. Online education is taking place everywhere. All these cases are increasing the demand for those IoT products which can perform video streaming smoothly. The videos increase the data load the server-client or central server. It further increases the traffic on the website. Thus, at peak times, most users face network connectivity issues. 

Thus,  it  is  recommended  that  IoT  manufacturers  and  solution  providers understand  such  situations  and  demands  to  provide  excellent  video streaming  services  to  end-users  in  upcoming  years.  Implementation  of intelligence switching would be a good option to offer reliable IoT products to customers. 

•  Standards and regulations: The regulations and standards are the critical components of the technologies and their implementation. Every technology solution  provider  needs  to  fulfill  all  standards  and  regulations  while 
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developing  any  IoT  product.  For  instance,  the  companies  follow  the  ISO 

standards to bring secured and reliable products. Lack of these standards would be unable to get a place in the market for a long time. Because of this, the IoT uses several challenges concerning regulations, policies, and legal rules. These rules are not fixed, and every new device adds some new legal challenge to an existing one. 

The increased use of wireless IoT devices is creating radio frequency noises, and it is a good example to explain how lack of standards causes it. It raises the question of how to regulate RF spectrum uses while using IoT devices. 

These things would increase the future challenges related to environmental issues, legal property issues, and legal issues. 

Besides the technological standards, all countries create their own IT rules and regulation. The governments bring social media rules and update them most often. At present, there are no strong IoT regulations to ensure the security of  any  IoT  devices.  The  wearables,  fitness  trackers,  medical  equipment, autonomous car, automated home, and so on, all pose security risks. In case of an accident, no one would take a hundred percent responsibility to manage the situation. Day by day, this automation would enhance that means more security risks. Thus, it is suggested to bring specific IoT regulations. 

•  Security and privacy: Security and privacy are the foremost concern in every industry, depending on technologies for their business execution. At present, it is already revealed that how a billion of IoT devices are changing the way of human lives and business operations. There is no doubt that these devices have  brought  convenience  in  everything  we  do  and  provided  benefits. 

Irrespective  of  fields,  those  smart  IoT  devices  are  collecting  personal  and business data to raise privacy issues. 

A common challenge that always stays with technologies. The moment IoT 

would grow at a fast pace, at the same time, the developers must have to pay more attention to the security features of IoT devices. The IoT nature connects an unlimited number of devices on a single network. In the future, the IoT 

devices would get more personal data as high dependency on automation and digitization. Hackers may attack devices to access these personal data and use it for malicious purposes. Thus, in the coming days, all types of IoT 

devices should implement high-security features. The end-to-end encryption must be considered more to refrain from data leakage. 

The major concern with respect to security and privacy is to provide a high level of security to the network as attackers mostly try to attack it and get access  to  its  connected  devices.  End-users  should  also  have  to  take  the initiative to strengthen the security and privacy of IoT devices. As, many times, they do not change default passwords that come with devices. They avoid  the  updates  of  the  devices.  Generating  awareness  of  this  thing  is necessary to use IoT devices without any security concerns. 

[image: Image 16]
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IoT devices connect things with the Internet compared to other technologies, and it is more vulnerable to security threats. Thus, IoT solution providers focus on implementing more security features on the devices and increasing customer  trust  levels  concerning  privacy.  They  are  planning  to  focus  on 

“end-to-end security” solutions through IoT devices. 

Developers must have considered that security is a function that guides how associated  risks  should  be  assessed and  managed. A  risk  assessment  and management plan would help identify the factors that impact the security and causes the risks. The plan also contains the guidelines to mitigate the risks appropriately. 

 Figure 8.1 summarizes all these challenges:

 Figure 8.1: Future challenges for IoT

These  are  evergreen  challenges,  and  overcoming  is  not  that  big  task.  Following instructions  and  implementing  suggested  that  tools  would  help  overcome  the challenges and support people to get high productivity through IoT innovations. 

Conclusion

The  chapter  explained  the  status  and  future  scope  of  IoT.  Various  points  are highlighted to understand how IoT is changing the business scenario and human lives.  The  chapter  highlighted  various  future  opportunities  concerning  industry and  technologies  how  these  opportunities  could  benefit  the  respective  authority. 

The challenges which would be possible with IoT expansion in business are also discussed. 

At present, everyone first checks the status of anything and how it is impacting lives. 

It applies to IoT tools and technology. Thus, the chapter would help the readers 
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get the present condition of IoT and how it will take shape in the next few years. 

The chapter would help non-technical readers find out industries where IoT would expand at large and bring numerous opportunities to initiate a new business model. 

The readers also need to understand the factors that might happen while adopting the IoT, so the information about challenges would help them understand those and make wise decisions. 

This chapter has explained the IoT and its future. Regarding the present or future, the technology has specific security concerns, framework, and architectural model. 

The next chapter will discuss all essential concepts to IoT security. 

Points to remember

•  According to the prediction, it is expected that the IoT market will increase rapidly, and by 2025, there would be 30 billion IoT connections, and every person would have most 4 IoT devices. 

•  IoT is creating a platform, so diverse businesses connect and work together to develop big IoT projects successfully. 

•  Building  an  IoT  ecosystem  needs  proper  engagement  from  everyone  and move toward a problem-resolution approach. 

•  The future of IoT is limitless because of its potential. It is challenging, but other technologies would support achieving this. 

•  Sectors  like  healthcare,  automobile,  home  automation,  smart  city  have numerous opportunities. 

•  Blockchain, AI, machine learning, edge, and 5G are emerging technologies that have been integrated with IoT to bring innovative solutions. 

•  Lack  of  skills,  low-quality  software,  complexity,  compatibility,  scalability, bandwidth, standards, regulations, and security are common challenges that might happen as soon as IoT will develop. 

Multiple choice questions

1.  According to Gartner report, what is the percent rise of IoT uses from 2018-2019. 



A)  20%



B)  21.8%



C)  21%



D)  23%
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2.  Which of the following has a large shareholding in cellular IoT 

telecommunication across global? 



A)  India



B)  The USA



C)  Japan



D)  China

3.  Which of the following has been considered as the future opportunity of IoT in technology? 



A)  5G



B)  Healthcare



C)  Education



D)  Smart city

4.  Which of the following technology should be integrate with IoT to increase reliability? 



A)  Artificial intelligence



B)  5G



C)  Block chain



D)  Edge computing

5.  Edge and IoT integration would _____________bandwidth. 



A)  Increase



B)  Decrease



C)  No changes



D)  Double

Answers

  1. B

  2. D

  3. A

  4. C

  5. B
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Questions

1.  Discuss the status of IoT. Do some research and share some real data. 

2.  Discuss the future of IoT and how it will take place slowly. 

3.  Discuss different future opportunities of IoT in business industries. 

4.  What is the future scope of IoT with other technologies? 

5.  What are major challenges that might occur during IoT implementation? 

6.  Discuss some reasons behind the different IoT future opportunities. 

7.  Does security concerns related to IoT will overcome in the future or increases. 

Explain it with reason. 

8.  Is this possible to overcome the challenges of IoT in the future? 

9.  Is  the  integration  of  IoT  with  other  technologies  would  be  beneficial  for business? 

10.  Do your research and find out future IoT scope in the following industries:

•  Retail and marketing

•  Education

•  Government

Key terms

•  Pandemic: It refers to a global epidemic that spreads a disease across the world. That is why it is also a disease outbreak. 

•  Blockchain:  It  is  a  digital  system  that  uses  bitcoins  (digital  currency)  to implement any transaction. 

•  Telemedicine: A method where people can consult with medical practitioners and get medicines. 

•  Service Bot:  A  conversational  interface  that  interacts  with  anyone  like  a human being. 
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Chapter 9

IoT and 

Security

The previous chapter discussed future opportunities and challenges related to IoT. 

This chapter is discussing security, the most important part of every technology. 

First,  this  chapter  will  describe  the  meaning  of  security  concerning  IoT.  Then,  it explores the need for security and the basic security requirements for IoT. At last, the chapter will discuss standards, architectures, and challenges related to IoT Security. 

Everyone  asks  security  whenever  they  purchase  any  gadget,  device,  or  adopt  a technology. People need the protection of their data provided to tools and apps. 

Companies need security for their sensitive business data and customer data. In simple, the security of data is the foremost need of everyone. The information shared in the book will help readers to understand security in terms of IoT. It will also help them how to enhance security while using any IoT type. 

Structure

In this chapter, we will discuss the following topics:

•  Understanding IoT security 

•  IoT security challenges 

•  Need for security

•  Basic security requirements for IoT
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•  IoT security standards

•  IoT security architecture

Objective

The  chapter’s  objective  is  to  describe  all  essential  security  concepts  related  to IoT  devices  and  systems. After  studying  this  chapter,  the  reader  will  be  able  to understand  the  meaning  of  security,  security  challenges,  need  for  security,  IoT 

security requirements, and architecture are those main security concepts. Besides, the reader will get information about the IoT security standards. 

Understanding IoT security

The two words, technology, and security are always linked with each other. If there is a technology, then definitely there would be security benefits and issues at the same time. Thus, understanding security with respect to technology is a must. In general, security refers to the protection of devices and their data. Previous chapters already  discussed  security  at  various  places.  Now,  this  chapter  will  explain  the security regarding the IoT. 

IoT  connects  the  devices  through  the  Internet.  And,  the  Internet  is  the  greatest resource of security attacks even after implementing high-security systems. Thus, securing the IoT devices from attacks is a must. Based on this, it could be stated that IoT security refers to the concept that says "Implement security features in the devices and protect it from any security issue/attack." IoT security's main aim is to  protect  all  connected  devices,  objects,  and  IoT  networks  using  different  tools, methods, strategies, and techniques. In IoT, a unique identifier has been provided for every entity/thing with a feature to transmit data across any network automatically. 

IoT security consists of different security techniques, architecture, strategies, tools, standards, and protocols to prevent security attacks and mitigate vulnerabilities. It is known that IoT has a broad concept, and every day, it has been increasing. It is automatically expanding the concept of IoT security. Only protection methods are not sufficient; IoT security requires using tools and technologies to protect every small to big IoT device. Network security, physical security to devices, Application Program Interface (API) security, encryption, and public key infrastructure are some standard security measures and tools associated with IoT security. 

IoT security affects all associated technologies, processes, and other measures for protecting  networks  and  devices.  Besides  network/device  security,  IoT  security builds automation systems to implement security in industrial machines and smart grids. 
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Note:  Various  companies  are  offering  IoT  security  in  the  security  space.  The Fortinet is one of the companies giving high competition to other companies. The company uses "Network Access Control (NAC)" product named as "FortiNAC" to offer services. The product delivers all types of controls, visibility, and automated responses to protect the IoT devices. The product's architecture has been designed in a way so that it could address security challenges in any environment. Another reason behind the product's popularity is the "Custom Security Processing Unit (SPU)" technology. The customized security is improving the performance of the devices by sending real-time threat intelligence. Due to these things, the company is in the top position to offer reliable security appliances worldwide. 

It has more than 500000 customers. 

The IoT security must be an integrated solution to deliver robust security to connected devices.  In  addition,  it  should  provide  surety  that  IoT  security  offers  protection, visibility, and segmentation all over the network. 

Any IoT security solution must have three features including learning, segmentation, and protection. Here, learning refers to the ability to create a risk profile and assigning to the device group. Segmentations make groups, whereas groups use security to protect every element of infrastructure. 

At  last,  it  could  be  stated  that  IoT  security  refers  to  the  practice  of  keeping  all IoT  devices  secured  by  ensuring  the  CIA  (short  for  Confidentiality  Integrity, Availability).  All  IoT  security  systems  and  tools  are  part  of  IoT  security  that protects them from security breaches. It also identifies and monitors the risks to fix vulnerabilities. 

IoT security challenges

According to the report, the global IoT market would reach $1.11 trillion and the number  of  active  IoT  devices  would  increase  up  to  21.5  billion.  This  IoT  market growth and increasing number of devices have increased the number of security challenges. The security risks are not limited to the device manufacturer, but are also associated with the end-users. The following points discuss the major security challenges:

•  Compliance issues at IoT manufacturer side:  The  manufacturers  are developing  IoT  devices  and  products  every  day  although  they  are  not taking care of high-security features implementations on the devices. They are not spending enough time and budget on it. These are causing security issues  during  the  designing  and  development  processes  of  IoT  devices. 

Lack of universal security standards might be one reason behind this issue. 

Bluetooth pairing connects two devices, such as fitness trackers and laptops. 

The visibility after the first pairing might open the door to security issues. 

Therefore, it should be considered as the vulnerability of IoT devices. 
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Hardware  issues,  weak  and  hard-coded  passwords,  lack  of  secure  data management,  ignorance  of  security  updates  features,  unsecured  data transmission and storage methods and unpatched software are other security issues associated with the IoT manufacturer side. 

•  Insufficient user knowledge: The number of IoT users has been rising daily. 

The IoT is a modern technology and is still in the development stage. Users have enough expertise and resources to use existing technologies securely. 

They  are  using  security  software  and  devices  to  secure  their  laptops, mobiles, and data. But they do not have sufficient knowledge and awareness about the secured uses of IoT devices. Some groups have been taking care of their wearable devices. Although, major users are ignoring safety while using any type of IoT devices and wearable devices. They are providing a lot of personal information to their all-connected devices. They are not much aware of what information they should share and put into the devices. It is a serious issue as it might allow attackers to make social engineer attacks. The malicious users might target these groups and succeed in obtaining sensitive information. 

•  Unawareness in device update and patch management: It has been found that IoT companies are ignoring the regular updates and patches. Also, a lack of testing has been identified during the testing phase. As a result, many users have turned off the auto-update features and did not care about the updates on the devices. There may be multiple reasons behind this, like companies or their representatives do not track them to auto-update all gadgets on time. 

These create security issues not only for the companies but also for the users. 

Facts say that updates and patch management are critical for the security of IoT devices. Whenever some new vulnerabilities have been identified, the first step is to update the respective devices. 

Update  of  any  software  transmits  the  backup  data  to  the  cloud  server.  It might be possible that the internet connectivity goes off for a few minutes. In this case, lack of encryption might open the door to attack at that time and the attackers can hack the sensitive information. It is another risk related to updating management. 

•  IoT devices' hijacking and ransomware: Poor IoT device management and lack of updates continuously bring different security issues related to IoT 

devices. These things are vulnerable to big security risks as attackers get a chance to insert malware into the devices. Among malware, ransomware is one of the dangers that can destroy sensitive data and block accessing the data during encryption. The malicious users try to infect the system with ransomware  and  ask  for  some  ransom  fees  to  return  the  data.  The  cases of ransomware have been increasing every day. There is a real example to understand the ransomware issue. A few years ago, during the inauguration 
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speech  of  ex  US  President  Donald  Trump,  attackers  infected  70%  of Washington  DC  surveillance  cameras  with  ransomware.  The  government police could not do anything regarding the storage of records. 

Industry IoT has brought a big change in the industries and manufacturing. 

All industries have been utilizing different types of IoT tools and technologies. 

The outcome is a storage of huge personal and confidential data onto servers. 

This is  also bringing  in  the  industrial espionage  and spying  issues. Since inside users might disinfect the inside tools to access personal data, some countries have already banned few IoT devices due to security concerns. For instance, Germany identified a toy ball as an espionage device and banned it. 

Not only manufacturing, but other industries like healthcare also has spying and ransomware issues because of critical patient data. Attackers are trying to hack medical devices and fitness trackers to access sensitive data (personal habit data, medication information, and so on). By using this, they ask for ransom money to return the data. 

•  Lack of physical security: This is a common issue that can happen at any time. It can occur when there is a lack of physical security in the locations where IoT devices have been implemented. When the manufacturer or end-user companies do not employ any kind of physical security, some natural incident  or  intentional  man-made  attacks  might  harm  the  devices.  This security issue can also be associated with the physical damage of the devices from elements like water, fire, air, or any dangerous activities. For instance, people use and install security cameras at internal and external areas. These devices  could  be  tampered  due  to  lack  of  security.  Hence,  the  physical hardening of IoT devices is a must to prevent its security risks. 

•  Home invasions:  It  has  been  considered  as  another  security  issue  that  is taking place between the physical and virtual worlds. It is known that IoT 

is  creating  a  virtual  world  from  the  physical  world.  For  instance,  earlier, houses  had  ordinary  music  systems,  TV,  refrigerator,  and  other  gadgets. 

Now, they have been replaced with smart devices including TV, speakers, refrigerator, washing machine, coffee makers, cameras, and so on. This smart home automation might pose some security threats because of unsafe rogue devices and poor defense methods that access IP addresses unethically. The attackers might locate these addresses to get access to those smart gadgets. 

•  Counterfeit and Rogue IoT devices: Rogue devices are those malicious IoT 

devices that pose some vulnerabilities. Attackers try to install these devices into the secured network without any authorization. The installation of such devices might break the whole network or replace the original one. Mostly, malicious hackers use a video camera, access point,  or similar devices as rogue  devices.  And,  lack  of  security  awareness  among  users  has  been 
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increasing these issues as they are installing such devices in their secured networks. 

•  Unreliable data storage and communication: Another security concern is related to unreliable data storage in IoT applications that might occur because of rogue devices. The compromised devices have been used by attackers to break the network, access sensitive information, and make communication unsafe. Lack of encryption and authentication during the communication process is the main reason behind the issue. The history has an example to explain this issue. In 2017, Darktrace researchers had identified an attack that happened on an unnamed casino. In this case, the cyber attackers attacked a network and after breaking it using an attached thermostat to a fish tank, they succeeded in accessing a big database "high roller." They filtered about 10 GB of data after this database access. 

•  Lack of expertise: The industry is facing lack of knowledge. This skill gap is causing problems of security as that group is unable to identify the IoT 

device vulnerabilities on time, rouge devices, and other malicious activities over secured networks. Besides, the industry is not taking steps to conduct the training on increasing security awareness. 

 Figure 9.1  summarizes all major security challenges:

 Figure 9.1: Security Challenges

The recent IoT security issues highlight that there is still a gap between IoT and security. As soon as IoT develops, security challenges would increase. The variation in the devices will enhance the security complexities. 
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Need for security

The meaning of IoT Security has already been explained and it is clear that it says only  protection  of  devices.  Now,  the  question  is  why  we  need  the  protection  of devices. The only foremost reason behind the safety is to prevent security attacks and ensure the privacy of the personal information of IoT users in the IoT network infrastructure. 

The preceding section has explained critical security challenges. Lack of security within  IoT  devices  brings  multiple  security  issues  for  the  devices  and  users.  It opens the door for attacks and results in big security incidents. The ignorance of security  features  has  been  considered  a  vulnerability  and  attackers  exploit  these vulnerabilities that result in big security threats. Thus, security is of utmost need for any IoT device. 

In  the  past,  numerous  security  incidents  had  taken  place  to  attack  big  to  small networks. History has countless examples that prove how ignorance of security had resulted in big risks, varied losses, and other security incidents. It took the attention of security professionals, developers, and business executives. They pointed out the dire need for IoT security to ensure the safety of networks and connected devices. 

So, let's discuss some examples that encourage every IoT company and developer to consider high security designing while developing any device. 

•  Mirai: In 2016, Mirai exploited the vulnerabilities of IoT devices using IoT 

botnet and caused a big security incident. The Mirai searched the vulnerable IoT  devices  and  default  usernames  and  passwords  for  making  security attacks. This was the biggest Distributed Denial of Service (DDoS) attack that took the benefits of unsecured IoT devices. It happened against French internet host OVH, KerboOnSecurity, and the US's Dyn DNS provider. The botnet made the internet inaccessible on the US East Coast. It was initiated to  block  the  internet  for  open  Telnet  ports,  but  it  tried  to  access  default passwords. CNN, Guardian, Twitter, Reddit, and Netflix were also affected by this attack. 

The attack had been considered an unexpected security threat that was the result of nefarious activities. The main reason for this attack was the lack of security features in IoT devices. The attackers used the IoT devices as a means along with the Mirai botnet to make the attacks. For every entity, they used different media. For instance, they used an IoT security webcam and exploited its weak security measures. Then, it infected the connected devices using malware and converted them into parts of a botnet. 

•  The Jeep Hack: This is another security attack that happened by the hacking of Jeep. In 2015, the IBM security intelligence website found that it is possible to use a vehicle's CAN bus to control a Jeep SUV. A research team did the 
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same and exploited the firmware update vulnerability. After hijacking the vehicle across the Sprint cellular network, they identified that it is possible to control vehicle speed. This was done as proof of concept for IoT device attacks. 

•  Hackable Cardiac Devices from St. Jude:  In  2019,  CNN  reported  about St.  Jude  Medical's  implantable  cardiac  devices  and  their  vulnerabilities confirmed  by  the  FDA.  These  vulnerabilities  might  permit  hackers  to access the devices and make certain nefarious activities. The defibrillators, pacemakers, and so on are some examples of cardiac devices and they could be controlled through the transmitter. 

•  Security camera breach:  The  Ring,  an  Amazon-owned  company  builds security  cameras.  In  the  last  few  years,  the  company  faced  two  security incidents. The first one is related to reveal user data to Google and Facebook accidentally.  It  happened  because  a  third  party  embedded  these  cameras into their android applications. Cybercriminals also hacked the company's doorbell. 

These  examples  prove  that  these  incidents  occurred  because  of  some  common vulnerabilities available on IoT devices. The following points highlight five common vulnerabilities related to IoT:

1)  Botnet  refers  to  a  network  of  a  system  that  is  designed  to  do  remote controlling of any device. Malware attackers use it as a medium to attack the devices through remote control and inject malware into the devices. They exploit it to access personal information, phishing emails, and DDoS attacks. 

These bots are mostly used for sending emails and data transmission over the network enormously so that the respective platform shuts down. 

2)  The  next  vulnerability  is  associated  with  the  Man-In-The-Middle  concept where an attacker attacks between two systems. The vulnerability is related to data transmission. The attackers try to intercept that communication and access the data after hacking the things connected through the internet. 

3)  Denial  of  Service  or  Distributed  Denial  of  Service  is  a  major  concern  for IoT. Some IoT devices have been designed and programmed to execute one service at a time. Therefore, it allows attacking the respective systems for taking control and accessing the information. 

4)  Manipulation of people is another way to make IoT a vulnerable network. It is called social engineering attack, where attackers manipulate target people for sharing their personal information. Since IoT devices have been in the process  of  fulfilling  common  people's  needs  and  their  lack  of  awareness about default username/passwords, no inquiry about vendors, and so on are causing security threats. 
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5)  Data and Identity theft is another common vulnerability in IoT. The users are not taking care of their data and devices connected through the internet. 

These are opening the door for attacks. The attackers do an analysis of the target audience and their activities over social media. By analyzing it and getting the details, the attackers attack. 

Besides,  lack  of  security  updates  and  patches,  lack  of  device  management, insecure network services, interfaces, devices, and continuous use of old systems are common vulnerabilities in IoT systems. Based on these, it is clearing the high-security needs within IoT devices. Whether IoT consumers are common people or business organizations, each has security and privacy concerns regarding their data. 

The vulnerabilities in IoT devices might raise questions about their potential. So, it is better to use the devices safely and prevent security issues. Besides, these incidents also bring some lessons which should be taken care of in future. 

Note: According to 451 Research, 55% of IT professionals found that "IoT 

security" is the top priority as they know that the development of technologies has been increasing the use of connected devices. Everything is accessible via the internet and it is the biggest source of the attack. 

Basic security requirements for IoT

A  decade  ago,  security  was  not  considered  a  critical  factor  in  IoT  infrastructure. 

Finally, the IoT vulnerabilities that cause big security incidents have brought the term  Internet of Secure Things. After discussing the meaning and need of security with  respect  to  IoT,  the  section  will  explain  basic  security  requirements  for  IoT. 

Understanding the requirements is the foremost step before designing the particular IoT applications or implementing specific security features on those applications. 

Without knowing the needs, it is tough to build reliable IoT devices or solutions. 

Moreover, every consumer, especially business companies, checks out the security features before adopting IoT devices or solutions. 

The IoT has consisted of various devices, including small to large, simple to complex, and  consumer  gadgets  to  sophisticated  systems.  Thus,  security  requirements  for every category differ although every device should have required to adopt general security requirements. 

The major key requirements are as follows:

•  Implement  security  features  to  the  embedded  devices,  stored  data,  and communication. 

•  Avoid keeping a weak password as the default password. 

•  Minimize the use of universal plug and play features. 
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•  Develop, implement, and run security operations at an IoT scale. 

•  Fulfillment of standards and compliance defined by committees. 

•  Fulfillment of performance requirements according to the use case. 

•  Use  multiple  levels  of  security  protections  (Firewalls,  encryption/

authentication, protocols, physical security systems, and intrusion/detection prevention systems). 

Besides the requirements, it is advised to use some functional blocks to fulfill the needs of IoT scale, device trust, data security, and other conditions. The device trust establishes and manages its integrity whereas data trust ensures privacy. At last, operationalize  trust  ensures  small  operations. All  these  have  been  done  through automation and proven technologies. 

The  accomplishment  of  these  security  requirements  would  make  any  IoT  device more secure and reliable. Apart from these, some factors must be considered while selecting the security requirements based on the type of IoT devices:

•  Ensure secure booting in the device and develop application solutions. The developers can use cryptography and signed code to embed this security requirement. 

•  Implement data security through encryption. 

•  Implement secure code updates using secured booting or signed code. This would ensure safety from patches, bugs, or other malware. 

•  Implement authentication protocol to ensure the authenticity of devices. 

•  Implement  encrypted  communication  protocols  and  cryptography  to provide secure communication. 

•  Add a layer of embedded firewalls to protect from hackers, flood attacks, known protocol exploits, or buffer overflow attacks. 

•  Embed security policies, standards, and frameworks to enhance the level of security in devices. 

•  Arrange  for  intelligence  workshops,  training,  bulletins,  hands-on,  and newsletters to remove the IoT skill gap. 

Considering these factors would complete the security requirements for IoT devices and solutions. It would ensure to build Internet of Secure Things. 
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Security requirements defined by the ETSI

The  Technical  Committee, European Telecommunications Standards Institute (ETSI) is a top company offering a code of practices and guidelines. The ETSI has identified  13  key  security  requirements  and  applicable  devices  in  2020.  Table 9.1 

highlights both:

13 key security requirements 

Applicable devices

•  No universal default passwords. 

•  Smart home assistants. 

•  Vulnerability  reporting  facilities 

•  Home  appliances  such  as  smart 

and management. 

fridge,  washing  machines,  coffee 

•  Regular  software  updates  and 

maker, and so on. 

maintenance. 

•  Wearable  devices  and  fitness 

•  Secure  storage  of  sensitive 

trackers. 

security parameters. 

•  Multimedia devices such as speakers, 

•  Secure communication. 

cameras, TVs, and so on. 

•  Minimize 

exposed 

attack 

•  Smart  safety  devices  and  security 

surfaces. 

systems  such  as  security  cameras, 

doorbells,  smart  locks,  smoke 

•  Optimal software integrity. 

detectors, and so on. 

•  Personal data security. 

•  All types of connected toys and baby 

•  Outage resilience. 

monitors. 

•  System 

telemetry 


data 

examination. 

•  Simple  user  data  deletion 

processes. 

•  Easy  device  installation  and 

maintenance. 

•  Input data validation

 Table 9.1: Key Security Requirements and applicable devices
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These key requirements could also be used as references before initiating any IoT 

solutions. Besides these, the following  Table 9.2  is highlighting the general checklist for IoT device manufacturers and users. 

IoT device manufacturer

IoT device users

IoT connected products

•  Ensure security of 

•  Passwords

•  Application 

devices by default 

•  Updates

programs

credentials

•  Brands

•  Operating systems

•  Conduct regular 

•  Dependencies

penetration testing

•  Universal Plug 

and Play

•  Cloud

•  Utilize hardware keys

•  Guest WIFI

•  User access and 

•  Regular firmware 

security

updates

•  Home network 

security

•  Device 

•  Assume source code 

communication

visibility

•  Encryption

•  Offer decommissioning 

•  Device access and 

supporting features

function

•  Find an IoT security 

•  WIFI restrictions

partner

 Table 9.2: General checklist for IoT Device manufacturer and users Physical  attacks  to  devices,  lifecycle  assaults,  software  damage,  and  attacks  on transmitted data while communication process are critical vulnerabilities to the IoT 

devices. Most of the time, attackers exploit these vulnerabilities and create security incidents. The developers deploy the appliances with all required security features to accomplish the objective of that particular device. The companies are considering all factors while designing the security features in the devices. It is a challenging task to keep devices secure from any attack. 

Security issues are not only limited to software and hardware. Earlier, these were top mediums to attack respective devices. Nowadays, attackers using social engineering technologies  to  attack.  Moreover,  they  are  exploiting  human  vulnerabilities  to implement  attacks.  Credit  card  fraud  is  one  of  the  best  examples  to  explain  the exploitation  of  human  exposures.  Another  trick  is  sending  traffics  to  the  target website and exploit normal data flow. Thus, IoT security must consider all these factors while developing any security framework. 

Developers have the responsibility to design IoT systems securely. Thus, it is good for the developer to find out the exact security requirements for IoT. Apart from that, it is also suggested to every consumer to follow some common security steps while using any kind of IoT system. For instance, regular updates, changing the default credentials, unique passwords, and patches must be taken by the consumers. All 

 IoT and Security        189

these would support increasing the security of IoT devices and ensure the privacy and confidentiality of sensitive data. 

IoT security standards

The use of the internet and the adoption of IoT devices have been increasing every day. It is resulting in the storage of confidential and sensitive information. The end-users have concerns about the security of their data. It is explained how vulnerabilities within IoT have been creating security incidents. The number of cyber-attacks has been increasing at a higher pace. The exponential growth of security attacks and incidents  is  a  critical  point  of  discussion.  Implementing  security  features  is  an essential step during building IoT devices and solutions. Although, there is another point that must be considered while and after the development of any device which is related to the rules, regulations, and standards. 

With  respect  to  technology,  various  committees  have  defined  rules,  laws,  and regulations  to  regulate  the  development,  designing,  execution,  and  usage  of  any technology  device  across  the  world.  The  collective  name  of  the  defined  rules, regulations, guidelines, and laws are called "standards." The ISO standard is a common standard  that  is  offering  guidelines  related  to  the  internet  and  communication. 

Similarly, for IoT devices, different organizations have articulated their standards that must be followed during any activity associated with IoT. The countries like US, UK, and India have developed the standards and code of practices for IoT devices to mitigate the security risks and their impact. 

The retail code of practices, lack of user knowledge, insufficient manufacturing, and lack of security guidelines make IoT devices vulnerable to attacks. In the absence of security standards, IoT security will always be a big security concern and IoT 

devices will not fight against those concerns. The global exposure of the IoT market brought the dire need for IoT security standards. Thus, every group associated with IoT requires IoT security standards. 

User group needs to follow the IoT standards

 Table 9.3  highlights the audience which must follow the IoT security standards: Name 

Why

IoT service provider

This  has  been  considered  the  vendor  and  most  important entity  regarding  IoT.  It  offers  all  data  transfers,  network services, cloud storage, and communications services under 

IoT solutions. 

Device manufacturers 

The main responsibility of this group is to assemble various IoT components or provide the required components. 
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Application developers The group includes application developers and programmers who  develop  applications  for  wearable  devices,  tablets, mobiles, and other gadgets. 

Retailers

This  group  belongs  to  retailers  who  sell  internet-connected products and relevant services to end customers. 

 Table 9.3: User groups that need to follow Security Standards Committees and groups that design standards 

and codes of practices

IoT  standard  organizations,  trade  associations  and  industry  groups  provide guidelines, rules, codes of practices, and regulations to protect IoT devices. Each group is an authorized committee to ensure the safety of devices and data. 

 Table 9.4 discusses top organizations and their main purposes to support IoT security: Group

Description

ETSI

ETSI  has  been  recognized  as  a  regional  standards  body  for establishing telecommunications, electronic communications, and broadcasting. It is a European Standards Organization and a top organization to provide safety to IoT devices. Nearly 900 people are a part of the organization. This world’s leading organization has been developing and updating the IT standards. 

Website: ETSI - Welcome to the World of Standards! 

IoTSF (Internet of 

It is a non-profit international organization that makes IoT safer. It Things Security 

came into existence because of collaborative efforts and objectives Foundations)

to respond to the cybersecurity challenges happening across the world.  The  IoTSF  is  defining  a  structured  process  to  evaluate the  IoT  infrastructure.  Thus,  it  could  be  used  by  IoT  security professionals, government agencies, network operators, hardware and  software  product  vendors,  system  specifiers,  retailers  and distributors,  integrators,  insurers,  and  other  stakeholders.  In addition, the group has explained various practices to ensure the security of IoT devices. (Best Practice Guidelines – IoT Security Foundation). 

Website: IoT Security Foundation – make it safe to connect
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NIST (National 

The NIST is working on a high-level IoT guide to cover all types Institute of 

of  organizational  processes  and  roles  (NIST Cybersecurity for Standards and 

IoT Program | NIST). It is a US-based organization that provides Technology)

technology  standards  under  the  US  Department  of  Commerce. 

The NIST publishes FIPS standard guidelines applicable under Federal Information Security Management Act (FISMA). The group has already published a series of IoT security documents along with 85 points of recommendations. 

Website: National Institute of Standards and Technology | NIST

IEC (International 

It is another international standard body that provides guidelines Electrotechnical 

for electrical technologies. The IEC, ISO, and ITU are three global Commission)

sister organizations for developing international standards. The IEC has specially designed security standards for "Things" and 

"Internet" and is applicable to all industries. The cross-sectional scope  of  standard  makes  IEC  popular.  For  example,  the  IEC 

has provided white papers on  Internet of Things: Wireless Sensor Networks and  IoT 2020: Smart and Secure IoT Platform. 

Website: Homepage | IEC

ENISA

European Union Agency for Cybersecurity: The main purpose of bringing this European-based group is to establish cybersecurity measures. It came into existence in 2004 to provide a high level of cybersecurity across Europe. It is following EU Cybersecurity Act and policies. 

Website: https://www.enisa.europa.eu/

GSMA

It is another institution or logical forum to provide all types of best practices to ensure secure design, development, and deployment of IoT services. It also evaluates security measures. It especially offers services to mobile operators, software companies, device makers, handsets, internet companies, and equipment providers. 

GSMA covers areas including Asia Pacific, Greater China, Latin America, Europe, Middle East, North Africa, North America, and Sub Saharan. Nowadays, GSMA has been doing extensive work 

on IoT Security. The group is developing IoT Security Guidelines for  general  use,  network  operators,  endpoint  ecosystems,  and service ecosystems. 

Website:  GSMA - Representing the worldwide mobile 

communications industry

 Table 9.4: Top organizations to provide IoT Standards and Guidelines
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These are the major organizations that are continuously working on the development of global IoT security standards. 

Government regulations

At this moment, there are no specific global IoT device security standards or codes of  practice  although  different  manufacturers  and  other  users  are  following  NIST 

recommended standards and codes of practices in their defined regions. Let's discuss the guidelines designed based on areas. 

 Table 9.5 discusses IoT standards developed in specific countries: Region name

IoT security standards

UK

Initiated by UK Government's Department and still in progress to bring out world’s leading regulatory framework. 

Since  the  current  guidelines  are  voluntary,  companies  can  implement them to get protection from security threats. 

Brief summary of common guidelines:

•  No default passwords. 

•  Implement a vulnerability disclosure policy. 

•  Keep software updates. 

•  Keep protecting store credentials and sensitive data. 

•  Establish secure communication. 

•  Minimize exposed attack surfaces. 

•  Ensure software integrity. 

•  Provide surety of personal data. 

•  Regular maintenance of devices. 

•  Input data validation. 

•  Monitor system telemetry data. 

•  Make system resilient to outages. 

•  Permit users to delete their data. 

USA

NIST is offering standards to address IoT security issues. In addition, the group has defined four sets of documents to establish cybersecurity practices. 
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Europe

ENISA has provided baseline security recommendations to implement IoT security measures in Europe (Baseline Security Recommendations for IoT — ENISA (europa.eu)). 

The seven recommendations are as follows:

•  Promote  harmonization  of  IoT  security  initiatives  and regulations. 

•  Raise awareness regarding IoT cybersecurity. 

•  Define  secure  software/hardware  development  lifecycle guidelines for IoT. 

•  Achieve consensus for interoperability across the IoT ecosystems. 

•  Foster economic and administrative incentives for IoT security. 

•  Establish secure IoT product/service lifecycle management. 

•  Clarify liability among IoT stakeholders. 

 Table 9.5: IoT standards developed in various countries Based  on  the  guidelines  provided  by  various  countries,  it  can  be  stated  that irrespective  of  government’s  standards,  any  IoT  service  provider  can  adopt  its general guidance. All these guidelines are similar to each other. And, fulfillment of these would support building secured IoT products. 

IoT security architecture

IoT devices and systems could be simple to complex. Irrespective of the type, all these are high-security solutions to ensure the security of data, communication, and entire system. Security is not only limited to communication, but also includes the practical understanding and management of the devices. The comprehensive security solutions always prevent the exploitation of the system's weakness. The integration of all these kinds of security solutions can be provided through architecture. 

It can be stated that an IoT security architecture refers to an architecture that includes different security tools, strategies, and solutions to protect the whole IoT system. 

The architecture also highlights the possible security problems that might happen to relevant components of the architecture. Thus, it is possible to use various methods to design and architect IoT security. 

Various developers design specific architecture and follow standard methods such as traditional IoT architecture, building trusted zone and boundaries or frameworks enabled with tools to develop IoT architecture. The section is going to explain the best way to create an IoT security architecture using standard architecture. 
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 Chapter 3,  Understanding IoT Workings, explained the concept of an IoT architecture. 

It  was  discussed  that  IoT  architecture  consisted  of  varied  components  including devices, software, hardware, protocol, standards, and tools. The four layers have been  explained  within  IoT  architecture.  The  IoT  security  architecture  would  be described based on those four layers and stages of IoT architecture. Each layer would correspond to the same layer to offer security services. 

Stage 1 security - layer of sensors and actuators

The layer is responsible for data acquisition and device enabling to initiate processing and pass it to the next layer. The layer needs to connect with the physical world directly. Endpoint user devices, networks, and processing platforms are a part of this layer. 

Sensor data protection and encryption are the two key objectives of this layer. Thus, to implement security on this layer, protecting devices along with data is a must. The first step toward this is to find out the security requirements and the second step is to find out the best security mechanisms after analyzing the requirements. 

Major security requirements

•  Physical security to protect all devices and networks. It would also prevent interferences,  signal  disturbance,  electromagnetic  leakage,  electrical shielding, and physical attacks. 

•  Security to the embedded software and operating systems protects it from malwares, virus infection, and other flaws. 

•  Data and network security to ensure that data are protected under CIA levels. 

Network security is a must to provide data and device security. 

Possible security threats and relevant security solutions

•  Denial DOS attacks and intruder attacks are major security threats to this layer to make devices vulnerable. Thus, strong network connection, cooperative security mechanisms such as intrusion detection and identity authentication would protect the devices. 

•  Unauthorized  data  access,  eavesdropping,  data  forgery,  and  traffic  flow analysis are security threats to the data. End-to-end encryption, multi-factor authentication, and cryptography are the best ways for data protection. 

•  Manipulation and illegal modification are other security threats to this layer. 

The attackers try to forge data without permission. Thus, it is best to encrypt and source authentication to prevent this threat. 

According to the type of applications, the security requirements vary. And applying the security methods directly depends on the requirements as it should be chosen 
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wisely. Sometimes, more than one security method needs to be used to protect the entire system. 

Note: Avoid public key algorithms, random number generators, and complex-response methods while designing security on the layer and its devices. 

Stage 2 security - layer of gateways and 

networks

In generic IoT architecture, the second layer has the responsibility of data routing and data forwarding using the gateway and network protocol. Thus, in this case, this layer has one main objective to ensure the security of the gateways. Besides, the layer is also responsible for identity authentication. Network protocols play a critical role while routing. Thus, providing security to protocols is also required. 

Like the previous layer, this layer needs the identification of security requirements and finding out suitable security methods. 

Major security requirements:

•  Network and gateway security are major requirements as the layer is called the layer of gateway and network. 

•  Communication security is another requirement to ensure the security of the data communicated. 

Possible security threats and relevant security solutions:

•  Some security attacks are common to every layer. For instance, DDoS attacks can also happen at this layer. So, appropriate security methods should be used to prevent this attack. 

•  The eavesdropping attack such as man-in-the-middle attack might happen in this layer. Then, the attackers try to break the authentication to acquire access to the network. 

•  Traffic  analysis  can  also  cause  security  issues  as  an  attacker  might  try  to observe the traffic, analyze the transmitted data and break the entire network Irrespective of the security requirements and security threats, the layer requires a high level of security. Since the data is the most valuable asset, if it gets damaged or lost, it directly impacts the privacy and security. Thus, some standard security methods such as high encryption, two-way authentication, and other security tools must be used in this layer. Apart from this, network authentication is a required security method to enhance security in this layer. 

Besides  this  measure,  the  layer  also  needs  an  additional  layer  of  security  using network security protocols. Each protocol should use relevant security protocols: 
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IPSec protocol (IP protocol), Security Socket Layer (SSL)/Transport Layer Security (TLS)  protocols  to  protect  TCP  protocol  and  HyperText Transmission Protocol Secured (HTTPS), Security/Multipurpose Internet Mail Extensions Protocol (S/

MIME),  and  Secure Electronic Transaction (SET)  for  application  protocols  to protect the network layer. 

Stage 3 security - layer of analytics and data 

service management

The corresponding layer belonging to the IoT architecture is responsible for executing and managing all types of IoT services and data process management. So, security at this stage is relevant to centralized data processing. The cloud platforms and servers have been used to process these data. Thus, security at this layer requires to ensure the safety of cloud computing. 

Major security requirements:

•  Operating system and other software security requirements to ensure the execution of IoT services. 

•  Data security is another requirement to ensure the security of provided data services. 

Possible security threats and relevant security solutions:

•  Common DDoS attacks and authentication are security threats and applying appropriate  security  methods  is  always  the  best  decision  to  support  IoT 

system security. 

•  Different types of illegal data access and access control security threats can occur  at  this  layer.  Implementing  various  security  software  like  firewalls, intrusion/detection systems, and so on should be preferred to prevent the loss from such attacks. 

Based  on  these  possible  security  threats,  researchers  have  suggested  some  more common  security  measures  to  protect  the  security  of  this  layer.  Access  control, security software, regular security audit, and user management are those measures. 

Apart from these, another way to implement security is implementing data backup and recovery methods and hardware backup systems for IoT systems. In this way, it is easy to make the process layer more secured. 

Stage 4 security - layer of interaction via 

applications

Stage 4 security is mainly associated with the security of applications that establishes interactions  with  end-users.  The  main  objective  of  this  security  layer  is  privacy 

[image: Image 18]
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protection and user authentication. The variety in application types and processing platforms has been increasing the security issues at this layer. Thus, the layer has the responsibility to find out major security requirements and possible security threats. 

Major security requirements:

•  Data security is the most important requirement to ensure its privacy within the system. Besides, the privacy of the location and user identity must also happen. 

•  Complete IoT system security as it directly connects with the end-users. 

•  Security of user mobile devices to provide mutual security to end-users and system. 

Possible security threats and relevant security solutions:

•  Lack of privacy because of illegal access control or data access. Thus, a high level of privacy protection is a must for all types of applications. Encryption is a good method to ensure user data privacy and location privacy. 

•  Weak passwords or default passwords might cause security threats. Hence, different  types  of  authentication  techniques  must  be  used  to  protect  the system with strong passwords. 

The following figure summarizes the whole IoT security architecture:

 Figure 9.2: Summary of IoT Security Architecture Like  previous  layers,  this  layer  is  required  to  follow  security  standards  and mechanisms  to  make  a  secured  IoT  system. Adding  trusted  boundaries  between two layers can also enhance the security between the two layers. These boundaries could provide physical and logical isolation levels to divide the layers securely. The 
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event  data  tampering,  elevated  privilege  exploits,  spoofing  identification,  DDoS 

attacks,  and  information  disclosure  could  be  prevented  using  these  boundaries. 

Thus, designing an IoT security architecture mitigates malicious coding and attacks and ensures secured communication. 

Note: The Symantec Corporation, or NASDAQ: SYMC is a world-famous organization offering cybersecurity solutions. The company has been offering cyber intelligence networks and protecting IoT systems from the next generation of attacks. 

Conclusion

The  chapter  discussed  security  concepts  associated  with  IoT.  It  highlighted  why security  is  a  must  in  any  case.  Other  essential  ideas  related  to  safety  have  been discussed in detail. IoT Security infrastructure has been explained. Apart from this, the chapter explored challenges that occur while providing security to data. 

Nowadays,  everyone  is  using  a  variety  of  IoT  devices  in  their  personal  and professional life. The chapter will help the technical and non-technical groups to understand  the  simple  meaning  of  IoT  devices.  It  would  help  readers  to  get  an insight into the development stages of IoT devices. The reader will get information about various types of IoT devices. Multiple options in the same IoT device category will help the reader understand how it can perform different tasks. It is found that some readers, especially non-technical groups, assume that IoT devices and smart products  are  similar.  There  is  no  doubt  that  they  are  identical,  yet,  some  minor difference exists between the IoT device, connected device, and smart product. The simple examples of smart watches and smart security houses would help readers to understand that difference. 

This chapter focused on the security concept regarding IoT. The next and last chapter will discuss IoT projects. Then, the chapter will discuss popular IoT projects which are making human life easy. Besides, it will highlight some projects that are in trend. 

Points to remember

•  IoT security refers to implement security features in the devices and protect it from any security issue/attack. 

•  IoT security consists of different security techniques, architecture, strategies, tools,  standards,  and  protocols  to  prevent  security  attacks  and  mitigate vulnerabilities. 

•  IoT devices and systems have been facing multiple security challenges. 
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•  Preventing security attacks and ensuring the privacy of personal information of IoT users in the IoT network infrastructure is the main reason to understand the need for IoT security. 

•  Mirai, Jeep Hack, Security Camera breach, and Cardiac devices are examples of the latest IoT security attacks. 

•  Botnet,  Man-in-the-Middle,  Manipulation  of  people,  DDoS  and  Data  and Identity theft are five major vulnerabilities related to IoT. 

•  Every device needs specific security. Thus, its security requirements for every category differ although every device is required to adopt general security requirements. 

•  There is no global IoT standard, but multiple organizations have designed IoT standards and codes of practices. 

•  IoT  security  architecture  refers  to  an  architecture  that  includes  different security tools, strategies, and solutions to protect the IoT system. 

Multiple choice questions

1.  Fortinet  developed  a  product  to  offer  security  services.  The  product  is based on ____________. 

A.  Network Access Control 

B.  Media Access Control

C.  Processing Unit

D.  Physical Access Control

2.  Compliance issues occurred because of ________. 

A.  Lack of physical security

B.  Lack of security standards

C.  Vulnerabilities

D.  Lack of user knowledge

3.  The security issue happened during Donald Trump’s inauguration speech. 

The name of security issue is______________. 

A.  Lack of user knowledge

B.  Hijacking of IoT devices

C.  No update and patch in used system

D.  Compliance issue

200       IoT for Beginners

4.  In which year, Darktrace researcher had identified a security breach related to illegal data access? 

A.  2019

B.  2015

C.  2017

D.  2016

5.  Mirai attack happened in ______. 

A.  2017

B.  2015

C.  2014

D.  2016

6.  CNN reported about St- Jude Medical's implantable cardiac devices and their vulnerabilities confirmed by the FDA in the year __________. 

A.  2020

B.  2019

C.  2017

D.  2015

7.  ETSI has defined ______ key security requirements. 

A.  14

B.  13

C.  17

D.  15

8.  The IEC stands for_____________. 

A.  International Electrical Commission

B.  International Electrical Committee

C.  International Electrotechnical Committee

D.  International Electrotechnical Commission

9.  ENISA belongs to _________. 

A.  US

B.  UK
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C.  Europe

D.  India

10.  IoT security architecture has _________layers. 

A.  4

B.  5

C.  4+2

D.  3

Answers

  1. A

  2. B

  3. B

  4. C

  5. D

  6. B

  7. B

  8. D

  9. C

 10. A

Questions

1.  What do you mean by IoT security? 

2.  Why security matters in any technology? 

3.  What are different IoT security challenges and why is it happening? 

4.  What are the needs of IoT security? 

5.  What are general security requirements to protect IoT devices? 

6.  List some of the IoT security attacks. Besides, do research and find out some new attacks that have happened on IoT systems. 

7.  What are the five vulnerabilities related to IoT devices? 

8.  What do you mean by IoT security standards? 

9.  Write down the security requirements defined by ETSI? 
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10.  Why standards and codes of practices play a major role in security? 

11.  What do you mean by IoT security architecture? Is there is a relationship with standard IoT architecture? 

12.  List the names of organizations that have developed IoT security standards. 

13.  List the names of users who need to follow the security standards. 

14.  Make a general checklist to explain IoT security and its relevant concepts. 

15.  Explain the role of the government in implementing IoT security practices. 

Key terms

•  CIA: A tried model to ensure security during the development of devices or policies. 

•  API: An interface to connect two devices or devices with end-users. 

•  Standard: A set of guidelines to ensure that a specific system has followed it. 

•  Encryption: A process that converts any information into codes. It is used during communication and data transmission. 

•  Authentication: A process that ensures the validity of any person or object. 

•  Eavesdropping:  A  kind  of  attack  to  break  the  network  and  steal  the information during transmission. 

•  Forgery: Creating a false document for malicious purposes. 
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Chapter 10

IoT Projects

The previous chapter explained all the critical concepts of IoT security. This chapter is discussing various elements related to IoT projects. The chapter will discuss the meaning of an IoT project. Countless projects have been developed till date and this chapter will highlight some existing projects. Besides, the chapter will discuss some new ideas for IoT projects. 

A  learner  and  end-user  are  always  keen  to  know  how  IoT  could  simplify  any work regardless of industry. They are curious to get information about works that happened in history. This chapter will help them to find out some interesting data about this. Besides, they will also get information about the scope of IoT in different areas. 

Structure

In this chapter, we will discuss the following topics:

•  Understanding IoT project concepts

•  Existing IoT projects

•  Trendy IoT projects and ideas
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Objective

The chapter’s main objective is to explain the term IoT project, which is nothing but an application. The implementation of IoT projects is a different and wide topic. The chapter covers existing ideas that have already been implemented and new ideas that could be used in the future. After studying this chapter, the reader will be able to understand the existing projects and trendy projects. 

Understanding IoT project concept

The project is a term that always attracts everyone irrespective of industry. As per the general definition,  “A project refers to a group of various modules to achieve the particular objective.”  According to needs, the projects have been designed. 

With respect to IoT,  “An IoT project is an IoT application which has been designed to perform a specific task based on the chosen industry.”  In simple words, the IoT project consists of different modules. For instance, a retail company starts a project to launch their e-commerce websites, then the development of the whole website would be considered a Project, whereas, designing the relevant parts of the website would be considered modules. 

Mandatory blocks of IoT project

Regarding  the  architectural  design,  every  IoT  project  must  use  all  mandatory building blocks. Here is the list of those building blocks and all these have been discussed in the previous chapters ( 1, 3, 4, and  9):

•  Sensors and devices

•  Networking technologies and communication

•  Platform and programming languages

•  IoT Standards and compliance

Each company has a specific need and seeks a solution based on that. At the same time,  common  people  have  some  common  needs  and  they  look  for  universal solutions. Thus, these factors have been considered while designing and building any IoT project. The cost and time are two other factors that also need to be considered before making any decision regarding the IoT project development. 

A smart city is another example of the biggest IoT project. It is not a single project and consists of different modules such as smart transportation, smart parking, smart electricity bill, smart water bill, and other similar tools. These sub-parts are modules and their implementation could be called apps. The following image shows how a smart city would look like:

[image: Image 19]
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 Figure 10.1: Smart City

The smart app is another word that is most often used with respect to IoT. It has been found that people get confused with words apps and projects. Apps are different from projects because a project is considered a major system, whereas apps are its subsystems. That’s why all types of platforms (Android, iOS, Mac) already have various smart apps that could be used according to their needs. The smart apps are also called connected apps. 

Any  IoT  project  always  helps  people  and  business  organizations  in  terms  of automation, production, flexibility, and sales. Every day, the demands of IoT projects and apps have been rising in every industry. 

Relationship with IoT applications and IoT 

project

IoT applications have been explained in  Chapter 6,  IoT Applications. The IoT project is  an  implementation  of  those  applications.  This  part  is  majorly  dependent  on programmers and developers. The developers use specific programming languages, platforms, databases, and other components while building any IoT project. They convert applications into functional IoT projects. Building this functional project is 
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a tough and complex task. The availability of numerous programming languages, standards, technologies, applications, and tools bring confusion in front of them. 

Thus, it is always suggested that IoT projects must be developed based on specific requirements. 

End-users do not need to go into the details of implementation and coding. They need only information as all developers could be end-users, but all end-users could not be developers. Thus, the following sections are highlighting projects relevant to the discussed application areas. 

Existing IoT projects

Thousands of projects have been developed till date. It is tough to get details of all projects and learn from them to apply them further. Thus, the section highlights those projects that are evergreen and suggested by experts to study them to acquire knowledge. 

The following  Table 10.1  highlights those projects which are evergreen and considered standard projects. These projects have been considered as IoT applications. 

1. IoT-based weather reporting system

•  Objective: To monitor the weather and generate weather statistics online. The main reason to develop this system is to measure weather conditions and collect data from the environment, such as polar zones, volcanoes, and similar complex situations. It uses sensors (temperature and humidity rain) and a microcontroller for acquiring and transmitting data. The developers have set specific thresholds and alerts for sending alerts in case of crossing threshold values. 

•  Future scope: This project could be further developed for weather forecasting, predictions, and disasters. 

•  Suitable functional setup:  Arduino  IDE,  Microcontrollers,  WIFI,  and smartphone/touchpad. 

•  Advantages:

o  Inexpensive sensors and high speed. 

o  Low power consumption. 

o  Lower maintenance cost. 

o  Easy to install. 

o  Effective detection of any changes. 

•  Note: Sometimes bulk machinery can increase the power consumption which further enhances the installation costs and other costs. 
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2. IoT-based or smart agriculture system

•  Objective: To automate the agriculture operations and monitor different farming tasks (spray fertilizers, irrigation, monitoring soil moisture, and so on). In simple words,  smart  agriculture  has  been  increasing  the  quality  of  farming,  further enhancing  the  quality  of  crops.  The  system  follows  the  common  steps  (data collection, analysis, decision-making, and actions) to automate the traditional farming process. The ONDO is one of the intelligent farming solutions provider companies which is offering this service. 

•  Future scope: Researchers are working to bring an advanced system to make agricultural tasks easy. 

•  Suitable functional setup:  Arduino  IDE,  Microcontrollers,  WIFI,  and smartphone/touchpad. 

•  Advantages:

o  Optimized human labor. 

o  High-precision in every process. 

o  24*7 control. 

3. Smart and touch-based home automation system

•  Objective:  To  automate  various  household  activities  and  control  them  from anywhere. The system will integrate and connect different home appliances. In other words, this system controls TV, refrigerator, air-conditioner, fans, lights, washing machines, and all other home appliances. 

•  Future scope: Researchers are working to bring an advanced system to enhance automation in household activities. 

•  Suitable functional setup: Arduino IDE, AVR Microcontrollers, WIFI, in-built touch sensing input pins, and smartphone/touchpad to control appliances. 

•  Advantages:

o  Control appliance loads automatically. 

o  Installation of the system in remote areas whereas respective switching system installation in the secured area. 

o  Inexpensive. 
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4. IoT-based face recognition system

•  Objective: To recognize the faces of people (single or different) and their voices. 

It  performs  tasks  like  person  identification  (based  on  private  information), face  detection  (using  faces  and  attributes),  emotion  recognition  (detect  facial expressions such as fear, happiness, contempt, neutrality, and so on). The data collection, training recognizer, and facial recognition are the three major stages of the system. 

•  Advanced system:  It  includes  a  reliable  and  robust  security  system.  The embedded camera permits live streams using face recognition. 

•  Suitable functional setup:  Python  programming  language  (data  collection), Raspberry Pi camera, and other standard setups. 

•  Advantages:

o  Inexpensive intelligent security system. 

o  Extensible and adaptive. 

o  More accuracy in results. 

o  Accessible from anywhere. 

5. Smart alarm clock

•  Objective:  To  provide  not  only  an  alarm  clock  but  also  other  features  that include voice commands to perform tasks (play music, initiate a video chat, open curtains, turn on the lights, and so on), text-to-speech synthesizer, alphanumeric screen to display text and brightness adjustment and audio amplifier volume control. This system could be integrated with other smart systems. For instance, a weather reporting system can use the smart alarm system to enhance smart farming. 

•  Future scope: Researchers are working to bring an advanced system to execute multiple activities using an alarm clock. 

•  Suitable functional setup: Apache 2 Server is a major requirement. 

•  Advantages:

o  Analyzes sleeping patterns and postures. 

o  Makes changes automatically based on conditions. 
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6. Smart parking system

•  Objective: To automate the parking system and prevent unwanted traveling to locate parking areas. The system uses IR sensors to find out free parking areas after monitoring the entire space. It saves a lot of time for the driver. It might support  preventing  illegal  parking.  Multiple  companies  have  been  designing such systems. The global company Smart Parking Limited is an award-winning company to design, develop, and deliver smart parking systems. 

•  Future scope: Ongoing projects and features can be added as per requirements and based on problems of common people. 

•  Suitable functional setup: Arduino IDE, Infrared Proximity sensor, and other essential setups. 

•  Advantages:

o  Enhanced security in busy traffic areas. 

o  Effective co-ordination between vehicles and pedestrians. 

o  Hassle-free detection of parking space occupancy. 

7. Smart air pollution monitoring system

•  Objective: To monitor air pollution levels and store acquired data to the servers for further usage. The major difference between this smart and traditional system is that it stores data. It could also be used for detecting flammable gas leaks. The system monitors five components of the Environmental Protection Agency’s Air Quality Index (Carbon monoxide, Ozone, Sulphur Dioxide, Nitrous Oxide, and Particulate Matter). 

•  Future scope: Researchers are working to bring an advanced system to enhance automation in monitoring air pollution. 

•  Suitable functional setup:  Arduino  Uno,  Different  Sensors  (Gas,  humidity, temperature, and so on) and another required setup. 

•  Advantages:

o  Collected quality data could be used for creating data-driven policies. 

o  Accurate data collection. 

o  Effective measurement of parameters. 
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8. Smart traffic management system

•  Objective: To control and manage traffic flow on the road especially during peak hours. Also, the system frees the pathway for emergency vehicles like ambulance, fire trucks, or government vehicles. It helps to find out a signal and control it dynamically.  Additional  functionality  is  the  identification  and  monitoring  of traffic violators at night. 

•  Suitable functional setup: Arduino, Raspberry Pi camera, and other standard setup. 

•  Advantages:

o  Smooth traffic flow thus reducing everyday congestion. 

o  Reduction in pollution level. 

9. Smart health monitoring system

•  Objective: To help patients check their daily health routines themselves. It also helps them send those data to their respective medical professionals and get further  medication,  for  example,  the  sugar  level,  blood  pressure,  heartbeat, calories, weight, and other common patient vitals. 

•  Suitable functional setup:  Arduino  platform,  Android  app  &  Bluetooth, Raspberry Pi camera, and other standard setup. 

•  Advantages:

o  Inexpensive living cost. 

o  Remote communication between doctors and patients. 

o  Precise treatment based on accurate real data. 

10. Smart water irrigation system

•  Objective: To monitor the moisture level of the required field along with the supply of water, soil, and climatic condition. The system must define a predefined threshold value to monitor all elements.  It establishes a precise schedule as per water needs of lawns, crops, and plants. 

•  Future scope: Researchers are working to bring an advanced system to enhance monitoring of fields. 

•  Suitable functional setup: Arduino IDE, Microcontrollers, and basic setup. 

•  Advantages:

o  Reduces water wastage and outdoor water consumption. 

o  Effective maintenance of plant quality and health. 

 Table 10.1: List of standard IoT Projects
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These projects are helping common people, government, and businesses to simplify the works. If the students are willing to develop the system to enhance their skills, they would be studying these projects in depth. Besides these, the following  Table 10.2 briefly points out the name of the project that is also good for study purposes: Project

Major objective

Smart cradle system

To control and monitor the activities of infants from 

remote places and specially designed to help parents. 

Smart wheelchair fall detection

To  control  the  wheelchair  and  its  movement  using 

remote and alarm system. 

Streetlight monitoring system

To monitor and optimize the energy consumption of 

streetlights. 

Smart gas leakage detector bot

To detect gas leakage within the building and send 

alerts across the network. 

Smart anti-theft system

To monitor unusual activities within any building/

place using a smartphone. 

Smart baggage tracker

To  track  the  baggage,  especially  at  airports  using  a tracker. 

Flood detection system

To  monitor  and  track  activities  that  might  cause 

disastrous  floods.  Water-level,  humidity,  and 

temperature have been used to measure activities. 

Smart garage system

To monitor the activities in the garage and enhance 

the security of vehicles. 

 Table 10.2: List of other IoT projects for study purpose The only reason to share this information is to justify how IoT has evolved in different spaces. It is an ongoing process, and every day, IoT is bringing a new product to make life easy. 

Trendy IoT projects and ideas

Every  year,  researchers  are  bringing  in  new  and  innovative  IoT  solutions. 

Availability  of  numerous  programming  languages, Arduino  platform,  Raspberry Pi,  and  microcontrollers  create  infinite  possibilities  for  developing  new  projects. 

The wireless communication across the network-connected physical devices to the Internet  is  increasing  the  IoT  applications.  The  following  Table 10.3  is  describing trendy IoT projects:
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Project

Features

IoT virtual doctor robot

•  To provide a solution that can support the doctor and 

the need of this has majorly been identified during a 

pandemic. 

•  The project has developed a virtual doctor robot that 

permits  doctors  to  move  around  any  place  at  any 

time. Other functionalities are as follows:

o  Communicate  with  people  at  a  remote 

location. 

o  Move around in operation theatres and with 

patients. 

o  Analyze medical reports through video calls 

o  Visit patient’s rooms. 

•  The bot has been designed using the robotic vehicle, 

controller box, mounting, and other required tools. 

IoT  temperature  and 

•  It is specifically designed to support the medication 

mask scan entry system

against  COVID-19.  The  two  major  features  are  as 

follows:

o  Contactless  temperature  scanner  scans 

temperature. 

o  Mask monitor also monitors the mask. 

•  Sensors,  cameras,  micro-controllers,  and  Raspberry 

processes have been used for designing the system. 

Smart dustbin

•  To  operate  automatically  for  collecting  garbage  in urban areas. The idea has been proposed such that 

the  dustbin  can  perform  everything  by  itself.  The 

basic  idea  is  that  a  human  clap  has  been  used  for signal, and clap of foot tap would be used to open 

dustbin  automatically  without  pressing  its  lever. 

After receiving the signal, the hatch will be closed. 

•  Another feature is that the system can also check the 

garbage level within bin and send alerts in case of fill 

up. 
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IoT dog daycare robot

•  It came into existence for taking care of pets alone at 

home. The embedded camera enables live streaming 

that  permits  monitoring  activities  of  pets.  Some 

features are as follows:

o  It has an embedded speaker to instruct pets 

while doing some wrong activities. 

o  It  integrates  the  screen  to  display  the 

messages. 

o  It facilitates feeding of pets on time through 

remote  controlling  and  calls  the  pet  at  the 

required time. 

Smart mirror

•  It  is  another  trendy  topic  for  exploring  IoT  and bringing innovative products. 

•  The idea has been proposed to build a smart mirror 

for  displaying  news,  weather,  and  temperature 

online.  For  building  this,  Raspberry  Pi  processor, 

camera, and specialized glass have been suggested to 

build this futuristic mirror. 

Women  safety  night 

•  This bot is the need of the hour because of the increased patrolling robot

number of cases of violence against women. The idea 

has been proposed to enhance the security of women 

while traveling alone. The system has been designed 

using  sensors  and  a  mic  to  monitor  the  location  of vehicles. 

•  The robot has a feature to identify sound on predefined 

path  and  detect  human  faces.  A  predefined  path 

is  followed  by  the  vehicle  during  patrolling  and 

moves  to  next  points  in  case  of  sound  detection. 

The captured images are sent over to the respective 

servers to enhance security. 

 Table 10.3: List of Trendy IoT Projects

In  the  preceding-listed  projects,  some  have  been  developed  and  provided  to  the end-users. However, some projects are still in development. The ideas have been proposed for executions. All these are being initiated based on the current demands of common people and business. Besides, the new ideas emerge as soon as a person or business organization faces any problem or look out for a simple solution. For instance, during the pandemic, various needs had been identified and developers grabbed them to provide solutions to those issues. The pandemic resulted in the execution of multiple IoT products and systems. For a beginner, it is advised to study 
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the existing projects deeply, and after understanding the process, they should apply the learning concepts to bring a new version of the existing projects or develop new projects. 

Conclusion

The  chapter  explored  the  meaning  of  IoT  projects  and  how  a  project  is  different from an app. Various existing IoT projects and popular trendy projects have been articulated concisely. 

All  previous  chapters  have  explained  the  essential  concepts  and  theories  to  get the  basic  knowledge  of  IoT  irrespective  of  whether  end-users  have  a  technical background or not. Most often, users get confused between the words Project and Apps. The chapter has provided differences between these words to help the learners. 

The information on existing and current projects is a must to explore the IoT. All these have been covered in the chapter and it would help readers understand how IoT has changed everything in the business space and personal space. 

The latest trends and ideas are limited to technical readers and could also be used by non-technical users. Readers without having technical background can use the information to start relevant start-ups or implement them in business. Based on this data and information, all categories of readers can make wise decisions while using IoT. 

Points to remember

•  A  project  refers  to  a  group  of  various  modules  to  achieve  a  particular objective. 

•  An IoT project is an IoT application that has been designed to perform a specific task based on the chosen industry. 

•  Sensors  and  devices,  networking  technologies  and  communication, platforms and programming languages, IoT standards, and compliances are the mandatory building blocks of an IoT project. 

•  A  project  has  been  considered  a  major  system,  whereas  apps  are  its subsystems. 

•  Smart weather reporting systems, smart agriculture systems, smart alarm clocks,  smart  parking  systems,  and  smart  home  automation  are  some examples  of  existing  IoT  projects.  The  study  of  evergreen  and  standard projects has been suggested to explore the role of IoT in our lives. 
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•  Availability  of  numerous  programming  languages,  Arduino  platform, Raspberry Pi, and microcontrollers create infinite possibilities for developing new projects. 

Multiple choice questions

1.  In which project, Apache Server is a major requirement? 



A)  Smart agriculture system



B)  Smart alarm clock



C)  Smart weather reporting system



D)  Smart parking system

2.  Which of the following project uses an Infrared Proximity sensor? 



A)  Smart home automation system



B)  Smart parking system



C)  Smart alarm clock



D)  Smart monitoring system

3.  Which of the following project performs based on a human clap? 



A)  Smart baggage tracker



B)  Smart garage system



C)  Smart mirror



D)  Smart dustbin

4.  What is the main function of the smart cradle system? 



A)  To monitor activities of pets



B)  To display the news online 



C)  To set alarms



D)  To monitor and control activities of infants

5.  Which of the following project uses Gas, Humidity, Temperature sensors? 



A)  Smart water irrigation system



B)  Smart parking system



C)  Smart air pollution monitoring system



D)  Smart anti-theft system
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Answers

  1. B

  2. B

  3. D

  4. A

  5. C

Questions

1.  What do you mean by a project? Explain IoT project. 

2.  List the mandatory blocks of the IoT project. 

3.  What do you mean by Apps? How apps are different from projects? 

4.  What is the relationship between IoT applications and projects? 

5.  List the standard setup for developing an IoT project. 

6.  List the standard IoT projects. 

7.  List the trendy IoT projects. 

8.  What are the advantages of IoT projects? 

9.  Research and find out five projects developed for the manufacturing space. 

10.  Research and find out five projects developed for the healthcare space. 

Key terms

•  AVR:  It  stands  for  Automatic  Voltage  Regulator.  It  is  a  device  used  to maintain generator output automatically. 

•  IDE:  It  stands  for  Integrated  Development  Environment.  It  provides  an environment for developing and executing applications. 

•  Arduino:  It  refers  to  an  open-source  electronics  platform  and  application software to accomplish programming. 

•  Raspberry Pi: It refers to a series of small board computers. 
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